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Abstract




The rapid expansion of computer networks has increased the frequency and sophistica-
tion of cyberattacks, making Intrusion Detection Systems (IDS) a critical line of defense for
protecting network infrastructures. Although Machine Learning (ML) has significantly im-
proved the detection capabilities of IDS, modern network traffic often produces massive and
high-dimensional datasets. This high dimensionality, commonly referred to as the curse of
dimensionality, can lead to high computational complexity, increased model complexity, and

overfitting, which may reduce the ability of ML models to accurately detect cyber threats.

This study addresses this issue by comparing several feature selection and feature reduc-
tion techniques in the context of ML-based IDS. The adopted techniques include ANOVA
and Mutual Information as filter-based methods, Random Forest and Lasso L1 regularization
as embedded methods, in addition to two hybrid techniques designed to leverage the advan-
tages of simpler feature selection approaches, and PCA. The experimental evaluation is con-

ducted using two well-known IDS datasets, namely CIC-IDS2017 and CSE-CIC-IDS2018.

All experiments are based on the XGBoost algorithm, which is widely recognized for
its strong predictive performance and effectiveness in classification tasks. The obtained re-
sults for both binary and multiclass classification show promising performance and provide
valuable insights into the role of dimensionality reduction in enhancing the effectiveness,

efficiency, and generalization ability of ML-based IDS.

Keywords: Network Intrusion Detection, Intrusion Detection System,Machine Learn-
ing, Dimensionality Reduction, Feature Selection, Feature Reduction, CIC-IDS2017, CSE-

CIC-IDS2018.



Résumé




L’expansion rapide des réseaux informatiques a entrainé une augmentation de la fréquence
et de la sophistication des cyberattaques, faisant des systeémes de détection d’intrusions (In-
trusion Detection Systems, IDS) une ligne de défense essentielle pour la protection des
infrastructures réseau. Bien que 1’apprentissage automatique (ML) ait considérablement
amélioré les capacités de détection des IDS, le trafic réseau moderne génere souvent des
ensembles de données massifs et de grande dimension. Cette forte dimensionnalité, com-
munément appelée malédiction de la dimensionnalité, peut engendrer une complexité com-
putationnelle élevée, une augmentation de la complexité des modeles ainsi qu’un risque de
surapprentissage, ce qui peut réduire la capacité des modeles de ML a détecter avec précision

les cybermenaces. Cette étude aborde cette problématique en comparant plusieurs techniques

de sélection et de réduction de caractéristiques dans le contexte des IDS basés sur le ML. Les
techniques adoptées comprennent ANOVA et I’information mutuelle en tant que méthodes
de type filtre, Random Forest et la régularisation Lasso L1 en tant que méthodes intégrées,
ainsi que deux approches hybrides congues pour tirer parti des avantages des méthodes sim-
ples de sélection de caractéristiques, en plus de I’analyse en composantes principales (PCA).
L’ évaluation expérimentale est menée a 1’aide de deux ensembles de données IDS bien con-

nus, a savoir CIC-IDS2017 et CSE-CIC-IDS2018. Toutes les expérimentations reposent sur

I’algorithme XGBoost, largement reconnu pour ses fortes performances prédictives et son
efficacité dans les taches de classification. Les résultats obtenus, aussi bien pour la classi-
fication binaire que multiclasse, montrent des performances prometteuses et fournissent des
indications précieuses sur le role de la réduction de dimensionnalité dans 1’amélioration de
I’efficacité, de I’efficience et de la capacité de généralisation des IDS basés sur le ML.

Mots-clés :Détection d’intrusions réseau, systeme de détection d’intrusions, apprentissage
automatique, réduction de dimensionnalité, sélection de caractéristiques, réduction de carac-

téristiques, CIC-IDS2017, CSE-CIC-IDS2018
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General Introduction

In recent decades, digital technologies have developed rapidly, mainly due to the growth
of computer networks, Internet-connected devices, cloud computing, and the Internet of
Things (IoT). These technologies have improved communication, data sharing, and oper-
ational efficiency. However, they have also increased the number of possible entry points
for cyberattacks. As a result, cyber threats have become more advanced, dynamic, and auto-
mated, creating serious risks for sensitive information and critical infrastructures.

Within this evolving threat landscape, IDS have emerged as an indispensable line of
defense. These systems are purposefully designed to continuously monitor and analyze net-
work traffic in real-time, identifying anomalous or malicious activities. However, traditional
IDS solutions are increasingly proving inadequate against modern, encrypted, and zero-day
attacks, primarily due to their reliance on pre-defined rules. To overcome these limitations,
the cybersecurity community has pivoted towards Artificial Intelligence and ML, leveraging
their capacity to autonomously extract complex behavioral patterns from historical data.

Nevertheless, deploying ML models for real-time intrusion detection introduces a crit-
ical architectural challenge: the Curse of Dimensionality. Modern network traffic capture
tools extract an immense number of features (attributes) per communication flow to ensure
no subtle attack pattern is missed. Feeding this massive, high-dimensional feature space into
a ML algorithm drastically increases computational overhead and prolongs training and in-
ference times, which is highly detrimental for real-time detection systems. More critically,
high-dimensional data often contains redundant, highly correlated, and noisy features, which
can obscure the true underlying attack signatures. This may cause ML models to suffer from
severe overfitting, high memory consumption, and a significant degradation in their ability
to generalize to novel and unseen network environments.

To mitigate this problem, dimensionality reduction techniques are commonly employed
as an essential preprocessing step in ML-based IDSs. These techniques aim to reduce the

number of input features while preserving the most relevant and discriminative information



required for accurate attack detection.

In this work, we aim to analyze and compare several dimensionality reduction tech-
niques for ML-based IDS in order to identify the most suitable approaches for reducing data
dimensionality while preserving detection performance and model reliability.

This document is structured into three main chapters, organized as follows:

* Chapter 1: Network Intrusion Detection and ML: Foundations and Challenges.
This chapter provides a theoretical overview of IDS architectures and detection mecha-
nisms. It also introduces the fundamental concepts of ML and highlights the transition

towards ML-based IDS.

* Chapter 2: Network Intrusion Detection Datasets: Characteristics and Dimen-
sionality Challenges. This chapter presents an overview of the main benchmark
datasets used in network intrusion detection, with particular focus on CIC-IDS2017
and CIC-IDS2018. It highlights their key characteristics, structure, attack categories,
and relevance for ML-based IDS evaluation. In addition, the chapter discusses the di-
mensionality problem and explains the main techniques used to address it, including

feature selection and dimensionality reduction methods.

* Chapter 3:Experimental Evaluation of Dimensionality Reduction Techniques. This
chapter presents the practical implementation of the proposed work. It describes the
overall methodology, the integration of dimensionality reduction techniques, and the
experimental setup used to train and evaluate the selected models. In addition, it pro-
vides a comparative analysis of the obtained results under both internal evaluation and

external validation strategies.



Chapter 1

Intrusion Detection System and ML:

Foundations and Challenges




1.1 Introduction

The rapid growth of digital communication channels has increased the risks of unautho-
rized access and data manipulation by malicious actors. As these threats continue to evolve,
securing digital infrastructure has become a critical necessity. Therefore, the adoption of ad-
vanced protection technologies is essential to strengthen security and protect systems against
potential cyberattacks

IDSs stand as a cornerstone of modern cybersecurity. By maintaining continuous surveil-
lance over network traffic, they ensure the early detection of anomalies, enabling swift re-
sponses to prevent significant security breaches.

This chapter presents the fundamental concepts of IDSs, including their definition, ob-
jectives, common cybersecurity threats, taxonomy, and architecture. It also discusses the
major challenges that affect IDS performance and effectiveness. Furthermore, the chapter
provides an overview of ML in the context of cybersecurity and highlights its role in enhanc-

ing intrusion detection through intelligent and adaptive threat detection mechanisms.

1.2 Fundamentals of IDSs

1.2.1 Definition and Role of IDSs

An IDS is a security tool that monitors network or system activities to detect suspicious
behavior or possible attacks. Its main purpose is to identify intrusions and generate alerts for
security administrators.

IDSs are important because they provide an additional layer of defense inside a security
architecture. They help organizations detect attacks that may bypass traditional protection
mechanisms such as firewalls. By analyzing network traffic or system behavior, an IDS
supports early threat detection and helps security teams respond more quickly to potential

incidents.[1]



1.2.2 Common Network Security Threats

To design effective defense mechanisms, it is essential to understand the main network
security threats. Modern networks are continuously exposed to different attack vectors that
can compromise data, services, and system availability. This section presents the most com-

mon threats relevant to intrusion detection :

¢ Denial of Service (DOS) and Distributed Denial of Service (DDoS): A DOS attack
aims to paralyze a target server or network by overwhelming it with a massive influx of
illegitimate traffic, thereby exhausting its computational resources and bandwidth. A
DDoS attack represents a more severe evolution of this concept, where the adversary
orchestrates the assault using a geographically dispersed compromised devices. This
distributed nature not only amplifies the attack’s magnitude but also severely compli-

cates mitigation and source traceback efforts. [2].

* Man-in-the-Middle (MitM) Attacks: In this sophisticated interception technique, an
attacker covertly positions themselves between two communicating nodes, breaching
the communication channel without either party’s awareness. This strategic placement
allows the adversary to seamlessly eavesdrop on confidential exchanges, manipulate
data packets in transit, or perform session hijacking, severely compromising data in-

tegrity and confidentiality [3].

* Malware Infections: Malware represents a broad spectrum of malicious software-
encompassing viruses, worms, Trojans, and deployed onto a host system. The objec-
tives behind malware deployment range from covert surveillance and sensitive data
exfiltration to widespread operational disruption and extortion. These payloads typi-
cally infiltrate networks through compromised email attachments, malicious URLs, or

unpatched software vulnerabilities [4].

* Social Engineering and Phishing: Unlike direct technical exploits, phishing relies
on the psychological manipulation of human users. Attackers masquerade as trustwor-

thy entities across digital communication channels (predominantly email) to deceive



individuals into divulging sensitive credentials or inadvertently executing malicious
payloads. Advanced variants, such as spear-phishing, utilize highly personalized con-

texts to target specific organizational personnel [5].

* Database Injection Attacks: These attacks exploit critical flaws in input validation
mechanisms within web applications and backend databases. By injecting malicious
SQL queries into standard user input fields, adversaries can manipulate the database
execution logic. This enables unauthorized actors to bypass authentication, expose

sensitive records, or permanently alter database contents [6].

* Authentication and Password Attacks: This category involves systematic attempts
to compromise user credentials to breach security perimeters. Attackers employ vari-
ous aggressive methodologies, including automated brute-force scripts, dictionary at-
tacks, and credential stuffing (exploiting passwords reused across multiple platforms).
These tactics heavily leverage human tendencies to use weak or predictable authenti-

cation phrases [7].

* Reconnaissance and Probing: Before launching a full-scale assault, attackers often
engage in preliminary data-gathering activities. By systematically scanning network
topologies, attackers can map out active hosts, identify open ports, and pinpoint ex-

ploitable vulnerabilities, effectively laying the groundwork for subsequent intrusions.

1.3 IDSs Architecture

An effective IDS relies on a modular and coordinated architecture. A standard IDS
generally comprises four essential functional components, as illustrated in the high-level

structural diagram in Figure 1.1 [8]:

* Sensors (Data Collection): These are the primary data acquisition units. They con-
tinuously monitor the target environment to capture raw data, such as network packets

or operating system logs, and forward this information to the detection engine.
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Figure 1.1: IDS architecture.

* Analyzers (Detection Engine): Serving as the core analytical brain of the system,
analyzers process the raw data collected by sensors. They apply specific detection

methodologies to evaluate the data and identify potential malicious activities.

* Storage (Database): This component is responsible for archiving historical data, in-
cluding intercepted events, generated alerts, and known attack signatures. This stored

data is critical for post-incident analysis and refining future detection systems.

* Manager (Management Interface): The management console acts as the central-
ized interface for human operators. It is responsible for configuring system policies,

displaying real-time alerts, and coordinating automated or manual response protocols.

1.4 Taxonomies of IDSs

IDSs can be classified according to various taxonomies, each reflecting a different aspect
of their design, functionality, or operational characteristics. Several classification criteria
have been proposed in the literature, including detection methodology, deployment strategy,
data source, response mechanism, and analysis approach. Among these, the most widely
adopted and relevant classifications are based on the detection method employed and the

deployment location within the monitored infrastructure, as comprehensively illustrated in



Figure 1.2 [9]:

Intrusion Detection
Systems (IDSs)

[ o Deployment-Based Classification ] { o Classification by Detection Method ]
| |
v v
Host-Based IDS e Network-Based IDS Signature-Based 0 Anomaly-Based
(HIDS) (NIDS) Detection Detection

Bl | & || s || x4

Figure 1.2: Taxonomy of IDS based on deployment and Detection Method.

1.4.1 Deployment-based classification

Deployment-based classification categorizes IDSs according to their placement within
the monitored environment. Based on this criterion, IDSs are primarily classified as Host-

Based IDS (HIDS) or Network-Based IDS (NIDS) [9]:

* Host-based IDS (HIDS): These systems are deployed on individual endpoints, such
as critical servers or user workstations. They scrutinize localized system activities,
including operating system audit trails, file integrity changes, and application logs.
HIDS is highly effective at detecting insider threats or attacks that have successfully
penetrated the network perimeter. Some popular HIDS tools include OSSEC, Wazuh,

Tripwire, AIDE, Samhain, Fail2ban, and Solar Winds Security Event Manager [9].

* Network-based IDS (NIDS): In contrast to HIDS, NIDS operate at the network level.
They are strategically positioned at infrastructure choke points, such as switches, routers,
or network gateways, to monitor inbound and outbound traffic across an entire net-

work segment. Some popular NIDS tools include Snort, Suricata, Zeek, Bro, Security

Onion, and Cisco Secure IDS [9].

Figure 1.3 illustrates the main differences between Host-based IDS and Network-based IDS

in terms of deployment location and monitoring visibility.

8
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Figure 1.3: HIDS vs NIDS deployment.

1.4.2 Classification by Detection Method

The core mechanism by which an IDS identifies malicious activity defines its detection

paradigm. The two foundational approaches are:

* Signature-based Detection: This approach relies on a predefined database of known
attacks signatures specific patterns. When observed traffic matches a stored signature,
an alert is triggered. While highly accurate and computationally efficient for recog-
nized threats, this method is fundamentally flawed against "Zero-day" vulnerabilities

and novel attack variations, as it cannot detect what it does not explicitly know.[10]

* Anomaly-based Detection: To overcome the limitations of signature-based systems,
the anomaly-based approach establishes a statistical baseline of "normal" network or
system behavior over time. Any significant deviation from this established profile is
classified as a potential intrusion. This paradigm is exceptionally capable of detecting
zero-day attacks. However, building an accurate baseline in dynamic network environ-

ments is complex, often resulting in higher False Positive Rates (FPR).[10]

Figure 1.4 compares signature-based and anomaly-based detection according to their detec-

tion process and alert generation mechanism.
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Figure 1.4: Signature-based vs. Anomaly-based Detection.

1.5 Performance Challenges in IDS

Although IDS play a crucial role in identifying malicious activities and protecting com-
puter networks, their performance is still affected by several challenges. These limitations

can reduce the accuracy, efficiency, and reliability of IDS. The main performance challenges

that affect IDS can be summarized as follows:

False Positive (False Alert): Legitimate activities may be incorrectly classified as
malicious, generating unnecessary alerts and reducing analysts’ confidence in the IDS.

[11]

False Negative (False Detection): Real attacks may remain undetected, allowing ma-

licious activities to continue inside the system without being noticed. [11]

Real-time detection: IDS must analyze traffic or host activities quickly, but real-
time detection becomes difficult when traffic volume is high or detection methods are

complex.

Resource consumption: IDS may require significant CPU, memory, storage, and
bandwidth resources to continuously monitor and analyze system or network activi-
ties. This can affect overall system performance and may limit their deployment in

resource-constrained environments.[12]

Encrypted traffic: Encryption prevents IDS from fully inspecting packet contents,

which limits visibility and may reduce detection accuracy.[12]
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* Adaptability to evolving attacks: Since attack techniques constantly change, IDS

models must be regularly updated, retrained, or adapted to new malicious behaviors.[13]

1.6 Emerging Technologies for IDS

With the continuous evolution of cyber threats and the increasing complexity of mod-
ern network environments, traditional IDS face important limitations in terms of scalability,
flexibility, and detection accuracy. As a result, several emerging technologies are being
integrated into IDS to enhance their performance and adaptability. The most important tech-

nologies include:

* Big Data Analytics: Big Data Analytics helps IDS process and analyze massive vol-
umes of network traffic, system logs, and security events. It improves the ability of
IDS to detect hidden patterns, abnormal behaviors, and large-scale attacks in complex

environments. [14]

* Edge Computing: Edge computing brings intrusion detection closer to the data source,
such as IoT devices, sensors, or local network gateways. This reduces latency, supports

faster response, and limits the need to send all data to a centralized server. [15]

* Blockchain: Blockchain can support IDS by enabling secure, decentralized, and tamper-
resistant sharing of alerts, logs, and threat information. This is useful in collaborative
environments where different IDS components need to exchange trusted security data.

[16]

* ML : ML has significantly enhanced IDSs by enabling them to learn from histori-
cal data and automatically distinguish between normal and malicious network traffic
patterns. Given its ability to provide adaptive and data-driven detection mechanisms,
ML-based IDSs constitute the primary focus of this study, where we investigate their

performance and effectiveness in addressing modern cybersecurity threats. [17]
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1.7 ML in the Context of Cybersecurity

ML has become a fundamental approach in modern cybersecurity, particularly for im-
proving the performance of IDS . By leveraging data-driven models, ML enables the au-
tomatic detection of malicious activities, the identification of abnormal network behavior,
and the support of automated security responses. Unlike traditional rule-based methods, ML
techniques learn directly from data by capturing complex patterns and relationships, allowing
systems to make intelligent decisions without being explicitly programmed. [17]

In this section, we first present the fundamental ML, including its main paradigms: su-
pervised learning, unsupervised learning, semi-supervised learning, and reinforcement learn-
ing. We then analyze the evolution toward ML-based IDS, the increasing adoption in both
industrial and research domains, and the key challenges that may limit their practical deploy-

ment.

1.7.1 Fundamental Concepts of ML

ML is a branch of Al that studies the design of algorithms capable of learning from data
and making data-driven predictions or decisions without explicit programming. These algo-
rithms identify hidden patterns and relationships within data, allowing systems to generalize
their knowledge to unseen instances and continuously improve their performance as more
data becomes available [18]. ML approaches can be divided into four main categories based

on how they learn from data:

* Supervised Learning: Supervised learning is a ML approach in which an algorithm
learns the mapping between input data and corresponding output labels. It is trained
using a labeled dataset, where each instance is composed of input features associated
with a known target output. The dataset is typically divided into two subsets: a training
set, which is used to learn the model parameters, and a test set, which is used to

evaluate the model’s performance on unseen data. [19]
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Figure 1.5: Supervised Learning.

* Unsupervised Learning: Unsupervised learning is the second major category of ML.
Unlike supervised learning, it operates on unlabeled datasets, where no predefined
output labels are provided and no explicit supervision guides the learning process. The
main objective of unsupervised learning algorithms is to discover hidden structures,
patterns, or intrinsic relationships within the data. Once trained, these algorithms can
analyze new incoming data and assign it to meaningful groups or representations based

on the learned structure. [19]
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Figure 1.6: Unsupervised learning.

* Semi-Supervised Learning: Semi-supervised learning is a hybrid approach that com-
bines both supervised and unsupervised learning techniques. In this setting, the model
is trained using a dataset that contains a small portion of labeled data along with a
large amount of unlabeled data. The inclusion of unlabeled samples helps the model
better capture the underlying structure of the data and improves its generalization per-

formance, especially when labeled data is scarce or expensive to obtain. [20]
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Figure 1.7: Semi-Supervised Learning.

* Reinforcement Learning (RL): This approach is based on continuous interaction
with an environment. An Al "agent" learns to make decisions through trial and er-

ror, receiving rewards for correct actions and penalties for mistakes. [20]

Action
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Agent Environment

g

State, Reward

Figure 1.8: Reinforcement ML Process.

1.7.2 Toward ML-based IDS

The evolution of IDSs has gradually moved from traditional rule-based and signature-
based approaches toward ML-based solutions. Early IDSs concepts were introduced in the
1980s, particularly with the work of Denning in 1987, which established the basis for intru-
sion detection using system audit data. During the 1990s and early 2000s, IDSs mainly relied
on predefined signatures and expert rules to detect known attacks. Although these methods
were effective against previously identified threats, they became less suitable for detecting

new, unknown, and evolving attacks.[21]
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With the growth of network traffic and the appearance of more complex cyberattacks,
ML started to play an important role in IDS research. From the late 1990s, especially after the
release of benchmark datasets such as DARPA 1998 and KDD Cup 99, researchers began to
train ML models to automatically distinguish between normal and malicious traffic. Unlike
traditional IDSs, ML-based IDSs learn patterns directly from data and can identify suspicious
behaviors without relying only on fixed signatures. More recent datasets, such as UNSW-
NB15, CIC-IDS2017, and CSE-CIC-IDS2018, have further supported the development and
evaluation of ML-based IDSs under more realistic network conditions.[22]

Therefore, ML-based IDSs represent an important step toward more adaptive and data-
driven security systems. They can improve detection accuracy, reduce manual rule up-
dates, and support the identification of both known and unknown attacks. For this rea-
son, ML-based IDSs constitute the main focus of this study, where different learning strate-
gies and feature selection techniques are investigated to improve detection performance and

generalization.[22]

1.7.3 Industry and Research Adoption of ML-Based IDS

The increasing integration of ML into operational security systems is reflected by its
deployment in real-world industrial and organizational contexts, where modern security so-
lutions increasingly rely on data-driven models to detect and mitigate cyber threats. For
instance, IBM QRadar [23] applies ML analytics to network data for behavioral baselining
and anomaly detection, enabling automated threat identification across cloud, and hybrid
environments.

Similarly, Cisco Secure Network Analytics uses multilayer ML to detect unknown mal-
ware, insider threats, and policy violations in real time.[24]. Microsoft Defender for End-
point employs hybrid detection with a cloud-powered ML pipeline, analyzing trillions of
signals daily through multiple specialized engines to identify new and unknown threats in
milliseconds [25].

In parallel, the research community has experienced an explosive growth in papers ex-

ploring ML-based IDS, covering a wide range of approaches including supervised learn-
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ing, unsupervised anomaly detection, and deep learning architectures. This extensive body
of work has significantly broadened the scope of IDS research, enabling new directions in

adaptive security, real-time detection, and intelligent cyber defense [26].

1.8 Challenges of ML-Based IDSs

Despite the significant advances achieved by ML techniques in IDS, several fundamental

challenges still limit their effectiveness and can be summarized as follows:

* Dataset Quality and Representativenes: The performance of ML-based IDS heavily
depends on the quality and realism of the training datasets. However, many widely
used datasets such as KDD Cup 1999 suffer from being outdated and not representa-
tive of modern network traffic, while others may include synthetic or limited attack
scenarios. This lack of realism reduces the generalization capability of trained models

when deployed in real-world environments.[26]

* Class Imbalance Problem: IDS datasets typically exhibit severe class imbalance,
where normal traffic significantly outnumbers attack samples, and some attack cate-
gories are extremely rare. This imbalance biases ML models toward majority classes,
resulting in poor detection of minority but critical attacks. As a result, rare attacks may

be overlooked, reducing the reliability of the system in practice.[27]

* High Dimensionality and Irrelevant Features : Network traffic data often contains a
large number of features, many of which may be redundant, irrelevant, or noisy. High-
dimensional feature spaces increase computational complexity and can negatively af-
fect model performance due to overfitting. Therefore, effective feature selection or

dimensionality reduction is essential for improving IDS efficiency and accuracy. [28]

* Adversarial Attacks: Adversarial attacks pose a significant limitation to ML-based
IDSs, where attackers intentionally manipulate input features to mislead the detection

model while maintaining malicious functionality. By exploiting weaknesses in the
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model’s decision boundaries, these subtle perturbations can lead to incorrect classifi-

cations of malicious traffic as benign [29].

* Model Interpretability: Many high-performing ML models, especially deep learning
approaches, operate as black-box systems, making their decision-making process dif-
ficult to interpret. In cybersecurity applications, this lack of transparency is a critical

limitation, as security analysts need to understand and justify detection results [30].
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1.9 Conclusion

This chapter introduced the fundamental concepts of IIDSs, including their definition,
role, and main types. It also discussed the transition from traditional IDS approaches to
ML-based IDSs, which are more suitable for detecting complex and evolving cyberattacks.

Although ML-based IDSs offer important advantages, they still face several challenges,
such as class imbalance, false alarms, poor generalization, and high dimensionality. In this
thesis, special attention is given to the dimensionality problem, as network traffic datasets
often contain a large number of features that may affect model efficiency and performance.

The next chapter will further explore this challenge by presenting the most important
IDS datasets used in the domain and explaining how their characteristics, especially high

dimensionality, influence the design and evaluation of ML-based IDSs.
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Chapter 2

Network Intrusion Detection
Datasets: Characteristics and

Dimensionality Challenges
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2.1 Introduction

The performance of ML-based IDSs strongly depends on the quality, structure, and char-
acteristics of the datasets used for training and evaluation. As network traffic grows in vol-
ume, diversity, and complexity, IDS datasets often become highly dimensional, containing a
large number of features that may affect detection efficiency and model performance. There-
fore, understanding the main characteristics of intrusion detection datasets, together with the
dimensionality problem and the techniques used to address it, is essential for improving de-
tection accuracy, reducing computational complexity, and developing efficient, scalable, and
reliable IDSs. [31]

This chapter provides a comprehensive overview of the primary datasets used in IDS
benchmarking, highlighting their evolution and key characteristics. It also presents a com-
parison of these datasets in terms of their properties and suitability for intrusion detection
tasks. Furthermore, the chapter discusses the dimensionality problem commonly encoun-
tered in these datasets and examines the most widely used feature selection and dimension-

ality reduction techniques employed to address this challenge.

2.2 Overview of the Main IDS-Related Datasets

ML-based IDSs is traditionally developed and evaluated using benchmark datasets that
simulate real-world network traffic. In this section, we examine the historical evolution
of these datasets and analyze the specific benchmarks used in contemporary cybersecurity

research.

2.2.1 Evolution of IDS Datasets

Historically, the foundation of IDS benchmarking began with the DARPA 1998 project
and its widely adopted derivative, the KDD Cup 99 dataset. For nearly a decade, KDD Cup
99 served as the standard for evaluating ML models in cybersecurity. However, researchers

eventually identified critical statistical flaws within the dataset, most notably the presence of
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a large number of redundant records, which caused learning algorithms to overfit the training
data and perform poorly in real-world scenarios. [31]

To mitigate these fundamental issues, the NSL-KDD dataset was introduced as a re-
fined, redundancy-free version of its predecessor. While NSL-KDD successfully provided
a more accurate evaluation metric for classic algorithms, the rapid advancement of network
technologies and the emergence of novel attack vectors soon rendered its attack signatures
obsolete.[32]

Consequently, the focus of modern cybersecurity research has shifted toward more re-
cent and realistic datasets, including UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018, CIC-
DDoS2019, Bot-IoT, ToN-IoT, Edge-l1loTset, NF-UQ-NIDS, and the recently introduced
FLNET2023 dataset. Unlike earlier benchmark datasets, these contemporary datasets are de-
signed to reflect modern network infrastructures, encompassing enterprise networks, cloud
and edge computing environments, Internet of Things (IoT) ecosystems, Industrial Internet
of Things (IloT) deployments, and Federated Learning (FL) architectures. They include a di-
verse spectrum of sophisticated cyberattacks, such as Distributed Denial-of-Service (DDoS),
botnet activities, web-based intrusions, brute-force attacks, infiltration attempts, data exfil-

tration, and attacks targeting industrial communication protocols.[31]
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Figure 2.1: IDS datasets evolution.
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2.2.2 The KDD Cup 99 Dataset

The KDD Cup 99 dataset remains the most widely cited benchmark in the history of in-
trusion detection research. It was derived from the 1998 DARPA Intrusion Detection Evalua-
tion program, simulating a military network environment subjected to various cyber-attacks.
The dataset was generated over a period of approximately seven weeks within a simulated
Local Area Network (LAN) environment. Network traffic was captured using the tcpdump
utility, resulting in a total of 4,898,431 connection records. Each records is represented by 41
traffic-related features that describe various characteristics of the observed network activity.
The dataset contains both normal and malicious traffic, with attack instances categorized into
four major classes: Denial of Service (DoS), Remote-to-Local (R2L), User-to-Root (U2R),

and Probing attacks. [33]. Table 2.1 shows the classes included in this dataset.

Traffic Instances
Back 2203
Land 21
Neptune 1072017
DoS Pod 264 3883370
Smurf 2807886
Teardrop 979
Ipsweep 12481
Nmap 2316
Probe Portsweep 10413 41102
Satan 15892
Buffer 30
Attack Loadmodule 9 3925650
U2R Perl 3 52
Rootkit 10
Ftp_write 8
Guess_pwd 53
Imap 12
Multihop 7
R2L Phi 1 1126
Spy 2
Warezclient 1020
Warezmaster 20
Normal 972781
Total 4898431

Table 2.1: KDD Cup 99 Traffic Distribution.
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Figure 2.2: Number of instances by traffic types in the KDD Cup 99 dataset.

2.2.3 The NSL-KDD Dataset

To address the significant analytical shortcomings of the KDD Cup 99 dataset, re-
searchers introduced NSL-KDD as a refined and optimized alternative. The primary ob-
jective behind the creation of NSL-KDD was to eliminate the massive redundancy present
in its predecessor by carefully removing duplicate records from both the training and test-
ing sets. Structurally, the NSL-KDD dataset preserves the same architecture as the original
KDD Cup 1999 dataset, retaining its 41 network traffic features and four principal attack cat-
egories. However, NSL-KDD offers a more balanced distribution of normal and malicious
instances. In the training set, benign traffic accounts for approximately 53.45% of the sam-
ples, while attack traffic represents 46.55%. Similarly, in the test set, benign and malicious

records constitute 43.08% and 56.92% of the data, respectively. [34]
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Number of Instances

Traffic Types Train Test
Back 956 359
Land 18 7
Neptune 41214 4657
Pod 201 41
Smurf 2646 665
DOS | Teardrop 892 | 45927 12| 7460
Mailbomb 0 293
Apache2 0 737
Udpstorm 0 2
Processtable 0 685
Worm 0 2
Ipsweep 3599 141
Nmap 1493 73
Portsweep 2931 157
Probe Satan 3633 11656 735 2421
Saint 0 319
Mscan 0 996
Buffer_overflow 30 20
Loadmodule 9 2
Attacks Perl 3 58630 2 12833
U2R | Rootkit 10 52 13 67
Xterm 0 13
Ps 0 15
Sqlattack 0 2
Ftp_write 8 3
Guess_passwd 53 1231
Imap 11 1
Multihop 7 18
Phf 4 2
Spy 2 0
Warezclient 890 0
R2L | Warezmaster 20 995 944 | 2885
Sendmail 0 14
Named 0 17
Snmpgetattack 0 178
Snmpguess 0 331
Xlock 0 9
Xsnoop 0 4
Httptunnel 0 133
Normal 67343 9711
Total 125973 22544

Table 2.2: NSL-KDD Dataset Traffic Distribution.
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Figure 2.3: Number of Instances by Traffic Types in the NSL-KDD Dataset.

Consequently, it lacks the representation of modern, low-footprint attack vectors and
contemporary network topologies. This limitation paved the way for the development of

newer, more complex datasets that better reflect today’s threat landscape.

2.2.4 The UNSW-NB15 Dataset

Developed by the Cyber Research Group at the Australian Centre for Cyber Security
(ACCS), the UNSW-NB15 dataset was designed to address the shortcomings of older bench-
mark datasets. It was generated using the IXIA PerfectStorm tool, which simulates a mix of
modern normal network activities and nine distinct types of contemporary synthetic attacks
(e.g., Fuzzers, Backdoors, and Worms). The dataset contains 49 features, which are more di-
verse and representative of modern network behaviors compared to those found in the KDD
and NSL-KDD datasets.

In terms of distribution, the UNSW-NB15 dataset contains a total of 2,540,044 con-
nection records, among which 2,218,761 correspond to normal (benign) traffic, representing
approximately 87.38% of the data, while 321,283 records are associated with different types

of attacks, accounting for 12.62%.[35]
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Traffic Types

Attack subcategory

NB of Instances

Attacks

Fuzzers

FTP, HTTP, RIP, SMB, Syslog, PPTP,
FTP, DCERPC, OSPF, TFTP,
DCERPC, OSPF, BGP.

24246

Reconnaissance

Telnet, SNMP, SunRPC Portmapper
(TCP) UDP Service, SunRPC
Portmapper (TCP) TCP Service,
SunRPC Portmapper (UDP) UDP
Service, NetBIOS, DNS, HTTP,
SunRPC Portmapper (UDP), ICMP,
SCTP, MSSQL, SMTP, Telnet,
SunRPC Portmapper (UDP) TCP
Service.

13987

Shellcode

FreeBSD, HP-UX, NetBSD, AIX,
SCO Unix, Linux, Decoders, IRIX,
OpenBSD, Mac OS X, BSD,
Windows, BSDi, Multiple OS, Solaris.

1511

Analysis

HTML, Port Scanner, Spam.

2677

Backdoors

/

2329

DoS

Ethernet, Microsoft Office, VNC, IRC,
RDP, TCP, FTP, LDAP, Oracle, TFTP,
DCERPC, XINETD, SNMP, ISAKMP,
NTP, Telnet, CUPS, Hypervisor,
ICMP, SunRPC, IMAP, Asterisk,
Browser, Cisco Skinny, SIP, SMTP,
SSL, DNS, IIS Web Server,
Miscellaneous, RTSP, Common Unix
Print System (CUPS), IGMP, HTTP,
NetBIOS/SMB, Windows Explorer.

16353

Exploits

Evasions, SCCP, SSL, VNC, Backup
Appliance, Browser, Clientside
Microsoft Office, Interbase,
Miscellaneous Batch, SOCKS, TCP,
Apache, IMAP, Microsoft IIS,
Clientside, Clientside Microsoft Paint,
IDS, SSH, ICMP, DCERPC, FTP,
RADIUS, WINS, Clientside
Microsoft, POP3, Unix r Service,
Cisco I10S, Clientside Microsoft
Media Player , Damewar, LPD,
MSSQL, Office Document, RTSP,
SCADA, Webserver, All, LDAP,
NNTP, IGMP, Oracle, RDesktop,
Telnet, PHP, SMB, SunRPC, Web
Application, DNS, SMTP, Browser
FTP, Miscellaneous, PPTP, SIP, TFTP.

44525

Generic

All, SIP, HTTP, SMTP, IXIA, TFTP,
Superflow.

215481

Worms

/

174

321283

Normal

2218761

Total

2540044

Table 2.3: UNSW-NB15 Dataset Traffic Distribution.
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Figure 2.4: Number of Instances by Traffic Types in the UNSW-NB15 Dataset.

2.2.5 The CIC-IDS2017 Dataset

Developed by the Canadian Institute for Cybersecurity (CIC), the CIC-IDS2017 dataset
was introduced to provide a reliable and contemporary benchmark that closely reflects real-
world network conditions. Unlike earlier datasets, it includes a wide variety of modern
attack scenarios, such as DDoS, Brute Force, Web Attacks, and Botnets, embedded within
realistic and continuous background traffic. Overall, the CIC-IDS2017 dataset comprises a
total of 2,830,743 network flow records, of which 2,049,979 correspond to benign traffic,
representing 72.43% of the dataset, while 780,764 records are labeled as attack instances,
accounting for 27.57%. In addition, the dataset contains 79 network traffic features extracted
from flow-based characteristics, making it suitable for ML-based intrusion detection [36]. It

covers 14 distinct types of attacks distributed across eight separate files as detailed in Table

(2.4).
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Name of CSV Files Day Activity Traffic Types NB of Instances
Friday-WorkingHours- _ BENIGN 97718
Afternoon DDos.pcap_ISCX Friday DDoS 128027 225745
Friday-WorkingHours- BENIGN 127537
Afternoon- Friday 286467
PortScan.pcap_ISCX PortScan 158930
Friday-WorkingHours- , BENIGN 189067
Morning.pcap_ISCX Friday Bot 1966 191033
Monday- Monday BENIGN 529918 529918
WorkingHours.pcap_ISCX
Thursday-WorkingHours- BENIGN 288566
Afternoon- Thursday : 288602
Infiltration.pcap_ISCX Infiltration 36
BENIGN 168186
Thursday-WorkingHours- Web Attack-XSS 652
Morning- Thursday 170366
WebAttacks.pcap_ISCX Web Attack-Brute Force | 1507
Web Attack-Sql Injection| 21
BENIGN 432074
Tuesday-
WorkingHours.pcap_ISCX Tuesday FTP-Patator 7938 445909
SSH-Patator 5897
BENIGN 440031
DoS Hulk 231073
Wednesday- DoS Slowloris 5796
WorkingHours.pcap_ISCX wedneSday DoS SlOWhttptCSt 5499 692703
Heartbleed 11
DoS GoldenEye 10293
Total 15 2830743

Table 2.4: CIC-IDS2017 Dataset Traffic Distribution.
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Figure 2.5: Number of Instances by Traffic Types in the CIC-IDS2017 Dataset.
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2.2.6 The CSE-CIC-IDS2018 Dataset

Building upon the robust foundation of its 2017 predecessor, the CSE-CIC-IDS2018
dataset was developed as a collaborative project between the Communications Security Es-
tablishment (CSE) and the Canadian Institute for Cybersecurity (CIC). The primary motiva-
tion behind this iteration was to evaluate IDSs on a substantially larger and more distributed
scale. To achieve this, the entire network infrastructure was deployed on Amazon Web Ser-
vices (AWS), accurately simulating a large-scale modern enterprise cloud environment.

The dataset contains 84 features covering both benign traffic and 14 distinct types of
modern cyberattacks. The data was collected over a ten-day period. In total, the CSE-CIC-
IDS2018 dataset comprises over 16 million records, including 13,479,671 benign samples
(83.07%) and 2,747,397 attack samples (16.93%), reflecting a realistic and large-scale traffic

distribution.[36]
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Figure 2.6: Number of Instances by Traffic Types in the CIC-IDS2018 Dataset.
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Name of CSV Files Day Activity Traffic Types NB of Instances
Friday-02-03-2018- . Benign 762384
_TrafficForML_CICFlowMeter.csv Friday Bot 786191 |1048575
. Benign 446772
Friday-16-02-2018-
TrafficForML. CICFlowMetercsy | Friday  [DoS attacks-SlowHTTPTest] 139890 | 1048574

DoS attacks-Hulk

461912

Benign 1048009
Friday-23-02-2018- . Brute Force -Web 362
_TrafficForML_CICFlowMeter.csv Friday Brute Force -XSS 151 1048575
SQL Injection 53
Thuesday-20-02-2018- Benign 7372557
_TrafficForML,_CICFlowMeter.csy | Thuesday S o 4 1 OIC-HTTP| 576191 |/ 248748
Thursday-01-03-2018- Benign 236632
_TrafficForML,_CICFlowMeter.csy | 1Lhursday Infiltration 07634 | 329266
Thursday-15-02-2018- 505 Bl‘:m(g}nl o 94916500787
_TrafficForML, CICFlowMeter.csy | Lhursday 0> attacks-GoldenEye 1048575
DoS attacks-Slowloris 10990
Benign 1048213
Thursday-22-02-2018- Brute Force -Web 249
_TrafficForML_CICFlowMeter.csy | 1hursday Brute Force -XSS 79 1048575
SQL Injection 34
Wednesday-14-02-2018- o ]?;mtg; ?ggggg
_TrafficForML_CICFlowMeter.csv | YWednesday ~bruteroree 1048575
SSH-Bruteforce 187589
Benign 360833
Wednesday-21-02-2018-
_TrafficForML_CICFlowMeter.csv | Yednesday DDOS attack-HOIC 686012 11048575
DDOS attack-LOIC-UDP | 1730
Wednesday-28-02-2018- Benign 540568
_TrafficForML_CICFlowMeter.csv | Yednesday Infiltration 68462 | 009030
Total 15 16227068

Table 2.5: CIC-IDS2018 Dataset Traffic Types.

2.3 Comparative Study of Benchmarking Datasets

Table 2.6 presents a comparative analysis of several IDS datasets according to different

characteristics, including year, number of features, number of instances, data quality, traffic

types, and representativeness. The results show that early datasets such as KDD Cup 99

and NSL-KDD are useful historical benchmarks, but they are less representative of modern

network traffic. KDD Cup 99 contains many redundant records, while NSL-KDD improves

data quality by removing redundancy, but it is still derived from an old dataset.

Compared with these older datasets, UNSW-NB15 provides more realistic traffic and
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a larger number of attack types. However, CIC-IDS2017 and CSE-CIC-IDS2018 are more
recent and contain larger and more representative traffic samples. They also include a higher
number of features and traffic types, making them more suitable for evaluating feature selec-
tion techniques. In particular, CIC-IDS2017 contains 79 features and 15 traffic types, while
CSE-CIC-IDS2018 contains 84 features and a much larger number of instances.

Based on this comparison, CIC-IDS2017 and CSE-CIC-IDS2018 were selected for the
experimental study. These datasets are recent, realistic, highly representative, and contain
high-dimensional network traffic data. Therefore, they are suitable for evaluating the effec-
tiveness of feature selection techniques in reducing dimensionality while maintaining good

intrusion detection performance.

Attribute KDD’99 NSL-KDD UNSW-NB15 | CIC-IDS2017 | CIC-IDS2018
Year 1999 2009 2015 2017 2018
Train/Test Split No Yes No No No
Derived From Simulated KDD Cup 99 Realistic Net. | Realistic Net. | Realistic Net.
Features 41 41 49 79 84
Class Balance | Unbalanced Unbalanced Unbalanced Unbalanced | Unbalanced
Time Span 9 weeks Same as KDD 1 month 5 days 10 days
Instances 4,898,431 147,717 2,540,044 2,830,743 16,227,068
Data Quality High red. Red. removed | Realistic/diverse | Very high Very high
Source DARPA 1998 | CIC & UNB ACCS CIC & UNB | CIC & CSE
Traffic Types 5 5 10 15 15
Representative No Slightly better | Modern traffic High High
Noise Level High Lower than KDD High Very low Very low

Table 2.6: Comprehensive Comparison of Prominent IDS Datasets
[37]

2.4 High-Dimensionality Problem

After presenting the main IDS benchmark datasets and their characteristics, an impor-
tant challenge emerges from their richness of information. Modern IDS datasets often con-
tain a large number of features designed to capture various aspects of network traffic and
attack behaviors. For example, widely used datasets such as CIC-IDS2017 and CSE-CIC-

IDS2018 each include approximately 80 network flow features, while other recent datasets
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may contain an even larger number of attributes. Although these features provide valuable
information for distinguishing between normal and malicious traffic, they also introduce the

high-dimensionality problem, which has become a major concern in ML-based IDS.

2.4.1 Definition

The high-dimensionality problem in ML often called the curse of dimensionality refers

to phenomena that occur when analyzing datasets with a massive number of features (variables)[38].

2.4.2 Impact of the High-Dimensionality Problem

As the number of features increases, the complexity of data analysis and model learn-
ing also grows, leading to several challenges that negatively affect detection capability and

computational efficiency. The main impacts are presented as follows:

* Increased Storage Requirements: High-dimensional network traffic datasets often
require substantial storage capacity due to the large volume of extracted features.
Managing and storing such datasets can become costly and inefficient in real-world

cybersecurity infrastructures.[39]

* Increased Computational Complexity: High-dimensional datasets require greater
computational resources for data processing, model training, and prediction. The pres-
ence of a large number of features increases memory consumption and training time,
making real-time intrusion detection more difficult, especially in large-scale network

environments.[40]

* Risk of Overfitting: When the feature space becomes excessively large, ML models
may learn irrelevant patterns and noise instead of meaningful attack behaviors. This
phenomenon, known as overfitting, reduces the model’s ability to generalize effec-

tively to unseen network traffic.[41]

* Difficulty in Model Interpretation: A large number of features complicates the in-

terpretation of model decisions and the identification of the most influential network
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attributes. This reduces the transparency and explainability of IDS, particularly in

security-critical applications.[42]

2.4.3 Dimensionality Reduction Techniques

To mitigate the "Curse of Dimensionality" and improve the performance of ML-based
IDS, researchers employ two primary strategies to reduce the number of features. While both

aim to simplify the data, they do so through fundamentally different mechanisms.

* Feature Selection (FS): This technique involves selecting a specific subset of the orig-
inal features that are most relevant to the prediction task . It discards redundant or
noisy attributes without changing their original form. For example, in network traffic,

we might keep "Protocol" and "Packet Size" but discard "Timestamp." [43].

* Feature Reduction (FR): Unlike selection, this approach transforms the original fea-
tures into a completely new, smaller set of features (often called components). It math-
ematically projects the high-dimensional data into a lower-dimensional space while

trying to preserve as much information as possible.[44].

2.5 Kaey Feature Selection (FS) Methods

As illustrated in Figure 2.8, feature selection methods methods are generally categorized
into four main types. Each type follows a specific strategy to identify the most relevant

features.
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Figure 2.7: Feature Selection Categories.

2.5.1 Filter Methods

Filter methods refer to techniques that rank features based on statistical scores such as

mean, variance, and correlation coefficients, allowing for the selection or removal of features

independently of a ML algorithm’s training process.

These methods are computationally inexpensive, easy to implement. However, they do

not consider multivariate interactions among features, as each feature is evaluated individ-

ually and assigned a statistical score representing its relevance to the target class.[45] To

illustrate this mechanism, we examine two widely adopted filter-based techniques:

* Mutual Information (MI): Mutual Information is a powerful filter method that quan-

tifies the mutual dependence between a specific network feature and the target label.

It excels at capturing complex non-linear dependencies by measuring the reduction in

uncertainty about the target label given the knowledge of the feature [46]. The discrete

formulation of MI is calculated as follows:

Where:

yeY xeX

(X:y)=Y Zp(x,y)log(

p(x,y)

p(x)p(y)

)
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I(X;Y) The Mutual Information score between the feature X and the target label Y (a

higher value indicates greater dependency).
X,Y The discrete state spaces of the network feature and the target label, respectively.

p(x,y) The joint probability mass function of the feature and the target label occurring

together.
p(x) The marginal probability of the feature X occurring.

p(y) The marginal probability of the target label Y occurring.

Analysis of Variance (ANOVA) : Analysis of Variance (ANOVA) is a filter-based
feature selection method used to measure the relationship between each numerical
feature and the target class. It evaluates whether the values of a feature are significantly
different from one class to another. In other words, ANOVA checks if a feature can
help distinguish between the different classes. This is done using the F-score, which
compares the variation between classes with the variation inside each class. A high
F-score means that the feature has strong discriminative power and is more useful for

classification [47]. The F-score is calculated as follows:

P o L (X —X)? 2.2)
e LR T (X — Xi)?

Where:

F The calculated F-statistic score for the feature.

K The total number of categories (classes) in the target label.

N The total number of samples in the dataset.

n; The number of samples belonging to class k.

X, The arithmetic mean of the feature values specifically within class k.
X The overall mean of the feature values across the entire dataset.

Xir The value of the i-th sample of the feature belonging to class k.
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2.5.2 Wrapper Methods

Wrapper methods differ from filter methods by utilizing a specific ML classifier to eval-
uate the quality of feature subsets. They treat the learning algorithm as a "black box" and use
its predictive performance, such as detection accuracy, as the objective function for assessing
different combinations of features. To identify the most relevant subset, wrapper methods
search through the space of possible feature combinations, repeatedly training and testing
the model and selecting the subset that yields the best performance.

Although wrapper methods often achieve superior feature selection results, they are
computationally expensive, especially when applied to large-scale, high-dimensional datasets.
Evaluating numerous feature subsets requires repeated model training, resulting in signifi-
cant processing time and memory consumption.[48]

Consequently, applying wrapper methods to massive IDS datasets may be impractical
without substantial computational resources. Due to these high hardware requirements and
processing delays, wrapper methods were excluded from the practical implementation phase
of this thesis.

A prominent example of this category is:

¢ Recursive Feature Elimination (RFE): Recursive Feature Elimination (RFE) is a
wrapper-based feature selection method that selects features through a step-by-step
elimination process. It starts by training a ML model using all available features.
Then, the importance of each feature is estimated according to the model. The least
important feature, or group of features, is removed from the dataset. After that, the
model is trained again on the remaining features, and the same process is repeated.
This continues until the desired number of features is reached. In this way, RFE helps

identify the most useful features for improving classification performance.[49]

2.5.3 Embedded Methods

Embedded methods integrate the feature selection process directly into the training

phase of a ML algorithm. In this approach, feature importance is learned simultaneously
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with the optimization of the model parameters through an iterative process that minimizes
the loss function. A regularization term is added to the objective function, which encourages
the model to focus on the most informative features. As a result, the model assigns higher
weights to relevant features while reducing or setting to zero the weights of irrelevant ones,
thereby performing automatic feature selection during training.[45]

A primary example of this category is:

* LASSO L1 regularization: Least Absolute Shrinkage and Selection Operator (LASSO)
is an embedded feature selection method based on L1 regularization . It is used to se-
lect the most relevant features while reducing the influence of less important ones.
The main idea of LASSO is to add a penalty term to the learning process, which forces

some feature coefficients to become very small or exactly zero.

When the coefficient of a feature becomes zero, this means that the feature does not
contribute significantly to the prediction task and can be removed from the dataset.
Therefore, LASSO performs feature selection automatically during model training.
The strength of this selection process is controlled by the regularization parameter,
usually denoted by A. A higher value of A increases the penalty and leads to the
selection of fewer features. Thus, LASSO helps reduce dimensionality, simplify the

model, and limit overfitting.[50].

* Random Forest (RF) Feature Importance: Random Forest is an ensemble learning
algorithm that builds multiple decision trees and combines their results to improve
prediction performance. In addition to classification, Random Forest can be used as
an embedded feature selection method because it estimates feature importance dur-
ing the training phase. The importance of a feature is commonly measured using the
Mean Decrease in Impurity (MDI), which evaluates how much a feature contributes to

reducing impurity when it is used to split the data in decision trees.[51].

In simple terms, a feature receives a high importance score if it frequently helps the
trees create better splits and separate the target classes more effectively. Therefore,
features that strongly reduce impurity across the forest are considered more relevant.

These importance scores are then used to rank the features from the most informative
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to the least informative, allowing less useful features to be removed and reducing the

dimensionality of the dataset.

2.5.4 Hybrid Methods

Hybrid methods aim to combine the strengths of multiple feature selection techniques
to achieve a balance between computational efficiency and predictive performance. By
adopting a multi-stage approach, these methods are particularly effective in handling high-
dimensional datasets, often outperforming any single feature selection technique.

In general, hybrid feature selection strategies can take different forms. They may com-
bine techniques from different categories, for example integrating Filter and Embedded
methods in a sequential pipeline, or they may combine multiple techniques within the same
category, such as applying several Embedded methods successively to progressively refine

the feature space.[52]

Table 2.7 presents a comparative analysis of the three main categories of feature selec-

tion techniques: filter, wrapper, and embedded methods.

Evaluation Criterion

Filter Methods

Wrapper Methods

Embedded Methods

Core Mechanism

Evaluates features based on
their intrinsic statistical prop-
erties independently of any
ML algorithm.

Employs a specific ML clas-
sifier as a black box to evalu-
ate feature subsets iteratively
through search strategies.

Performs feature selection in-
trinsically during the model
training phase.

Classifier Dependency

Completely independent
(Model-agnostic).

Fully dependent on the cho-
sen ML classifier.

Tied to specific learning al-
gorithms that support internal
selection.

Computational Complexity

Extremely low; computa-
tionally efficient and highly
scalable to massive high-
dimensional data.

Exceptionally high; requires
retraining the model for every
evaluated feature subset com-
bination.

Moderate; significantly faster
than wrappers as selection oc-
curs in a single training run.

Risk of Overfitting

Very low

High.

Moderate

Feature Interactions

Generally ignores feature
interactions, —assessing  at-
tributes individually .

Successfully captures com-
plex non-linear dependencies
between multiple features.

Effectively captures feature
interactions.

Table 2.7: Comparison of Filter, Wrapper, and Embedded Feature Selection Paradigms

2.6 Key Feature Reduction (FR) Methods

his section presents the key Feature Reduction (FR) methods adopted in this study to

reduce data dimensionality and retain the most relevant information for classification.
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2.6.1 Principal Component Analysis (PCA)

Principal Component Analysis (PCA) is a widely used feature reduction technique in
ML. Its main objective is to reduce the number of features while preserving as much useful
information as possible. PCA transforms the original features into a new set of variables
called principal components. These components are uncorrelated and are ordered according
to the amount of information, or variance, they capture from the original data.

In practice, PCA first standardizes the data so that all features contribute equally. Then, it
analyzes the relationships between features and identifies the main directions where the data
varies the most. The first principal components contain the largest amount of information,
while the last components usually contain less useful information or noise. By keeping only
the top (k) components, PCA reduces dimensionality, decreases computational cost, and

helps simplify the learning process with limited information loss.[53]

2.6.2 Linear Discriminant Analysis (LDA)

Linear Discriminant Analysis (LDA) is a supervised feature reduction technique mainly
used for classification tasks. Unlike PCA, which reduces dimensionality by preserving the
maximum variance in the data without considering class labels, LDA uses the target labels
during the reduction process. Its main goal is to project the original features into a lower-

dimensional space where the different classes are better separated.[54].
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2.7 Conclusion

This chapter presented the main IDS datasets used in the literature and discussed their
evolution from early benchmarks, such as DARPA 1998 and KDD Cup 99, to more recent
and realistic datasets, including UNSW-NB15, CIC-IDS2017, CSE-CIC-IDS2018, and other
modern datasets. This evolution shows the continuous need for datasets that better reflect
current network environments and recent cyberattacks.

The chapter also highlighted the dimensionality problem in IDS datasets, where the
large number of features can increase computational cost, affect model performance, and
make learning more complex. To address this issue, several feature selection and feature
reduction techniques were presented, including filter, wrapper, embedded, hybrid methods
and PCA.

Overall, this chapter showed that selecting the most relevant features is an important
step in building efficient ML-based IDSs. Feature selection helps reduce data complexity,
improve training efficiency, and support better detection performance. These concepts pro-

vide the foundation for the experimental methodology presented in the following chapter.
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Chapter 3

Experimental Evaluation of

Dimensionality Reduction Techniques
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3.1 Introduction

This chapter presents the methodology used to compare different feature selection and
reduction techniques for ML-based IDSs. It explains how these techniques are applied,
tested, and compared in the experiments.

The methodology includes several main steps: dataset preparation, class balancing, fea-
ture selection, model training, and performance evaluation. The comparison is done using
two classification tasks: binary classification and multi-class classification. Binary classifi-
cation separates normal traffic from attack traffic, while multi-class classification identifies
the type of attack.

Two evaluation strategies are used in this work: internal validation and external val-
idation. In internal validation, training and testing are performed on different subsets of
the same dataset. In external validation, the model is trained on one dataset and tested on
another independent dataset. CIC-IDS2017 and CSE-CIC-IDS2018 are used for both evalu-
ation strategies.

This chapter does not aim to evaluate all existing feature selection and reduction tech-
niques. Instead, it adopts a set of the most commonly used techniques in the literature to
provide a clear and practical comparison. The main goal is to identify which of these tech-
niques can provide good detection results, reduce the number of features, and improve gen-

eralization across datasets.

3.2 Global methodology

This section presents the global methodology followed in this study. As illustrated in
Figure 3.1, the proposed workflow follows a comprehensive process starting from dataset
cleaning and harmonisation, followed by data splitting, training set preparation steps, model
training, and performance evaluation. This methodology is designed to ensure a clear and
consistent experimental framework for evaluating feature selection and reduction techniques

under both intrernal and external validation strategies.
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Figure 3.1: Global Methodology.

3.2.1 Datasets Cleaning and Harmonisation

Before applying feature selection techniques and training the ML models, a cleaning and
harmonisation step was performed on the selected IDS datasets. This step aims to improve
data quality and ensure that the datasets have a consistent structure for fair comparison and
evaluation. First, missing values, infinite values, and duplicated records were removed to
avoid biased learning and unreliable results. Then, feature alignment was applied to keep
only the common and compatible features between the datasets. Finally, attack labels were
reorganized into broader categories through an attack grouping strategy, allowing a more

consistent representation of attack classes across datasets

* Handling Missing and Infinite Values: We converted all infinite computational val-
ues to Not-a-Number (NaN) and subsequently removed all rows containing missing

values to maintain dataset integrity.

* Addressing Inconsistent Values: Non-numeric entries found in numerical feature
columns were converted into NaN values and subsequently removed to ensure data

consistency and prevent errors during model training.

* Removing Duplicate Records: Redundant observations were identified and elimi-
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nated to mitigate potential model bias and prevent overfitting to duplicated samples.

Feature Alignment: Due to inconsistencies in feature naming conventions between
the CICIDS2017 and CICIDS2018 datasets, we performed a thorough feature harmo-
nization process. We mapped the feature names of the 2018 dataset to perfectly align
with those of the 2017 dataset using a predefined mapping dictionary (e.g., standard-
izing “Dst Port” to “Destination Port” and “Tot Fwd Pkts” to “Total Fwd Packets”).

This ensured a uniform feature space across both datasets.

Attack Grouping: Based on previous studies using the CIC-IDS2017 dataset and
considering the class imbalance problem, we adopted an attack grouping strategy to
obtain broader and more representative attack categories, as shown in Table 1. Closely
related attack types were merged according to their semantic similarity and behavior.
More specifically, “DoS GoldenEye,” “DoS Slowhttptest,” and “DoS Slowloris” were
grouped into a single DoS class, while “FTP-Patator” and “SSH-Patator” were com-
bined under the Patator class. Similarly, the three web-based attack subtypes, namely
“Web Attack — SQL Injection,” “Web Attack — XSS,” and “Web Attack — Brute Force,”
were unified into one Web based class. However, “DoS Hulk” was kept as a separate
class because it already contains a sufficient number of instances. In addition, due
to the very limited number of samples associated with the Infiltration and Heartbleed
attacks in CIC-IDS2017, these classes were removed from the experimental analysis
to avoid unreliable learning and evaluation results. The same attack grouping strat-
egy was also applied to the CIC-IDS2018 dataset in order to ensure consistent class

representation across datasets. Table 3.1 illustrates this grouping strategy.
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CIC-IDS2017 | CIC-IDS2018
New Classes | Original Attack Names
Instances Instances
Benign BENIGN / Benign 2,271,320 13,410,471
DoS Hulk DoS Hulk 230,124 434,873
DoS GoldenEye
DoS DoS Slowloris 21,588 71,202
DoS SlowHTTPTest
DDoS / DDoS-LOIC HTTP
DDoS DDoS HOIC 128,025 1,246,382
DDoS LOIC UDP
FTP-Patator / FTP-BruteForce
Patator 13,843 156,668
SSH-Patator / SSH-Bruteforce
‘Web Brute Force
Web Based Web XSS 2,180 928
SQL Injection
Botnet Bot 1,956 282,310
Portscan PortScan 158,804 -
Infiltration
Dropped 47 -
Heartbleed

Table 3.1: Attack Categories in CIC-IDS2017 and CIC-IDS2018 Datasets.

3.2.2 Data Splitting

Following the data preprocessing and feature harmonization stages, the CIC-IDS2017
dataset was partitioned into three distinct subsets: a training set, a validation set, and a testing
set. The training set was used to train the ML models, while the validation set was used to
tune the model parameters and select the best configuration. The testing set was kept separate

and used only for the final evaluation, in order to measure the model performance on unseen

data.

The dataset was divided to obtain a final distribution of 70% for training, 10% for val-

idation, and 20% for testing. During the splitting process, a stratified sampling technique
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(stratify) was applied. This option preserves the original class proportions in each subset,
ensuring that both majority and minority attack classes are represented in the training, vali-
dation, and testing sets.

Table 3.2 summarizes the distribution ratios adopted for our subsets.

Dataset Subset | Percentage
Training Set 70%
Validation Set 10%
Testing Set 20%

Table 3.2: Dataset splitting Ratios.

3.2.3 Class Imbalance Handling

Network intrusion datasets are highly imbalanced, where some classes contain many
more samples than others. This imbalance can bias the model toward majority classes and
reduce its ability to detect rare attacks. To address this issue, balancing techniques were
applied only to the training set for both binary and multiclass classification tasks. Random
undersampling was used to reduce the size of majority classes, while the Synthetic Minority
Over-sampling Technique (SMOTE) [55] was used to generate synthetic samples for minor-
ity classes. In both classification scenarios, the undersampling and oversampling thresholds
were defined experimentally in order to obtain a suitable balance between reducing the dom-
inance of majority classes and improving the representation of minority classes. The use of
SMOTE was also motivated by a previous thesis, which showed its effectiveness compared

to other oversampling methods on the same dataset.

Multiclass Classification Balancing
For the multiclass classification task, the original training data was highly imbalanced, as
shown in the initial class distribution. Some classes contained a large number of samples,
such as DoS Hulk, Portscan, and DDoS, while other classes, such as Web-Based and Botnet,
had a very limited number of instances. To reduce this imbalance, we applied a balancing
strategy based on both random undersampling and oversampling. Classes containing more

than 90,000 samples were reduced to 90,000 using random undersampling, while classes
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containing fewer than 90,000 samples were increased to the same number using oversam-

pling. Thus, all attack classes were balanced to 90,000 samples.
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Figure 3.2: Class Balancing for Multiclass Classification.

Binary Classification Balancing

For the binary classification task, the balancing strategy was designed based on the two main

classes: Benign and Attack. First, the total number of attack samples used for training was

calculated, resulting in 389,564 instances. Since this number was lower than the desired

class size, the Attack class was oversampled to reach 500,000 samples. At the same time,

the Benign class, which contained a significantly larger number of instances, was reduced

to 500,000 samples using random undersampling. As a result, both the Benign and Attack

classes were balanced to the same size, ensuring a more equitable training distribution.
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Figure 3.3: Class balancing for binary classification.
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3.2.4 Dimensionality Reduction

To ensure a representative evaluation of different feature selection and reduction strate-
gies, methods were selected from all main categories. More specifically, ANOVA and Mutual
Information were selected from the filter-based methods, while Random Forest and Lasso L1
regression were adopted from the embedded methods. PCA was also used as a dimension-
ality reduction technique. In addition, two hybrid approaches were included to combine the
strengths of different methods.

Since ANOVA, Mutual Information, Random Forest, Lasso L1 regression, and PCA
were already explained in the previous chapter, this section focuses only on the composition

of the two adopted hybrid techniques, as follows:

* Dual-Stage Embedded Method (Decision Tree / Lasso L.1): This method was ap-
plied in two steps. First, a Decision Tree using the entropy criterion selected the top
65 features. Then, Lasso was applied to this reduced subset to obtain a final set of 50

features.

* Two-Stage Hybrid Method (MI / Lasso L.1): In this approach, MI was first applied
to select the top 60 most informative features. Then, Lasso L1 was applied to this

reduced feature subset to obtain the final set of 50 features.

Table 3.3 summarizes the parameters configuration of each method.

Method Key Parameters

ANOVA score_func = f_classif

Lasso (L1 Regularization) penalty="11", solver="liblinear’, random_state=42, max_iter=1000
Random Forest n_estimators=100, random_state=42, n_jobs=-1

Dual-Stage Embedded (DT + Lasso) | criterion = ’entropy’, penalty = ’11°,solver="liblinear’,max_iter=1000, random_state=42

Two-Stage Hybrid (MI + Lasso) penalty="11", solver="liblinear’, max_iter=1000

PCA (Dimensionality Reduction) n_components = 35 , output_distribution = normal’

Table 3.3: Parameter Configuration of the Feature Selection Methods
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3.2.5 Data Encoding

Categorical feature encoding is an important preprocessing step because most ML algo-
rithms require numerical input data. In IDS datasets, some features may contain categorical
values, which cannot be directly processed by learning models. Therefore, these values must
be transformed into numerical representations before training. Several encoding techniques
can be used for this purpose, such as One-Hot Encoding, Label Encoding, Ordinal Encoding,
and Binary Encoding [56]. In our case, both CIC-IDS2017 and CSE-CIC-IDS2018 contain
only one categorical feature, which corresponds to the traffic label. In this work, we adopted
Label Encoding for both binary classification and multiclass classification tasks. This choice
was made because Label Encoding provides a simple and efficient way to convert class labels

into numerical values while keeping the dataset structure compact.

Classification Task Class / Attack Category | Encoded Value
Benign 0

Binary Classification
Attack 1
Botnet 0
DDoS 1
DoS 2

Multiclass Classification | DoS Hulk 3
Patator 4
Portscan 5
Web Based 6

Table 3.4: Label Encoding for Binary and Multiclass Classification

3.2.6 Features Normalization

Network traffic features often have different ranges and scales, which can affect the
performance of ML algorithms. When some features have much larger values than others, the
model may give them more importance, even if they are not more relevant. This can increase
training time and reduce model stability. To solve this problem, feature normalization is

applied to put the features on a comparable scale. This helps the model learn patterns more
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effectively and improves the efficiency of the training process.[57]

Several feature scaling techniques can be used to reduce differences in feature ranges.
Min-Max Scaling transforms feature values into a fixed interval, usually between O and 1,
making all features share the same scale. Robust Scaling uses the median and the interquar-
tile range, which makes it more suitable when the data contains outliers. Another useful
method is the Quantile Transformer, which transforms feature values based on their quantile
positions and maps them to a uniform or normal distribution. Overall, these techniques help
make the data more consistent and support more stable model training.[58]

In this study, we adopted the QuantileTransformer [59] from the Scikit-Learn library
for both binary and multiclass classification tasks. This choice was based on empirical ex-

periments, where different scaling techniques were tested and compared.

3.3 Model Selection and Evaluation Strategy

After preprocessing the data, this section presents the selected training model and the
evaluation strategy. It first introduces XGBoost as the adopted classifier, then describes the
internal and external validation strategies, and finally defines the performance metrics used

to assess the results.

3.3.1 Selection of the Learning Model

Several ML models can be used for intrusion detection, such as Decision Trees, Random
Forest, Support Vector Machine, Logistic Regression, and boosting-based algorithms. In
this study, we selected Extreme Gradient Boosting (XGBoost) [60] as the main classification
model for both binary and multiclass classification tasks.

XGBoost is an advanced and highly efficient ML algorithm designed to deliver superior
predictive performance, particularly when applied to large and complex datasets. It is built
upon the principles of decision trees and employs a robust gradient boosting framework to
iteratively enhance model accuracy by minimizing the loss function at each sequential step

[60].
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The choice of XGBoost is motivated by its strong accuracy, its ability to handle large and

complex datasets, and its good performance in classification problems. These advantages

make it suitable for IDS datasets, which contain many traffic records and different attack

patterns. In addition, XGBoost includes regularization techniques that help reduce overfitting

and improve generalization.

Table 3.5 presents the main hyperparameter used to configure the XGBoost model for

both binary and multiclass classification tasks. The parameter device=’cuda’ was used to

enable GPU acceleration, which helps reduce training time when working with large IDS

datasets. The selected hyperparameter values were determined experimentally by testing

several configurations and choosing the settings that provided the most stable and effective

results.

Parameter Binary Classification | Multiclass Classification
objective binary:logistic multi:softprob
n_estimators 300 300
max_depth 8 8
learning_rate 0.05 0.05
subsample 0.8 -
colsample_bytree 0.8 -
reg_alpha - 1.0
reg_lambda - 2.0
tree_method hist hist
device cuda cuda
early_stopping_rounds 20 15
random_state 42 42

Table 3.5: XGBoost Hyperparameter Configuration for Binary and Multiclass Classification

3.3.2 [Evaluation Strategy

To ensure a rigorous and unbiased assessment of the XGBoost models, two distinct

evaluation scenarios were adopted:

* Internal Validation: The model was tested against the remaining 20% unseen testing

subset of the CICIDS2017 dataset to evaluate performance on data originating from

the same distribution.

* External Validation: The model was exposed to the CICIDS2018 dataset.

This

cross-dataset evaluation strategy is crucial for verifying the model’s robustness against
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dataset shifts and its ability to detect cyber threats that were not present in the original

training environment.

3.3.3 Evaluation Metrics

To rigorously assess the classification performance of the selected techniques, a stan-
dardized set of evaluation metrics was utilized. The foundation of these metrics is the Con-
fusion Matrix, a contingency table that visualizes the performance of the algorithm by com-
paring predicted classifications against the actual ground truth . For a binary or multi-class

classification scenario, the confusion matrix components are defined as follows [61]:

True Positives (TP): Malicious flows correctly identified as attacks.

True Negatives (TN): Benign flows correctly identified as normal traffic.

False Positives (FP): Benign flows incorrectly flagged as attacks.

False Negatives (FN): Malicious flows incorrectly classified as benign.

Based on these fundamental components, the following standard mathematical metrics

were calculated to quantify the model’s effectiveness:

Accuracy: The ratio of correctly predicted observations to the total observations. While

intuitive, it can be misleading in highly imbalanced datasets.

Accuracy = IP+TN (3.1)
YT TPYTNLFP+FN '

Precision: The ratio of correctly predicted positive observations to the total predicted

positives. It measures the system’s exactness and its ability to minimize false alarms.

TP
Precision = —— (3.2)
TP+FP

Recall: The ratio of correctly predicted positive observations to all actual observations
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in the attack class. It measures the system’s sensitivity to detecting real threats.

TP
Recall = ———— 3.3)
TP+FN

F1-Score: The harmonic mean of Precision and Recall. It is highly useful when seeking
an optimal balance between precision and recall, especially in the presence of uneven class

distributions.

PrecisionRecall
F1-Score =2 re‘cz'szon ecd (3.4)
Precision + Recall

3.4 Tools and Software

The implementation of the selected feature selection techniques required a scalable soft-
ware environment capable of handling large volumes of network traffic data and performing
computationally intensive ML tasks. The experimental framework was developed using the
Python programming language, due to its rich ecosystem of libraries for data preprocessing,
ML, and cybersecurity analysis.

To manage computational resources efficiently, all experiments were conducted on Google
Colab. This cloud-based platform provides access to GPU acceleration and sufficient mem-
ory resources, which are particularly useful when processing large IDS datasets such as
CIC-IDS2017 and CSE-CIC-IDS2018. The use of GPU support helped reduce both data
processing and model training time, while the available memory space facilitated the manip-

ulation of large data files during preprocessing and experimentation.

3.5 Results

This section presents the experimental results obtained after applying the selected fea-
ture selection and dimensionality reduction techniques. The objective is to analyze how each
technique affects the performance of the XGBoost classifier in both binary and multiclass
classification tasks. For each feature selection technique, XGBoost was trained using differ-

ent numbers of selected features: 5, 10, 15, 20, 25, 30, 35, 40, 45, 50, 55, 60, and 65 features.
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The obtained results are first presented graphically to show the evolution of performance ac-
cording to the number of selected features. Then, the best results are summarized in tables
for both internal validation on CIC-IDS2017 and external validation on CSE-CIC-IDS2018.
For each technique, the best feature subset was selected based on the external validation re-
sults, considering the configuration that provided the best balance between macro recall and
accuracy.

For better readability and clarity of the presented results, the graphs illustrating the se-
lected features obtained by the different feature selection techniques are provided in the

Appendix.

3.5.1 Multiclass Classification Results

This subsection presents the results obtained for the multiclass classification task using

the selected feature selection and reduction techniques.

* Baseline Model - All Features
Table 3.6 summarizes the performance metrics of XGBoost model using the complete
feature set, before applying any feature selection technique. The model was evaluated
through two strategies: internal validation on the CIC-IDS2017 test set and external

validation on the independent CSE-CIC-IDS2018 dataset.

Attack Type .Iflternal Validation .E.xternal Validation
Precision | Recall | F1-Score | Precision | Recall | F1-Score
Botnet 1.0000 | 1.0000 | 1.0000 1.0000 | 0.5066 | 0.6725
DDoS 1.0000 | 1.0000 | 1.0000 0.9998 | 0.9738 | 0.9866
DoS 0.9970 | 0.9988 | 0.9979 0.6922 | 0.6117 | 0.6495
DoS Hulk 0.9998 | 0.9996 | 0.9997 0.9580 | 0.9391 | 0.9485
Patator 0.9993 1.0000 | 0.9996 0.8881 1.0000 | 0.9407
Portscan 0.9998 0.9997 | 0.9997 - - -
Web-Based 0.9909 1.0000 | 0.9954 0.0033 | 0.6078 | 0.0066
Accuracy 99.97 % 89.67 %
Macro Recall 0.9997 0.7731

Table 3.6: Performance Report : (Baseline Model - All Features).

Furthermore, Figure 3.4 visually represents the model’s misclassification through con-

fusion matrices for both the internal and external evaluations.
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Figure 3.4: Multiclass Classification Confusion Matrices For the Baseline Model.

¢ Analysis of Variance (ANOVA)
From the performance curve shown in Figure 3.5, the ANOVA method achieved its
best results when using the first 55 selected features. This configuration provided
an external accuracy of 0.7086 and a macro recall of 0.6822 on CSE-CIC-IDS2018.

Table 3.7 presents the detailed performance metrics for this selected feature subset.

ANOVA Model Testing Performance on 2018 Dataset
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60+
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Number of Selected Features

Figure 3.5: Performance Curve of XGBoost with Different Numbers of ANOVA Selected
Features
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Internal Validation External Validation

Attack Type
Precision | Recall | F1-Score | Precision | Recall | F1-Score

Botnet 1.0000 | 1.0000 | 1.0000 1.0000 | 0.9463 | 0.9724
DDoS 1.0000 | 1.0000 | 1.0000 0.9995 | 0.6444 | 0.7836
DoS 0.9975 | 0.9991 | 0.9983 0.2062 | 0.5749 | 0.3035
DoS Hulk 0.9998 | 0.9996 | 0.9997 0.3903 | 0.6561 | 0.4895
Patator 0.9993 | 1.0000 | 0.9996 0.8881 | 1.0000 | 0.9407
Portscan 0.9997 | 0.9996 | 0.9997 - - -
Web-Based 0.9909 | 0.9954 | 0.9931 0.0161 | 0.2716 | 0.0304
Accuracy 99.97 % 70.86 %
Macro Recall 0.9991 0.6822

Table 3.7: Performance Report : ANOVA (55 Features)

Furthermore, Figure 3.6 illustrates the confusion matrices for both evaluations using

the selected features.
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Figure 3.6: Confusion Matrices for ANOVA (55 Features)
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3.5.2 Binary Classification Results

For the binary classification task, the objective is to evaluate the ability of the selected
feature selection techniques to distinguish between benign and attack traffic. Since
the internal validation on CIC-IDS2017 produced nearly perfect results for all experi-
ments, only the internal validation results of the baseline model on CIC-IDS2017 are

presented.

To provide a more detailed external evaluation, the CSE-CIC-IDS2018 dataset was
divided into 13 separate files. Each file contains a portion of benign traffic combined
with one specific attack type. This organization allows us to identify more clearly
where the model maintains good detection performance and where performance drops
occur. In addition, all files were evaluated using two decision thresholds, 0.5 and 0.3,
in order to analyze the effect of threshold adjustment on detection performance. A Ker-
nel Density Estimation (KDE) plot was also used to better illustrate the performance

differences between the two thresholds.

Due to the volume of the thesis, only one selected example of the confusion matri-
ces obtained from these 13 files and one KDE plot is presented, while the complete

detailed results are provided in the implementation code.

In this binary classification evaluation, three feature selection techniques were tested:

dual-stage (DT+Lasso L1), Mutual Information, and Random Forest.

— Baseline Model

Table 3.8 presents the baseline binary classification results obtained on CIC-
IDS2017 using all features, while Table 3.9 reports the corresponding external

evaluation results on CSE-CIC-IDS2018 for the same baseline model.

Class | Precision | Recall | F1-score
Benign | 0.9996 | 0.9986 | 0.9991
Attack | 0.9987 | 0.9996 | 0.9991

Accuracy 0.9991

Table 3.8: Binary Classification Performance Report-CIC-IDS2017 (Baseline Model)
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Traffic Type Recall (Th. =0.5) | Recall (Th. =0.3)
1. Benign 0.9996 0.9997
2. DoS Hulk 0.0135 0.1018
3. DoS SlowHTTPTest 1.0000 1.0000
4. DoS GoldenEye 0.2030 0.4669
5. DoS Slowloris 0.9845 0.9845
6. FTP BruteForce 1.0000 1.0000
7. SSH Bruteforce 0.1987 0.1988
8. BruteForce Web 0.0065 0.0065
9. BruteForce XSS 0.0043 0.0043
10. SQL Injection 0.0690 0.0690
11. Botnet 0.0001 0.0004
12. DDoS LOIC HTTP 0.0012 0.0221
13. DDoS HOIC 0.0000 0.0000
14. DDoS LOIC UDP 0.0000 0.0000
Global Attack Recall 0.2078 0.2365

Table 3.9: Binary Classification Performance Report on CSE-CIC-IDS2018 (Baseline
Model)

— Filter method : Mutual Information (MI)
Based on the performance curve presented in Figure 3.7, the Mutual Information
method obtained its best performance when using 10 features. This feature subset
showed the most suitable trade-off between accuracy and recall. The detailed

performance results for this configuration are reported in Table 3.10.

Pure MI Model Performance on 2018 Dataset vs. Feature Count
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Figure 3.7: Performance Curve of Mutual Information.
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Traffic Type Recall (Th. =0.5) | Recall (Th. =0.3)
1. Benign 99.98 99.98
2. DoS Hulk 0.9413 0.9413
3. DoS SlowHTTPTest 0.0000 1.0000
4. DoS GoldenEye 0.3602 0.3628
5. DoS Slowloris 0.9882 0.9953
6. FTP BruteForce 0.0000 1.0000
7. SSH Bruteforce 0.9999 1.0000
8. BruteForce Web 0.6334 0.6367
9. BruteForce XSS 0.4913 0.4913
10. SQL Injection 0.7011 0.7471
11. Botnet 0.4907 0.4907
12. DDoS LOIC HTTP 0.4965 0.4965
13. DDoS HOIC 0.7550 0.7550
14. DDoS LOIC UDP 0.0000 0.0000
Global Attack Recall 0.6101 0.7009

Table 3.10: Binary Classification Performance Report on CSE-CIC-IDS2018 (Mutual Infor-
mation/ 10 features)
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Figure 3.8: confusion matrix and KDE plot for DoS-Slowloris using MI (Threshold = 0.3)

Figure 3.8 presents the confusion matrix and the KDE plot for the DoS-Slowloris

attack.

— Embedded method: Random Forest (RF)

Based on the performance curve presented in Figure 3.9, the embedded random
forest method achieved its best performance when using 40 features. The detailed

performance results for this configuration are reported in Table 3.11.
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Figure 3.9: Performance Curve of Random Forest

Traffic Type Recall (Th. =0.5) | Recall (Th. =0.3)
1. Benign 99.95 99.93
2. DoS Hulk 0.8789 0.9363
3. DoS SlowHTTPTest 1.0000 1.0000
4. DoS GoldenEye 0.4309 0.4713
5. DoS Slowloris 0.9844 0.9845
6. FTP BruteForce 1.0000 1.0000
7. SSH Bruteforce 0.1443 0.1995
8. BruteForce Web 0.0000 0.0049
9. BruteForce XSS 0.0043 0.0043
10. SQL Injection 0.0345 0.0690
11. Botnet 0.0047 0.2819
12. DDoS LOIC HTTP 0.5018 0.5021
13. DDoS HOIC 0.0000 0.0000
14. DDoS LOIC UDP 0.0000 0.0000
Global Attack Recall 0.3834 0.4001

Table 3.11: Binary Classification Performance Report on CSE-CIC-IDS2018 (Random For-
est/ 40 feature)

Figure 3.10 presents the Confusion Matrix and the KDE plot for the Dos hulk

attack.
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Figure 3.10: Confusion Matrix and KDE Probability Distribution for Dos hulk using RF
(Threshold = 0.3)

3.6 Comparative Discussion

After presenting the results of all feature selection and reduction techniques for both
binary and multiclass classification tasks, this section provides a comparative discus-
sion of the obtained findings. The objective is to analyze the differences between the
tested methods and identify which techniques provide the best balance between detec-

tion performance, feature number reduction, and generalization ability.

3.7 Multi-Classification Comparison

Figure 3.11 compares the recall obtained by the different feature selection techniques
under internal validation on CIC-IDS2017. Overall, all feature selection methods
achieved very high recall values across almost all attack classes, showing that the se-
lected feature subsets preserved the most important information needed for classifica-
tion. ANOVA, Lasso L1, Random Forest, Dual-Stage (DT+Lasso L1), and two-stage
Hybrid (MI+ Lasso L1) produced nearly perfect results for Botnet, DDoS, Patator, and
Portscan. For DoS and DoS Hulk, only very small differences can be observed between
the methods, while the Web-Based class shows slightly more variation. However,
the overall results remain highly stable, indicating that the evaluated feature selection
techniques are effective in reducing the feature space without significantly affecting

internal detection performance.
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1.002

1.000 4

0.998

0.996 1

Feature Selection Method
mEN ANOVA (55)

m asso L1 (55)

= RF Embedded (60)

0.994

Dual-Stage (50)
m=m Hybrid MI+L1 (50)
B PCA (35 Components)

Recall Score

0.992

0.990

0.988

0.986 1

Botnet DDoS DoS DoS Hulk Patator Portscan Web-Based
Attack Type

Figure 3.11: Recall Comparison Across FS Methods — CICIDS2017

Figure 3.12 presents the external evaluation results on CSE-CIC-IDS2018. Unlike
the internal validation results, the performance varies clearly between the methods,
showing the importance of evaluating generalization on an independent dataset. The
best performance was obtained by the Dual-Stage (DT+Lasso L1) method, achieving
the highest accuracy of 95.63% and macro recall of 84.68%. The Two-stage hybrid
(MI/Lasso L1) method also showed strong results, with 94.47% accuracy and 80.81%
macro recall. In comparison, the single feature selection methods achieved lower per-
formance, especially ANOVA and Random Forest, while PCA obtained the weakest
results. These findings indicate that hybrid feature selection methods provide better

external generalization than individual feature reduction techniques.

Comparison of Accuracy and Macro Recall across different methods

W Accuracy
100 Macro Recall

84.68%
80.81%
801 N R
74.00% 7456%
70.86%
68.22% 68.29% 68.63%
p . s e B e
46.70%
43.99%

P

2

A

oo \essot aNOVA

)

S}

accuracy/macro recall

<}

aandom

o =]
[}

Figure 3.12: Multiclass Classification Comparison of Accuracy and Macro Recall Across
Different Feature Selection Tehniques
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Figure 3.13 presents a detailed per-class recall comparison on CSE-CIC-IDS2018. The
results show that the detection performance differs from one attack class to another.
Most methods achieve strong recall for Botnet, DoS Hulk, and Patator, indicating
good generalization for these attack types. However, lower recall values are observed
for Web-Based attacks, showing that this class remains more difficult to detect across
datasets. The hybrid methods, especially Dual-Stage (DT+Lasso 1) and Hybrid (MI+
Lasso L1), generally provide more stable recall across several attack categories com-

pared to simple methods.
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Figure 3.13: Per-Class Recall Comparison Across Feature Selection Techniques for Multi-
class Classification-CICIDS2018

Table 3.12 presents the number of common features shared between each pair of fea-
ture selection techniques. The results show a high overlap between the selected sub-
sets, indicating that most methods identify similar important features. The strongest
intersection is observed between Random Forest and Lasso L1, with 52 common fea-
tures, followed by several pairs sharing 48 to 50 features. The lowest overlap is ob-
served between dual-stage(DT + Lasso) and MI + Lasso, with 43 common features.
Overall, this matrix confirms that the selected methods are generally consistent in iden-
tifying relevant features. However, even small differences in the selected feature sub-

sets can affect the final classification results, especially under external validation.
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Method DT + Lasso | Random Forest | Lasso L1 | ANOVA | MI + Lasso
DT + Lasso (50) - 48 49 44 43
Random Forest(60) 48 - 52 50 48
Lasso L1 (55) 49 52 - 48 48
ANOVA (55) 44 50 48 - 44

MI + Lasso (50) 43 48 48 44 -

Table 3.12: Pairwise Feature Intersection Matrix across Feature Selection Techniques.

3.8 Binary Classification Comparison

Figure 3.14 compares the global attack recall obtained on CSE-CIC-IDS2018 in the
binary classification task. The results show that Mutual Information achieved the best
performance, with a global attack recall of 70.09%, clearly outperforming Random

Forest, dual-stage (DT + Lasso L1), and the baseline model.

An important advantage of Mutual Information is that it achieved this result using
only 10 selected features , while Random Forest required 40 selected features to ob-
tain its best recall of 40.01 % .dual-stage (DT + Lasso L1) achieved 28.85%, while the
baseline model obtained only 23.65%. Overall, these results show that Mutual Infor-
mation provides the best trade-off between attack detection performance and feature

reduction.
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Figure 3.14: Comparison of Global Recall Across Features selection techniques.
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The per-attack recall results reported in the above tables confirm that, compared with
the dual-stage approach (DT + Lasso L1) and Random Forest, Mutual Information
improves the detection of several attack types, particularly those that were weakly de-
tected by the other methods. For instance, Mutual Information achieves higher recall
for BruteForce Web, BruteForce XSS, SQL Injection, Botnet, and DDoS HOIC, which
remain almost undetectable or poorly detected using dual-stage (DT + Lasso L1) and
Random Forest as shown in Figure 3.15. In addition, it maintains strong recall for at-
tacks such as DoS Hulk, DoS Slowloris, FTP BruteForce, and SSH Bruteforce. These
results indicate that Mutual Information not only improves the overall attack recall,

but also enhances the detection performance across a wider range of individual attack

categories.
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Figure 3.15: Recall Improvement of Weakly Detected Attacks Using Mutual Information
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3.9 Conclusion

This chapter presented the methodology and experimental results of several feature
selection and reduction techniques for IDS classification. The tested methods in-
cluded ANOVA, Mutual Information, Lasso L1, Random Forest, Dual-Stage Embed-

ded (DT+Lasso L1), Tow-stage Hybrid (MI + Lasso), and PCA.

The results showed that internal validation on CIC-IDS2017 produced high perfor-
mance for most methods. However, external validation on CSE-CIC-IDS2018 re-
vealed clear differences between the techniques and highlighted the importance of

cross-dataset evaluation.

Overall, the findings confirm that feature selection can reduce dimensionality while
improving detection performance and generalization. The best method depends on
the classification task, with Dual-Stage Embedded selection being more effective for
multiclass classification and Mutual Information being more suitable for binary attack

detection.
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General Conclusion

This research investigates the role of dimensionality reduction in enhancing ML-based
IDS. Using CIC-IDS2017 and CIC-IDS2018 as benchmark datasets, the study ana-
lyzes the difficulties associated with high-dimensional feature spaces and assesses how
different dimensionality reduction strategies can help simplify the data and maintain

reliable detection performance.

In the experimental phase, several dimensionality reduction techniques were evaluated
within a comprehensive ML-based IDS pipeline, including ANOVA, Mutual Informa-
tion, Random Forest, Lasso L1 regularization, hybrid approaches, and PCA. In the
multi-class classification task, the results showed that hybrid techniques provided the
most effective performance on both CIC-IDS2017 and CIC-IDS2018 datasets. These
methods were able to preserve the most relevant features for distinguishing between
different attack categories while reducing the complexity of the feature space. In
the binary classification task, Mutual Information technique achieved the best results,
demonstrating perfect detection performance on CIC-IDS2017 and remarkable detec-
tion performance across several attack types in CIC-IDS2018. Overall, these findings
confirm that dimensionality reduction can significantly support IDS models by im-
proving detection efficiency, reducing unnecessary features, and maintaining strong

classification performance in both multi-class and binary scenarios.

Future research directions could extend this study by exploring additional dimension-
ality reduction techniques and conducting a deeper investigation of feature reduction
methods, particularly PCA and other related approaches. Moreover, further experi-
ments should be carried out using a wider range of IDS datasets during both the train-
ing and testing phases in order to evaluate the stability and effectiveness of the selected
techniques under different network conditions. Since this work mainly relies on XG-

Boost as the evaluation model, future studies could also consider other ML models to
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provide a broader comparison and better assess the impact of dimensionality reduction

on different classification algorithms.
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