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Abstract

Abstract

The integration of Software-Defined Networking (SDN) into the Internet of Things (IoT) offers a
promising solution to address the growing challenges of scalability, complexity, and flexibility in
modern networks. However, this convergence introduces significant management challenges,
particularly regarding performance, latency reduction, and resilience. A critical issue is the Controller
Placement Problem (CPP), which directly impacts the efficiency of Software-Defined Internet of
Things (SD-10T) networks and becomes more complex in heterogeneous environments with dynamic
traffic and load variations, especially in mission-critical applications like healthcare and autonomous
transport.

This thesis proposes a set of SDN-based approaches to improve Software-Defined IoT (SD-IoT)
network performance by addressing the Controller Placement Problem (CPP). First, the
Heterogeneous Traffic Flow—based Controller Placement (HTF-CP) method optimizes controller
locations by accounting for traffic diversity under flexible deployment assumptions. Second, a
population-aware SD-IoT architecture for the Algerian network is introduced, combining K-means
clustering with enhanced K-center and K-median algorithms to incorporate population-weighted
traffic demands. Third, a Weighted Betweenness Centrality—based approach (WBC-CPP) identifies
influential nodes to enable efficient and load-aware controller placement with reduced search space.
This approach is further enhanced through the integration of Grey Wolf Optimization (GWO),
resulting in the GWO-WBC-CPP method, which considers the dynamic nature of IoT traffic over time.
Finally, the Particle Swarm Optimization with Heterogeneous Switch Load (PSO-HSL) method
applies a meta-heuristic strategy to jointly optimize latency and reliability while avoiding exhaustive
search.

The effectiveness of these approaches is validated through extensive simulations on realistic network
topologies (Internet Topology Zoo and OS3E), a newly designed population-aware Algerian network,
and synthetic topologies for scalability analysis. The results show notable performance gains in terms
of latency, load balancing, reliability, and overall network efficiency when compared to conventional
CPP and baseline SDN placement methods.

Keywords: Software-Defined Internet of Things, Controller Placement Problem, Heterogeneous
Switch Load, Dynamic traffic, Network performance.



Abstract

iii

Résumé

L'intégration du réseau défini par logiciel (SDN) dans 1'Internet des Objets (IoT) offre une solution
prometteuse pour relever les défis croissants de 'évolutivité, de la complexité et de la flexibilité des
réseaux modernes. Cependant, cette convergence introduit des défis de gestion significatifs,
notamment en ce qui concerne les performances, la réduction de la latence et la résilience. Un
probléme critique est le probléme de placement des contréleurs (CPP), qui impacte directement
I'efficacit¢ des réseaux loT définis par logiciel (SD-IoT) et devient plus complexe dans des
environnements hétérogénes avec un trafic dynamique et des variations de charge, en particulier dans
les applications critiques comme la santé et le transport autonome.

Cette thése propose un ensemble d’approches basées sur le SDN visant a améliorer les performances
des réseaux SD-IoT en traitant le probléme de placement des controleurs. Dans un premier temps, la
méthode de Placement de Contrdleurs basé sur les Flux de Trafic Hétérogenes (HTF-CP) optimise la
position des contrdleurs en tenant compte de 1’hétérogénéité des flux de trafic et d’une installation
flexible des contrdleurs dans le réseau. Ensuite, une architecture SD-IoT sensible a la population est
proposée pour le réseau algérien, en combinant le clustering K-means avec des versions améliorées
des algorithmes K-center et K-median, afin d’intégrer des demandes de trafic pondérées par la
population. Par ailleurs, une approche basée sur la centralité d’intermédiarité pondérée (WBC-CPP)
est introduite pour identifier les nceuds les plus influents et permettre un placement efficace et équilibré
des contrdleurs tout en réduisant I’espace de recherche. Cette approche est ensuite renforcée par
I’intégration de 1’algorithme Grey Wolf Optimization (GWO), donnant naissance a la méthode GWO-
WBC-CPP, qui prend également en compte le caractere dynamique du trafic IoT au niveau des
commutateurs. Enfin, la méthode d'Optimisation par Essaims de Particules avec Charge Hétérogene
des Commutateurs (PSO-HSL) introduit une approche méta-heuristique qui optimise le placement des
controleurs a la fois pour la latence et la fiabilité, tout en évitant la surcharge de la recherche
exhaustive.

Les performances des approches proposées sont évaluées a 1’aide de simulations sur des topologies
réalistes (Internet Topology Zoo et OS3E), un nouveau réseau algérien sensible a la population, ainsi
que des topologies synthétiques pour analyser la scalabilité. Les résultats obtenus montrent des
améliorations notables en termes de latence, d’équilibrage de charge, de fiabilité et de performance
globale du réseau, par rapport aux méthodes classiques de placement des controleurs et aux approches
SDN de référence.

Mots-clés : Internet des Objets Défini par Logiciel, Probléme de Placement des Contrdleurs, Charge
Hétérogene des Commutateurs, Trafic dynamique, Performance du réseau.
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General Introduction

Software-Defined Networking (SDN) has emerged as a transformative paradigm in network man-
agement by separating the control plane from the data plane, enabling centralized and programmable
network control. This separation provides flexibility, scalability, and ease of management compared to
traditional architectures, fostering innovative solutions for performance optimization and supporting
a wide range of applications.

Several SDN-based solutions have been developed to enhance network performance through
traffic engineering, dynamic resource allocation, and automated management. These solutions not
only improve quality of service but also ensure efficient use of resources in complex and large-scale
networks. By leveraging SDN, networks can be adapted dynamically to varying traffic demands,

providing better support for latency-sensitive, high-throughput, and mission-critical services.

Problem Statement

With the advent of the Internet of Things (IoT), the number of connected devices has grown ex-
ponentially, giving rise to the Software-Defined Internet of Things (SD-1oT). SD-IoT combines the
programmability of SDN with the heterogeneity and massive scale of IoT, offering more efficient man-
agement and coordination of devices. However, the integration of SDN into IoT networks presents
several challenges, including scalability, dynamic traffic patterns, and maintaining low latency across
highly distributed devices. One of the most critical issues in SD-IoT is the Controller Placement
Problem (CPP). Since controllers act as the “brain” of the SDN, their location significantly impacts
network performance, particularly in IoT environments where delays and reliability directly affect
service quality. Poor placement may lead to increased latency, bottlenecks, or controller overload,
undermining the effectiveness of SD-IoT. Therefore, addressing CPP is essential for ensuring robust,

scalable, and high-performing IoT networks.

Goals and Contributions

While many studies on CPP have been conducted in the context of wide-area networks (WANSs),
relatively fewer works have addressed this problem in IoT environments, which represent one of the
most promising yet challenging domains. To bridge this gap, this thesis presents innovative SDN-
based solutions adapted to the distinctive features of IoT environments. The main contributions are

centered on two fundamental dimensions:
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Heterogeneous traffic flows. We first examine the impact of varying flow rates generated by IoT
devices. Initially, we evaluate this with a single deployed controller, and later we generalize to multiple
controllers.

Dynamic traffic variation over time. We integrate temporal variations in flow to capture real IoT
behavior and improve metrics such as latency, flow rate, and execution time.

To this end, four complementary solutions are proposed. First, the Controller Placement (CP)
problem is addressed through traffic-aware optimization based on flow weights, initially allowing
flexible controller deployment and subsequently restricting placement to switch nodes with support
for multiple controllers. Second, a Weighted Betweenness Centrality (WBC)-based approach is
introduced to improve placement efficiency by identifying influential nodes, although scalability
limitations remain. Third, this approach is further extended by integrating meta-heuristic optimization
techniques and incorporating dynamic flow models to better capture the temporal variability of IoT
traffic. Finally, network reliability is explicitly considered as an optimization objective by accounting
for controller failures, thereby enhancing network resilience and overall performance.

All chapters in this dissertation are based on manuscripts of our articles published in scientific
journals. The thesis is organized into seven chapters, divided into two main parts: Background
and Contributions. The Background part introduces the context of SDN and SD-IoT, presents the
CPP, reviews existing approaches along with their limitations and challenges, and details the system
modeling and problem formulation. The Contributions part presents our proposed solutions to ad-
dress CPP in SD-IoT networks, focusing on heterogeneous switch traffic awareness, centrality-based
controller placement, dynamic traffic adaptation over time, meta-heuristic approaches for reducing
computational complexity, and reliability optimization. The overall structure of the dissertation is as

follows:

* Chapter 1: Introduces the fundamentals of SDN and IoT, their convergence into SD-IoT, its

architecture, key characteristics, applications, and open research challenges.

* Chapter 2: Reviews the Controller Placement Problem, analyzes existing surveys, classifies

placement methods, and highlights limitations and challenges in current works.

* Chapter 3: Describes the system model and outlines the problem formulation, defining CPP
complexity, optimization aspects, assumptions, performance metrics, and network topologies

for evaluation.
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* Chapter 4: Explores exact controller placement strategies, including free-space optimization
and topology-aware designs, evaluated on uniform and weighted topologies using methods like

K-center and K-median.

* Chapter 5: Proposes a WBC-based placement approach, focusing on candidate switch selection

to minimize latency and improve flow distribution, with detailed performance analysis.

* Chapter 6: Integrates Grey Wolf Optimization (GWO) with the WBC approach to address dy-

namic IoT traffic, evaluating performance under multiple traffic models and resilience scenarios.

* Chapter 7: Introduces a Particle Swarm Optimization with Heterogeneous Switch Load (PSO-
HSL) strategy, analyzing latency, flow rate, reliability, scalability, and execution time in high-

density SD-IoT networks.
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Software-Defined Internet of Things: an

overview

1.1 Introduction

The explosive growth of the Internet of Things (IoT) has introduced unprecedented complexity in
modern network design [1]. Traditional networking models characterized by rigid, vertically inte-
grated architectures struggle to accommodate the scale, heterogeneity, and real-time demands of IoT
environments [2—6]. As IoT continues to expand across domains such as smart cities, healthcare, in-
dustry, and transportation, the need for intelligent, scalable, and programmable network management
becomes increasingly urgent [7].

In this context, Software-Defined Networking (SDN) has emerged as a transformative paradigm,
offering centralized control, network programmability, and dynamic flow management. By decoupling
the control and data planes, SDN enables global network visibility and flexible policy enforcement

capabilities that align closely with the requirements of large-scale 10T deployments [8].
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This chapter provides a comprehensive overview of the convergence between SDN and IoT,
forming what is known as the Software-Defined Internet of Things (SD-IoTl). It begins with the
foundational principles and architecture of SDN, followed by an examination of IoT systems and
their communication models. The chapter then explores the evolution toward SD-IoT, its architecture,
distinctive features, and real-world applications. Finally, it identifies key research challenges and open

problems that motivate the work presented in the subsequent chapters.

1.2 Fundamentals of Software-Defined Networking

Traditional computer networks, often referred to as legacy networks, are built upon tightly coupled
architectures where the control plane (responsible for decision-making) and the data plane (responsible
for forwarding packets) coexist within the same network devices such as routers and switches. This
coupling leads to distributed control, making network management complex, particularly in large-scale
or highly dynamic environments [9].

On the other hand, as networks have grown in scale and complexity especially with the emergence
of cloud computing, big data, and IoT, traditional architectures have revealed several limitations [10].

Notably, these networks suffer from:

* Limited scalability. due to static configurations.
* Complex and error-prone management. caused by manual device-level configuration.
* Vendor lock-in. due to proprietary control protocols.

* Limited adaptability. to real-time network conditions or application-specific requirements.

These challenges necessitated the exploration of complementary technologies capable of ab-
stracting control logic and improving programmability. Among these, software-defined networking
emerged as a revolutionary paradigm in the early 2010’s [11]. The concept of SDN was originally
developed at Stanford University through the Clean Slate Program [12], where the OpenFlow protocol
was introduced to decouple the control plane from the data plane.

Multiple definitions have since been proposed to describe SDN. According to the Open Network-
ing Foundation (ONF) [13], SDN is the physical separation of the network control plane from the
forwarding plane, and where a control plane controls several devices.

In another widely cited definition, Kreutz et al. [14] describe SDN as, a new approach to

networking that allows network administrators to programmatically initialize, control, change, and
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manage network behavior dynamically via open interfaces.

The core idea of SDN is to centralize the control logic into a software-based controller, providing
a global view of the network. This controller communicates with forwarding devices via standard
interfaces like OpenFlow, enabling dynamic and automated configuration of the network based on
real-time demands and policies [15].

Table 1.1 compares Traditional Wide Area Network (WAN) and Software-Defined WAN in terms of
cost, management, flexibility, automation, connectivity, performance, and security [16, 17]. SD-WAN
reduces costs, automates management, and improves flexibility and cloud application performance. It

also strengthens security and simplifies WAN scaling compared to traditional networks.

1.3 Principles and architectural layers of SDN

The architectural distinction between traditional and SDN network lies primarily in the coupling of
control and data planes. In legacy architectures, network intelligence is distributed across individual
devices, such as routers and switches, which independently make forwarding decisions. In contrast,
SDN separates these concerns, allowing a centralized controller to manage all forwarding devices
across the network [18]. This shift introduces flexibility, simplifies management, and allows dynamic

policy enforcement, essential for modern and large-scale network environments [19].

1.3.1 Principles of SDN
SDN is founded on three fundamental principles:

* Separating of control and data planes. In SDN, the control plane is separated from the
data plane. This means forwarding devices, e.g., switches and routers, are relieved of control

responsibilities and simply execute rules sent by a centralized controller [9].

* Centralized control. The logically centralized controller has a complete view of the network,
enabling intelligent decision-making and efficient traffic engineering. It acts as the network

brain, managing all devices through programmable interfaces [20].

* Network programmability. SDN introduces a layer of abstraction and automation. Through
well-defined APIs (Application Programming Interfaces), operators can dynamically configure,
manage, and optimize network behavior without manual intervention, enabling innovations such

as application-aware routing, QoS enforcement, and security policy enforcement [21].



Software-Defined Internet of Things: an overview

Table 1.1: Comparison of Traditional WAN and Software-Defined WAN (SD-WAN)

Feature

Traditional WAN

Software-Defined WAN

Cost

High cost for deployment and
maintenance

Consolidated services significantly
reduce total cost of ownership

Management approach

Conventional method for
managing Wide Area Net-
works

Software-defined approach for cen-
tralized and automated WAN man-
agement

Flexibility

Limited flexibility in WAN
management

Provides high flexibility for dy-
namic WAN management

Configuration time

New configurations and scal-
ing require significant time
and manual intervention

New configurations and scaling are
fast and automated

Requires skilled personnel for

Network configuration is auto-

Automation . mated, minimizing human interven-
configuration .
tion
.. High cost, lower-speed con- Provides low-cost, high-speed con-
Connectivity . .
nectivity nectivity
. Low performance for cloud .. . :
Application S .o High performance by enabling di-
applications due to indirect .
performance rect cloud application access

access via hubs

Data center limitations

Data center scalability is lim-
ited by physical hardware con-
straints

Data centers are not constrained by
the underlying hardware

Complexity

High complexity in manag-
ing, configuring, and scaling
WANSs

Simplifies WAN management, con-
figuration, and infrastructure de-
ployment

Security features

Provides VPN security but
lacks integrated features like
firewalls or WAN optimiza-
tion

Delivers secure VPN with inte-
grated features such as firewalls,
WAN optimization, and secure web
gateways

Data security

Secure over private MPLS
connections with minimized
packet loss

Ensures secure data traffic with end-
to-end encryption over VPN and ad-
ditional security features

1.3.2 SDN layered architecture

Building on the previous principles, the SDN architecture is generally structured into three functional

layers:

1. Application layer. This top layer includes business and network applications that define policies,
requirements, and services. Examples include firewalls, load balancers, routing protocols, and

QoS management tools. These applications communicate their intent to the controller using
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Northbound APIs [22].

2. Control layer. At the core of SDN lies the SDN Controller or Network Operating System, which
interprets application policies and converts them into actionable rules for the infrastructure layer.
It performs tasks such as topology discovery, route calculation, network monitoring, and security

enforcement [14]. Popular controllers include POX, ONOS, Ryu, and Floodlight.

3. Infrastructure (Data) layer. This layer consists of physical or virtual switches responsible for
forwarding data packets based on instructions received from the control plane. These switches

do not make autonomous decisions and operate solely as simple packet forwarders [23].

To enable seamless interaction among these layers, interfaces play a critical role. The Southbound
Interface (SBI) acts as a bridge that manages the exchange of information between the controller
and network devices, with OpenFlow being the most widely adopted protocol [24]. It allows the
controller to install flow rules on forwarding devices, monitor packet statistics, and dynamically adjust
traffic flows. On the other hand, the Northbound Interface (NBI) connects the controller with network
applications. Typically implemented as RESTful APIs, NBIs enable applications to query network
status or submit policy rules. Although less standardized than SBIs, NBIs provide the flexibility for
application-driven control of the network [25].

One of SDN’s most powerful features is its ability to present a logical abstraction of the entire
network to applications. Instead of dealing with individual devices and low-level configurations,
applications interact with a virtualized and simplified network model, which enables a rapid service
deployment, dynamic resource allocation, and simplified troubleshooting and analytics.

This abstraction not only simplifies network management but also enables the realization of ad-
vanced capabilities such as intent-based networking, dynamic policy enforcement, and support for
multi-tenant environments. By decoupling control from forwarding and introducing programmable
interfaces, SDN significantly transforms how networks are designed, operated, and optimized. Fig-
ure 1.1 illustrates the architectural contrast between traditional networks and SDN, highlighting the

centralized control and logical separation of layers that define the SDN paradigm.

1.4 Internet of Things networks

In recent decades, the accelerated convergence of embedded systems, wireless communications, and

data analytics has given rise to one of the most transformative paradigms in modern computing: the
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Figure 1.1: Traditional vs. SDN Architecture: illustrating the separation of control and data planes in
SDN.

Internet of Things. Far from being a mere technological trend, IoT represents a profound shift in
how we perceive and interact with our environment. By enabling everyday objects to sense, process,
and exchange data through the internet, IoT redefines the boundaries between the physical and digital

worlds [26].

Although the conceptual roots of connecting devices to networks can be traced back to earlier
research in ubiquitous and pervasive computing, the term ”Internet of Things” was formally introduced
in 1999 by Kevin Ashton [27]. He envisioned a system in which physical objects equipped with sensors
and identifiers could seamlessly communicate via the Internet offering a new dimension to automation,

tracking, and data-driven decision-making [26, 27].

Since then, IoT has evolved into a key driver of digital transformation across multiple sectors,

including healthcare, transportation, agriculture, manufacturing, and smart cities. According to recent
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forecasts, an enormous number of devices are expected to be connected in the coming years, generating
unprecedented volumes of data and requiring scalable and intelligent management strategies [3]

Despite its widespread use, the concept of IoT often suffers from ambiguity due to its interdisci-
plinary nature and broad range of applications. This lack of a universally accepted definition has led
to varied interpretations across academia, industry, and policy-making, sometimes hindering cohesive
development and standardization efforts. Nevertheless, several well-recognized definitions have been
proposed in the literature, each highlighting key facets of IoT.

According to Oracle, the Internet of Things encompasses a vast array of connected devices. The
Internet of Things describes the network of physical objects (things) that are embedded with sensors,
software, and other technologies for the purpose of connecting and exchanging data with other devices
and systems over the internet. These devices range from ordinary household objects to sophisticated
industrial tools [28].

Adding to this, International Business Machines (IBM) defines IoT as a system of interconnected
physical devices, vehicles, appliances, and other objects embedded with sensors, software, and network
connectivity. This framework allows them to gather and share data efficiently, demonstrating the
transformative impact of IoT across various sectors [29].

While the wording differs, these definitions converge on a common principle: the seamless
integration of the physical world with the digital domain via Internet-enabled objects. This inter-
connectivity allows for the automated collection, exchange, and analysis of data, ultimately enabling

smarter environments and more responsive systems without direct human intervention.

1.4.1 Fundamental concepts and architecture

A typical IoT architecture is commonly structured into three fundamental layers: the perception layer,
the network layer, and the application layer, as illustrated in Figure 1.2. Each of these layers plays a
distinct yet interdependent role in ensuring the efficient flow and processing of information from data

acquisition to service delivery in IoT applications [30-33].

1. Perception Layer. The perception layer serves as the foundational component of the IoT
ecosystem. Itisresponsible for direct interaction with the physical environment through a variety
of devices such as sensors, actuators, and RFID (Radio Frequency Identification) readers. These
devices detect physical parameters (e.g., temperature, motion, humidity) and convert them into

digital signals for further processing. As the initial point of data collection, this layer is critical
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to the overall value chain of IoT, providing the raw data upon which all subsequent decisions

and actions are based.

2. Network Layer. Once data is acquired, the network layer handles its reliable transmission to data
processing entities. This layer incorporates a wide range of communication technologies, from
low-power wireless protocols like LoRa, Zigbee, and NB-IoT, to more conventional networks
such as Wi-Fi, Bluetooth, and 5G cellular networks. In addition to data transmission, the
network layer may also perform preliminary data filtering or aggregation to reduce the load on
downstream systems. It acts as a bridge between the edge devices and higher-level processing

units, which may reside in cloud platforms, edge gateways, or centralized servers.

3. Application Layer. The application layer represents the final stage of the IoT architecture, where
processed data is transformed into actionable insights and user-oriented services. It includes
a diverse range of 10T applications across sectors such as healthcare, smart cities, agriculture,
and industrial automation. This layer not only interprets and visualizes data but also enables
interaction with users through intuitive interfaces. The services provided are typically tailored to
the specific requirements of end users, delivering added value through automation, monitoring,

and decision support.

In the literature, several alternative IoT architectures have been proposed to meet evolving system
requirements. Some studies extend the traditional model to a four-layer architecture by incorporating
a data processing or service layer [34]. Others propose a five-layer architecture by introducing
middleware and business layers to enhance interoperability, scalability, and service management
[10, 35, 36]. Furthermore, to address more complex IoT challenges such as security, privacy, and

quality of service (QoS), six- and seven-layer architectures have also been suggested [37, 38].

1.4.2 Key characteristics of IoT environments

The IoT constitutes a major shift in networked system paradigms, where ubiquitous connectivity
merges the physical and digital worlds. Unlike traditional computing environments, IoT' ecosystems
are uniquely defined by their ability to integrate diverse, constrained devices into cohesive and
intelligent networks. These environments exhibit four fundamental traits that shape their design and

operational challenges. Specifically, IoT systems are characterized by:

* Massive scale. By 2030, billions of devices are anticipated to be interconnected. [39].
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Figure 1.2: Three-layered IoT architecture.

* Heterogeneity. Devices vary in capabilities, protocols, and energy profiles [40].

* Resource constraints. Many IoT nodes are battery-powered with low CPU and memory [41].

* Real-time responsiveness. Applications such as autonomous vehicles and health monitoring

require minimal latency [42].

These distinctive characteristics pose significant challenges to IoT network management, rendering

traditional or static networking approaches insufficient. Dynamic and adaptive solutions are required

to address scalability, heterogeneity, and stringent latency demands.

1.4.3 The need for advanced management technologies

The complexity and dynamic nature of IoT demand more intelligent, programmable, and scalable

networking solutions. Traditional IP-based networks struggle with device mobility, interoperability,
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and efficient resource allocation. This has led to the exploration of emerging paradigms such as SDN,
which enables flexible and centralized control over heterogeneous 10T infrastructures. While SDN
is not yet a universal solution, its architectural principles offer a promising foundation for future IoT

network management [14].

1.5 From SDN and SD-WAN to SD-IoT: A paradigm shift

The evolution of networking paradigms has been marked by the transition from traditional architec-
tures to more dynamic and programmable frameworks. SDN emerged as a response to the limitations
of conventional networks, introducing a decoupled control and data plane architecture that allows for
centralized management and enhanced flexibility [43]. This shift has been instrumental in address-
ing the growing demands of modern applications and services, particularly in the context of larger
networks.

Building upon the principles of SDN, Software-Defined Wide Area Networking (SD-WAN) was
developed to optimize the performance of wide-area networks, especially for enterprises with geo-
graphically dispersed branches. SD-WAN leverages SDN concepts to intelligently route traffic across
multiple connections, ensuring improved application performance and reduced operational costs [44].
While SD-WAN provides centralized management and efficient control in traditional WAN:Ss, it faces
distinct challenges in IoT networks, where the dynamic nature and large number of connected devices
strain scalability and adaptability in ways not seen in conventional WANS.

The proliferation of IoT devices has introduced a new set of requirements for network infrastruc-
tures, including the need for real-time data processing, low latency, and robust security mechanisms.
Traditional networking approaches often prove inadequate for such demands as a result of their static
configurations and limited scalability. In this context, the integration of SDN principles into IoT
networks has led to the emergence of Software-Defined IoT (SD-IoT), a paradigm that combines the
programmability of SDN with the diverse and dynamic nature of IoT systems [45].

SD-IoT architectures facilitate centralized control over heterogeneous IoT' devices, enabling dy-
namic resource allocation, efficient traffic management, and enhanced security through programmable
policies [7]. By abstracting the underlying network infrastructure, SD-IoT allows for greater flexibility
in deploying and managing IoT services, catering to the specific requirements of various applications.
Moreover, integrating emerging technologies further enhances the capabilities of SD-IoT, enabling

predictive analytics and autonomous decision-making within the network [46].
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The integration of SDN and SD-WAN paradigms into [oT networks has led to the SD-10T paradigm,
representing a significant shift in network design and management, addressing the limitations of
previous architectures and paving the way for more resilient, scalable, and intelligent networks. As
the landscape of connected devices continues to expand, the adoption of SD-IoT frameworks will be
crucial in meeting the evolving demands of modern digital ecosystems.

Table 1.2 presents a comparative overview of the main features distinguishing SDN, SD-WAN;, and
SD-IoT. In the following sections, we explore the architecture, components, and unique characteristics

that define SD-IoT systems and highlight their role in enabling efficient, secure, and scalable 10T

deployments.
Table 1.2: A comparative Overview of SDN, SD-WAN, and SD-IoT

Feature SDN SD-WAN SD-IoT

Primary Use Case Data centers, cam- Enterprise WAN con- ol environments (sensors,
pus networks nectivity actuators, gateways)

Control Level Centralized Centralized Centralized & distributed
(network-level) (branch/site-level) (edge-level)

Device  Aware- Low Medium High (application & context-

ness aware)

Protocol Support  IP-based IP/MPLS/Broadband Heterogeneous (LoRa, Zig-

bee, BLE, etc.)

Mobility and Limited Moderate High

Scalability

Security Model Flow-based policies  Traffic encryption and Lightweight, programmable,

segmentation dynamic security

1.6 SD-IoT architecture and key components

The SD-IoT represents a convergence of network programmability and IoT scalability, built upon the
core principles of SDN. Its architecture is designed to overcome traditional IoT limitations such as
static routing, vendor lock-in, and limited scalability by introducing a centralized and programmable

control model tailored to heterogeneous and resource constrained devices [45, 47].

1.6.1 Layered architecture and service delivery process of SD-IoT

The SD-IoT architecture typically adopts a layered and modular design, aligning with the principles

of SDN while addressing the unique characteristics of IoT. As illustrated in Figure 1.3, it is commonly
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divided into several layers [47, 48].

1. Perception/Device layer. This layer comprises physical IoT devices sensors, actuators, RFID
tags, and embedded systems that collect data from the environment. These devices are often
constrained in terms of power, memory, and processing, making lightweight and low-overhead

communication essential.

2. Network layer. The role of this layer is to handle data transmission across the infrastructure.
It integrates wireless and wired technologies, routing data toward processing centers. SDN
switches or OpenFlow enabled devices may be deployed to support dynamic and programmable

routing decisions.

3. Control layer. This is the intelligence core of the architecture, composed of SDN controllers
adapted to IoT constraints. These controllers maintain a global view of the network, manage
flow tables in switches, enforce security policies, and orchestrate resource allocation based on

real-time information.

4. Application layer. This top layer hosts IoT applications and services such as smart city control,
industrial automation, or health monitoring systems. Through northbound APIs, applications
communicate intent and high-level policies to the control layer, allowing SD-IoT to dynamically

adapt the network configuration to application-specific needs.

The service delivery process in a SD-IoT environment follows a multi-phase workflow designed to
ensure efficient data handling, network control, and service provisioning [49]. It begins with the gen-
eration of large volumes of data by IoT devices such as sensors, actuators, and smart objects operating
at the network edge. This raw data is then collected by gateways, which act as intermediaries between
devices and the core network, performing task assignment and, when necessary, local processing
for real-time applications. The programmable data layer, composed of switches controlled by the
SDN controller, enables dynamic routing, flexible traffic management, and policy enforcement. At
the control layer, SDN controllers function as the network’s intelligence, managing traffic allocation,
coordinating resources, enforcing security, and adapting to changing conditions based on their global
view of the network. Finally, the processed and organized data is offloaded to cloud or fog computing
platforms: cloud servers offer scalable and powerful resources for intensive data processing, while fog

servers provide localized, low-latency computation to support time-sensitive services.
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Figure 1.3: SD-IoT Architecture.

1.6.2 Control models in SD-IoT architecture design

The design of SD-IoT architectures incorporates different control models to address the diverse
requirements of IoT networks in terms of scalability, latency, and fault tolerance. These networks
can adopt centralized, flat distributed, or hierarchical control models, each with its own strengths and
limitations. The choice of model depends on the specific requirements of a given deployment scenario

[50].

A centralized control model, illustrated in Figure. 1.4 (a), relies on a single controller to manage
the entire network, providing unified policy enforcement and simplified orchestration. However, it
introduces a single point of failure and may suffer from high latency in large-scale or geographically
dispersed IoT deployments, making it less ideal for dynamic, real-time applications. In contrast, as

shown in Figure. 1.4 (b), a flat distributed control model employs multiple independent controllers
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operating in a peer-to-peer or federated manner, eliminating the reliance on a central entity. This
enhances fault tolerance and reduces decision-making latency by allowing localized control. However,
the lack of a global view can lead to inconsistencies in policy enforcement, and coordination overhead

may increase as the network scales.

The hierarchical control model, depicted in Figure. 1.4 (c), strikes a balance by structuring control
across multiple layers. A global controller manages high-level policies while local edge controllers
handle real-time, latency-sensitive decisions. This model is particularly effective in large-scale 1oT
environments such as smart cities and industrial 10T, where both centralized oversight and distributed
processing are crucial. Although hierarchical architectures improve scalability and fault tolerance,

they introduce complexity in maintaining synchronization between control layers [49].

(a) Centralized (Single) controller Legend
Root SDN Controller
SDN Controller s
switch —
Inter-Controller Flow
Controller to Domain Flow - -----
Inter-Domain Flow

Intra-Domain Flow ------

Domain ' 7\

(b) Distributed Flat Controller (c) Hierarchical Controller

Figure 1.4: Type SDN control model.
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1.7 Distinctive characteristics of SD-IoT

The Software-Defined Internet of Things introduces several distinctive characteristics that set it apart
from traditional IoT systems. These characteristics stem from its SDN-inspired design principles,
such as programmability, logical centralization, and dynamic policy enforcement, which are intended
to meet the demands of large-scale, heterogeneous, and resource-constrained IoT environments. How-
ever, while these features are common in SDN-based systems, they become increasingly challenging
to maintain in SD-IoT networks due to the highly dynamic, large-scale, and heterogeneous nature of

IoT environments [8, 51-53].

* Programmability. One of the core features of SD-IoT is its high degree of programmability,
allowing network operators and applications to define, update, and enforce custom network
policies dynamically. This eliminates the need for manual device-level configuration and

supports agile responses to changing network conditions.

* Centralized and Global Network View. Unlike traditional IoT networks, which rely on localized
and often fragmented control, SD-IoT enables a logically centralized control plane. This
centralized controller maintains a global view of the entire IoT infrastructure, enabling optimized

decisions related to routing, load balancing, QoS management, and security policy enforcement.

* Scalability and Flexibility. SD-IoT is inherently scalable due to its layered and modular
architecture, allowing the integration of new devices and services without reconfiguring the
entire network. It supports horizontal and vertical scaling through distributed controllers or

edge agents, as well as dynamic resource provisioning across edge and cloud nodes.

» Heterogeneity Support. 1ol environments often consist of highly diverse devices with varying
capabilities, communication protocols, and data formats. SD-I0T supports heterogeneous inter-
operability by abstracting device-specific complexities at the control plane level. Gateways and

translation mechanisms (e.g., protocol converters) further enhance this support.

* Enhanced Security and Policy Enforcement. SD-I0T allows fine-grained and flow-level policy
enforcement using the global visibility of the network. Security services such as access control,
anomaly detection, and isolation of malicious nodes can be programmed directly into the con-
troller logic. This enables lightweight and dynamic security mechanisms, crucial for protecting

resource-constrained IoT devices.
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* Real-Time Network Adaptation. Due to its control architecture, SD-IoT can respond in real time
to topology changes, device failures, and varying QoS demands. This adaptability is critical in
domains like smart healthcare or industrial 10T, where timely data processing and response are

essential.

* Edge and Cloud Integration. SD-IoTl architectures often support multi-layer orchestration
between cloud and edge layers. This allows data to be processed close to the source for
latency-sensitive applications, while still benefiting from cloud-based intelligence and long-
term storage. Edge controllers or micro-SDN agents are commonly deployed in smart city and

industrial settings.

1.8 Real world application scenarios of SD-IoT

SD-IoT is a paradigm that introduces dynamic control, centralized intelligence, and service-aware
orchestration into IoT ecosystems. These capabilities enable SD-IoT to overcome many limitations
of traditional IoT networks, such as scalability, heterogeneity, and the lack of end-to-end QoS en-
forcement. In smart cities, which rely on a dense and heterogeneous network of sensors, actuators,
and communication nodes for services like traffic management, smart lighting, pollution monitor-
ing, and waste management, SD-IoT provides centralized programmability and control, allowing
dynamic reconfiguration of traffic lights based on real-time congestion or rerouting of vehicles during
emergencies, while simplifying the management of thousands of heterogeneous devices [54]. In
healthcare, especially post-COVID, wearable devices and home-based sensors enable real-time pa-
tient monitoring, elderly care, and emergency response. SD-IoT supports intelligent routing, secure
communication, and policy enforcement for sensitive health data, prioritizing critical flows such as
heartbeat anomalies over routine traffic using QoS policies [55]. Industrial IoT and smart manu-
facturing environments require low latency, real-time control, and resilient communication between
sensors, robotic arms, and control systems. Here, SD-IoT provides centralized coordination, dynamic
flow control, and network slicing tailored to time-critical industrial applications [56]. In intelligent
transportation systems, modern vehicles and infrastructure integrate GPS, cameras, radar sensors, and
Vehicle-to-Everything communication modules. SD-IoT facilitates adaptive routing, vehicular edge
computing, and traffic prediction models through centralized policy enforcement and rapid response
to environmental changes [57]. Similarly, in smart agriculture, precision farming leverages soil sen-

sors, drones, irrigation actuators, and weather forecasting systems. SD-IoT enables centralized and
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intelligent data aggregation, automating decisions such as when and how much to irrigate or fertilize
[58]. Finally, during natural disasters, when communication networks are often disrupted, SD-IoT
can deploy temporary, programmable emergency networks using mobile nodes like UAVs and ground
sensors, managed by a centralized controller that prioritizes emergency communication and resource

deployment. These diverse real-world applications of SD-10T are illustrated in Figure. 1.5.

Smart
Agriculture

Real-World

Emergency

Healthcare Applications of Networks
SD-loT

Transportation
Systems

Figure 1.5: Application SD-IoT.

1.9 Open challenges and research directions in SD-IoT

Several key challenges must be addressed to fully realize the potential of SD-IoT. The following

discussion highlights the main open issues and research directions.

* Controller Placement and Management. A central element of SD-10T is the controller, respon-
sible for network-wide logic and decision-making. The placement of controllers in distributed
IoT environments is challenging due to trade-offs among latency minimization, load balancing,

fault tolerance, and mobility support [59].

* Scalability and Dynamic Topologies. SD-IoT, built on IoT networks that may scale to billions of

devices with dynamic states and intermittent connectivity, must address several key challenges,
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including massive numbers of flow requests, varying traffic patterns, and dynamic device mobil-
ity [8]. Ensuring controller scalability, network slice isolation, and distributed flow management
remains challenging, with hierarchical control, edge delegation, and multi-controller federation

being active research solutions.

* Security and Privacy. The centralized nature of SD-IoT and the sensitivity of IoT data make the
architecture vulnerable to denial-of-service attacks, man-in-the-middle intrusions, unauthorized
policy access, and privacy violations. Lightweight encryption, blockchain-based authentication,
and policy-aware secure routing have been proposed, though their deployment remains limited

due to resource constraints on IoT devices [60].

» Energy Efficiency and AI-Edge Integration. Most Iol devices are battery-powered and
resource-constrained, making energy efficiency a critical concern. SD-IoT introduces overhead
through control polling, rule updates, and security handshakes. Energy-aware flow scheduling,
duty-cycled control interaction, and offloading to edge nodes or microcontrollers are being ex-
plored to reduce consumption while maintaining responsiveness [60]. In parallel, Al-driven
SD-IoT and edge-assisted control are gaining traction to enable decentralized decision-making,
adaptive optimization, anomaly detection, and predictive maintenance. However, challenges re-
main in terms of training data quality, model interpretability, and preventing controller overload

[51].

* Standardization, Interoperability, and Big Data Management. The lack of standardized south-
bound protocols for constrained IoT devices limits interoperability. While OpenFlow suits data
centers, lightweight IoT often relies on CoAP, MQTT, or NETCONF, which require further
integration for unified controller semantics [61]. Moreover, heterogeneous devices and variable
data rates complicate network abstraction and policy enforcement. The resulting data volume
challenges flow tables, bandwidth, and edge/cloud analytics [62], motivating Al-driven flow

classification, adaptive buffering, and real-time stream processing.

* Real-Time Decision-Making and QoS. Applications such as smart grids, autonomous vehicles,
and emergency systems demand strict QoS guarantees. SD-IoT must support latency-aware,
priority-based, and context-driven flow control across multi-hop and wireless links [63]. Real-
time monitoring, Al-driven traffic classification, and context-aware controller logic are emerging

solutions to achieve dependable QoS.
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1.10 Conclusion

This chapter presented the foundations of SD-IoT, tracing the evolution from traditional networks to
SDN and highlighting the benefits of separating the control and data planes along with centralized
programmability. We discussed the structural and functional characteristics of IoT networks, empha-
sizing their large scale, heterogeneity, and communication constraints. By applying SDN principles
to IoT, SD-IoT provides a flexible and layered framework capable of efficiently managing diverse and
large-scale IoT infrastructures.

Despite these advantages, SD-10T still faces key challenges, including optimal controller placement,
efficient big data flow management, energy optimization, and secure, real-time operation in highly
dynamic environments. Addressing these issues motivates ongoing research and underscores the need

for advanced SD-IoT models and solutions, which will be examined in the following chapters.



Controller Placement Problem

2.1 Introduction

The Controller Placement Problem (CPP) is a fundamental issue in Software-Defined Networking,
as it significantly influences control-plane latency, network scalability, and fault tolerance. Since its
emergence in 2012, numerous research efforts have proposed a variety of approaches to optimize
controller deployment based on different objectives and constraints. This chapter presents a structured
overview of the CPP, analyzing existing surveys, categorizing placement methods, and highlighting
the network types and performance metrics considered. It also provides a comparative analysis to
identify patterns, innovations, and limitations in the current literature. By synthesizing these studies,
we aim to outline the evolution and current state of CPP research. This sets the stage for the upcoming

chapter, which introduces the system model and formal problem formulation adopted in our work.
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2.2 Controller Placement Problem

In SDN and SD-IoT, identifying the optimal number and locations of controllers within a network
represents a fundamental challenge aimed at meeting specific performance objectives. It is typically
defined over a network modeled as a graph G, with a subset V representing the switches or IoT
gateways and a set of links connecting them. The CPP consists of selecting a subset of nodes from
V to host controllers in such a way that a chosen performance metric such as average switch to
controller latency, maximum latency, controller to controller delay, or load imbalance is optimized.
This problem is particularly challenging in SD-IoT environments due to the large scale, dynamic
behavior, and heterogeneity of devices, as well as the need to consider constraints related to resource
usage, resilience, and scalability.

In the literature, CPP is commonly studied in two main variants. The k-controller CPP assumes
that the number of controllers is fixed (e.g., due to cost or energy constraints), and seeks the best
placement to optimize a performance criterion. In contrast, the S-metric CPP focuses on minimizing
the number of controllers required to ensure that a given performance threshold is not exceeded
for instance, ensuring that all switches are connected to a controller with a latency not exceeding a
defined bound. These two formulations address complementary needs: the former is relevant when
deployment resources are limited, while the latter is suitable when stringent performance requirements
must be enforced. The CPP remains an active area of research due to its combinatorial nature and

critical impact on the efficiency and responsiveness of SDN-based systems.

2.3 Summary and comparison of CPP studies in SDN

Over the past decade, the CPP in SDN has attracted considerable research attention due to its direct
impact on network performance. In response, numerous survey papers have been published to
synthesize and classify the evolving landscape of CPP solutions. Figure 2.1 illustrates the number of
survey papers published per year, revealing the increasing attention the CPP topic has received over
time. Furthermore, Figure 2.2 provides a two-line comparative view: the blue line plots the number
of citations, calculated from the publication date up to the end of 2025 and used as an indicator of
research impact, while the red line shows the number of research papers reviewed in each survey,
reflecting the scope of literature coverage.

The diversity of these surveys in terms of scope, depth, network types considered, and proposed

future directions makes it essential to conduct a comparative analysis. To support this evaluation,
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Figure 2.2: Comparison of the number of citations and reviewed papers across CPP survey studies.

Table 2.1 presents a detailed summary of each survey based on five key attributes: publication year,
network type, level of CPP coverage, number of reviewed papers, and a brief description of the study.
Such a comparison helps identify gaps in the existing literature and highlights emerging trends and

research priorities, providing researchers with a meta-level overview of the field. In the following
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section, we review and summarize the key points studied in each survey paper, providing insights into

their unique contributions and focus areas.

The first comprehensive survey on CPP [64] defines the problem and classifies objectives into three
main categories: minimizing network latency, maximizing reliability and resilience, and reducing in-
frastructure cost and improving energy efficiency. The study introduces the Clustering-Based Network
Partition Algorithm (CNPA) to partition networks and place controllers strategically, evaluated using
the OS3E network. Similarly, [50] provides a broad review of multiple SDN controllers, highlighting
architectures, key challenges such as consistency, placement, and scheduling, and metrics for multi-
controller systems. In the same period, [65] traces the evolution from single to multi-controller SDN,
focusing on scalability, consistency, reliability, and load balancing, and introduces flat and hierarchical
architectures. In addition, [66] categorizes CPP into Uncapacitated (UCPP) and Capacitated (CCPP)

versions, further subdivided by traffic awareness, fault tolerance, and network partitioning.

Several subsequent works classify CPP solutions according to optimization goals: latency, relia-
bility, cost, energy efficiency, or multi-objective criteria. For example, [67] categorizes solutions into
latency, reliability, cost, and multi-objective goals. Along the same line, [68] classifies CPP research
based on objectives, modeling choices, evaluation metrics, and solution methodologies, extending
applications to mobile, 5G, named data, wireless mesh, and vehicular networks. Another contribution
[69] emphasizes six aspects: target network environment, traffic patterns, controller features, solution
approaches, reliability aspects, and optimization goals. More recently, [70] discusses optimization
objectives including latency, reliability, controller capacity, load balancing, energy consumption, and

cost, while also highlighting architectural considerations in the control and application planes.

The surveyed solutions also differ in terms of methodologies. Some reviews group CPP approaches
into exact, heuristic, meta-heuristic, clustering-based, and game-theoretic categories. Exact methods,
such as ILP and MILP, provide optimal solutions but are computationally intensive, whereas heuristics
reduce complexity at the expense of optimality. Meta-heuristic techniques, including Genetic Algo-
rithms (GA) and Particle Swarm Optimization (PSO), explore the solution space effectively but require
parameter tuning [71]. Clustering strategies partition networks into domains to simplify controller
allocation, while game-theoretic models analyze switch-controller interactions. Other surveys cate-
gorize solutions into static versus adaptive approaches, with adaptive methods further subdivided into
wired and wireless scenarios [72]. Optimization strategies also include clustering, ILP, evolutionary
algorithms, and machine learning [73], while [74] presents a taxonomy based on objective functions

and network traits, highlighting trade-offs among latency, load balancing, and reliability.
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In addition to classical SDN, CPP has been studied in emerging network environments. Surveys
dedicated to SD-WSNs and SD-IoT emphasize challenges such as limited energy, hardware constraints,
and dynamic traffic, requiring tailored placement strategies [75—77]. Artificial intelligence and ma-
chine learning methods are being progressively utilized for adaptive, real-time, and energy-eflicient
controller placement within these environments. Software-defined satellite networks (SD-SatNets)
[78] and SD-WANS [79] introduce additional constraints, including inter-satellite links, virtual ground
stations, and cross-domain adaptation. These surveys emphasize Al-driven optimization, security-
aware strategies, and multi-objective trade-offs to enhance scalability, reliability, and cost efficiency
[80].

Across all these works, recurring open issues include scalability to large networks and dynamic
conditions [81, 82], balancing latency, reliability, energy efficiency, and deployment cost [67, 70], and
the need for adaptive and real-time CPP strategies capable of responding to dynamic network conditions
[76,79, 83]. Security, fault tolerance, and heterogeneity in wireless and emerging networks also remain
critical concerns [75, 80]. These works collectively highlight that CPP is NP-hard, with complex
trade-offs among multiple objectives. Future research is expected to focus on dynamic, energy-aware,
scalable, and intelligent placement strategies suitable for heterogeneous SDN deployments, including

IoT, WSNs, SatNets, and SD-WAN:S.



Table 2.1: Comparative Overview of Survey Papers on Controller Placement Problem (CPP) in SDN

Ref Year Network Type CPP #Papers Brief description
Review  Covered
[64] 2017 Networks in general Dedicated 11 Surveyed and classified CPP solutions in SDN by objectives like latency, relia-
bility, cost, and energy, highlighting open challenges.
[50] 2017 Networks in general Sectional 15 Surveyed and classified CPP solutions in SDN by objectives like latency, relia-
bility, cost, and energy, highlighting open challenges.
[65] 2018 Networks in general Dedicated 13 Reviewed and categorized multi-controller SDN research according to key as-
pects including scalability, consistency, reliability, and load balancing.
[66] 2018 Networks in general Dedicated 38 Survey and classify CPP solutions in SDN
[67] 2019 Wired networks: Data- Dedicated 37 Reviewed SDN CPP by objectives: atency, reliability, cost, and multi-objective
centers and WANs highlighting key algorithms and future challenges.
[68] 2019 Data-centers, WANSs, Dedicated 105 Provided an overview of the CPP in SDN, emphasizing its significance and recent
mobile networks, 5G, applications across emerging domains.
NDN, WMNs, and
VANET:.
[69] 2019 Wired and Wireless Dedicated 75 Analyzed existing CPP literature across six key aspects target network environ-

Networks

ment, traffic characteristics, controller characteristics, solution approach, net-
work reliability, and optimization objectives such as latency, cost, load, energy,

and QoS.
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Table 2.1 : continued

Ref Year Network Type

CPP #Papers

Review  Covered

Brief description

[73] 2020 Networks in general

Dedicated 47

Discussed SDN controller placement challenges, highlighting optimization
trade-offs and the necessity for energy-, cost-, and attack-aware CPP strategies

in SDN-WSN environments.

[74] 2021 Networks in general

Dedicated 75

Discussed SDN CPP optimization strategies and proposed a taxonomy of solu-

tions categorized by objective functions, metrics, and research challenges.

[71] 2021 Networks in general

Dedicated 112

Explored CPP in SDN through formal definitions, performance metrics, and
solution classifications, emphasizing static and dynamic controller placement

methods and open research gaps.

[72] 2021 Networks in general

Dedicated 35

Explored SDN CPP challenges and presented the Garter Snake Optimiza-
tion—based Capacitated Controller Placement Problem to minimize delay and

improve network performance.

[81] 2022 Data-centers, WANs

Dedicated 42

Explored CPP in SDN through optimization-based algorithms, highlighting scal-
ability, reliability, and architectural considerations within multi-controller envi-

ronments.

[70] 2022 Networks in general

Dedicated 47

Reviewed SDN CPP studies, emphasizing optimization objectives, mathematical

formulations, and solution strategies impacting network performance.

[75] 2022 WSN

Sectional 5

Reviewed SD-WSN with emphasis on Machine Learning-based solutions for

intelligent, adaptive, and resource-aware network management.
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Table 2.1 : continued

Ref Year Network Type

CPP #Papers

Review  Covered

Brief description

[82] 2022 Networks in general Dedicated 11 Reviewed SDN CPP studies with emphasis on the optimization metrics used.

[78] 2023 SatNet Sectional 17 Discussed SD-SN architectures, key technologies, existing solutions, challenges,
and simulation tools.

[77] 2023 WSN Sectional 5 Focused on three SDWSN domains: controller-related, network-related, and
energy-related issues.

[84] 2023 ISP/Telconetworks Dedicated 30 Explores the benefits of network partitioning and clustering-based CPP ap-
proaches for efficient SDN deployment.

[83] 2024 Networks in general Dedicated 82 Reviewed and categorized SDN CPP studies into four objectives: latency, re-
silience, energy/cost, and multi-objective, and introduced a new method to cal-
culate the network search space for optimal controller placement.

[76] 2024 IoT Dedicated 6 Reviewed and classified SDN-IoT CPP approaches into mono-objective and
multi-objective categories.

[79] 2025 WAN Dedicated 20 Critical review of SD-WAN CPP approaches highlighting strengths, limitations,
and future research needs in multi-objective optimization.

[80] 2025 SatNet/IoI'/ VANET  Dedicated 55 Concise review of CPP in emerging networks, identifying factors that affect

placement decisions and the essential requirements for optimized controller

allocation.
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Controller Placement Problem strategies differ widely based on the characteristics of the SDN
environments in which they are applied. To capture this diversity, we organize the existing literature
into a five-dimensional classification: network scale, mobility and dynamics, latency and criticality,
deployment environment, and evolution stage. Each dimension emphasizes a different aspect that

influences controller placement decisions and design priorities.

* Network scale. differentiates between large-scale networks, which span broad geographical
areas and often involve long-distance communication with higher latency concerns, and small-
scale networks, which operate in localized and often constrained environments that prioritize

fast responsiveness and energy efficiency.

* Mobility and dynamics. addresses the degree of topological stability in the network. Static or
fixed networks typically have predictable communication paths, making controller placement
more stable. In contrast, mobile or dynamic networks experience frequent changes in topology,
requiring adaptive and resilient placement strategies. Hybrid networks may include both mobile

and static components, necessitating hybrid controller solutions.

* Latency and criticality. distinguishes between networks that demand ultra-low latency, where
real-time responses are essential, and those that are tolerant to latency, where moderate delays

can be accommodated without significant performance degradation.

* Deployment environment. classifies networks based on whether they are deployed in terrestrial
zones, relying on traditional ground infrastructure, or in aerial or space-based environments,

where high mobility or propagation delays present additional placement challenges.

* Evolution stage. separates networks into traditional and backbone deployments, which are
well-established and focused on scalability and performance, and emerging vertical networks,
which are specialized, dynamic, and often domain-specific, requiring more customized CPP
strategies.

To further clarify how these classifications apply in practice, the following provides a brief

description of each SDN network type and its relevance to controller placement studies:

* SD-WAN. Software-defined Wide Area Networks are used in enterprise and service provider

environments to manage multi-site connectivity.

* Legacy ISP/Telco. These represent traditional internet service providers and telecommunica-
tions networks transitioning to SDN, aiming to improve resilience, integrate network functions

virtually, and handle large-scale traffic.
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* Optical networks. High-speed fiber-optic backbones used in transport networks, addressing

issues like delay minimization and energy-efficient operation to support ultra-high throughput.

* Satellite networks. Deployed in space for global coverage, often in low or geostationary Earth
orbits, with challenges including intermittent connectivity, long delays, and the integration of

ground-space communication.

* IoT (Internet of Things). Networks of smart sensors and actuators with limited power and
computing capacity, focusing on edge or fog-based controller deployment to reduce overhead

and latency.

* IoV (Internet of Vehicles). Intelligent transportation systems involving connected cars and
road infrastructure, dealing with high-speed mobility, dynamic topology, and safety-critical

low-latency requirements.

* IoF (Internet of Flying Things). Includes UAVs and drones used for surveillance, delivery,
or emergency response, considering aerial mobility, energy constraints, and temporary ad-hoc

networking.

* WSN (Wireless Sensor Networks). Comprised of battery-powered sensors deployed for envi-
ronmental monitoring or surveillance, emphasizing energy-efficient communication and sleep

scheduling.

* Data centers. Centralized computing facilities hosting cloud and enterprise applications,

focusing on high scalability, load balancing, and fast fault recovery.

This multi-dimensional classification provides a comprehensive perspective on the heterogeneity
of SDN environments involved in CPP research. Understanding these distinctions is crucial for
developing placement strategies that are adaptable and tailored to specific use cases. Figure 2.3
illustrates this classification, summarizing the five dimensions along with the associated network

types and their defining characteristics.

2.4 Overview and classification of controller placement methods

The CPP has been extensively studied in the literature since 2012 and continues to attract significant
research attention due to its crucial role in optimizing the performance of SDN. In our study, we

review a comprehensive set of works [85—123], selected to cover a wide range of techniques based on
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Figure 2.3: Classification of SDN Network Types Addressed in Controller Placement Problem Studies

the strategies employed and the performance metrics addressed. These studies reflect the evolution
and diversity of CPP approaches across different network scenarios. Table 2.2 below summarizes
these works in terms of publication year, network type, controller location (on-switch or independent),
centrality-based approach (yes/no), objectives (LA: network latency, LB: load balancing, SC: system
scalability, RE: network reliability, HL: heterogeneous load handling, ET: execution time, FL: average
flow rate), methods used, limitations, and key observations. This classification offers a structured and

insightful overview of the CPP research landscape.

The CPP was first formalized by Heller et al. [85] as a facility location problem, introducing three
foundational metrics: worst-case latency (k-center), average latency (k-median), and switch coverage
(set cover). While their work laid the groundwork for CPP research, it overlooked inter-controller
latency a critical gap later addressed by subsequent studies. Over the years, CPP solutions have
evolved to address diverse challenges, including latency optimization, fault tolerance, scalability, and

load balancing, tailored to both SD-WAN and SD-IoT environments.

In SD-WAN networks, numerous approaches have been proposed to optimize controller placement.
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Wang et al. [92] introduced a clustering-based algorithm to minimize end-to-end latency, while Chen
et al. [96] employed the Louvain heuristic for community detection, achieving balanced controller
loads with reduced latency. Kuang et al. [95] improved latency by partitioning the network into
single-controller domains using hierarchical K-means clustering, ensuring that controller loads were
evenly balanced. Resilience and capacity constraints were addressed by Killi and Rao [87, 90], who
developed mixed-integer linear programming models to handle worst-case latency under controller
failures. Similarly, Fan et al. [106] optimized latency under normal and failure conditions by
balancing primary and backup path delays. Recent works by Dou et al. [115] and Santos et al. [107]
incorporated critical programmability and geodiversity, respectively, to enhance placement robustness.
Metaheuristic approaches have also been explored, with Sahoo et al. [93] comparing Particle Swarm
Optimization (PSO) and Firefly algorithms, demonstrating the latter’s superiority in balancing latency
and computational efficiency. Kanodia et al. [105] introduced a link failure-aware algorithm to
mitigate latency spikes, while Petale and Thangaraj [124] proposed a dynamic strategy for minimizing
worst-case latency during multiple link failures. Advanced frameworks, such as those by Mojez et
al. [114] and Singh et al. [119], have further improved latency-reliability trade-offs under varying

network conditions.

Centrality-based approaches have gained prominence in CPP due to their ability to identify crit-
ical network nodes. Zobary et al. [121] leveraged degree centrality to minimize propagation delay,
outperforming other methods. However, reliance solely on degree centrality may neglect load distri-
bution, impacting latency under dynamic conditions. Petale and Thangaraj [124] and Qi et al. [100]
incorporated betweenness and closeness centrality, respectively, to enhance failure resilience. Calle
et al. [108] combined both metrics to optimize primary and backup controller placement, improving
resilience against targeted attacks a challenge also addressed by Rueda et al. [91]. Adebayoetal. [117]
integrated multiple centrality measures using Dempster-Shafer theory [125] to optimize placement in
SD-WANS, though computational complexity remains a limitation. Hirayama et al. [99] demonstrated
the correlation between salience and betweenness centrality, particularly in Barabdsi-Albert networks,
while Adebayo et al. [118] proposed neighborhood-based algorithms to reduce computational over-
head. Other hybrid approaches, such as Alhazmi et al.’s [97] integration of betweenness centrality
with hierarchical clustering and Liao et al.’s [113] multi-objective differential evolution, have further

advanced latency and load-balancing optimization.

In SD-IoT networks, CPP solutions must address dynamic and resource-constrained environments.

Choumas et al. [126] formulated placement as an Integer Quadratic Programming problem, reducing
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control traffic in low-power IoT. Tran et al. [102] employed submodular optimization to maximize
utility under budget constraints, while Hans et al. [110] combined Enhanced Sunflower Optimization
with Pareto Optimal placement to minimize latency and improve load balancing. Khera and Kurmi
[116] applied unsupervised machine learning for latency reduction in wide-area IoT, whereas Keshari
et al. [109] proposed a hybrid Differential Evolution-Whale Optimization algorithm for smart cities.
Ali and Roh [111] used the Analytical Network Process for clustering, reducing end-to-end delays
compared to k-means. Similarly, Abderrahmane et al. [123] combined the Louvain algorithm with
betweenness centrality to enhance reliability in IoT networks, though computational intensity remains
a challenge.

Recent advancements include Babbar et al.’s [120] Density-Based Splitting Controller Placement,
which optimizes educational content distribution in SDNs, and Sahoo et al.’s [94] Firefly-based
approach for wide-area SDNs. Liu et al. [89] and Hu et al. [98] addressed load balancing and
reliability, respectively, while Yao et al. [86] emphasized capacitated controller placement. Chai et
al. [103] minimized control plane delays using heuristic and Kuhn-Munkres algorithms, and Huque
et al. [88] introduced Lidy+ for dynamic adaptation. Ali et al. [112] further extended these efforts in
SD-IoT, optimizing controller selection via Analytical Network Decision Making. Collectively, these
studies highlight the diversity of CPP solutions, spanning latency minimization, resilience, scalability,

and dynamic adaptation across SD-WAN and SD-IoT environments.



Table 2.2: Comparative Overview of SDN Controller Placement Strategies

Ref. Year Net. Type Cntrl Loc. Cen.-Based Objectives Methods Limitations and Observations
LA LB SC RE HL ET FR
[85] 2012 WAN switch Yes v X X X X X X kecenterk- Controller load is not addressed
median
[86] 2014 SD-IoT switch No X v v X « X X Capacitated K- Limited adaptability to dynamic traffic
center and real-time load changes
[87] 2016 WAN switch No v X X v vV X X Mathematical No support for multiple failures or cost,
model search space is too large
[88] 2017 WAN independent No v X v X X Vv v Lidy+ Open search suits ideal cases only; con-
troller positions are fixed; results rely
on prediction accuracy
[89] 2017 WAN switch No v v v v X X X CD, Controller Simplified load and reliability metrics
Load-aware may miss network details
Placement
[90] 2017 WAN switch No v v X v X X X MILP SA Limited to small networks with high
execution time
[91] 2017 WAN switch Yes X X X X X X X Attack-Aware Ignores geographic placement and
Cp physical distances
[92] 2017 WAN switch No v X X X X X X CNPA Lack of resilience analysis
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Table 2.2 : continued
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Ref. Year Net. Type Cntrl Loc. Cen.-Based Objectives Methods Limitations and observations
LA LB SC RE HL ET FR
[93] 2017 WAN switch No v X v X X v X PSOandFFA Analysis excludes load balancing, re-
silience, and cost
[94] 2018 WAN switch No v X v v X X X PSOandFFA No controller failure, load balancing,
cost, energy, large search space
[95] 2018 WAN switch No v v X X X X X Hierarchical k- One topology analyzed shows higher
means latency and no reliability
[96] 2018 WAN switch No v v / X X X X CD Resilience to controller failure is not
considered
[97] 2018 WAN switch Yes v Vv X X X v X HC&BC Uses only BC, neglecting traffic dy-
namics and node load
[98] 2018 WAN switch No v Vv v Vv X X X RLMD Does not consider dynamic load bal-
ancing or switch migration
[99] 2019 WAN switch Yes v X v X X X X Salience-Based Only evaluates cases with equal link
Cp weights
[100] 2019 WAN switch Yes v X X X X X X Clustering- Focuses only on latency; ignores load
based heuristic ~ and fault tolerance
[101] 2019 WAN switch No v v X v v X X Constraint- Ignores latency variations and load bal-

based solution

ance, search space is large
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Table 2.2 : continued

Ref. Year Net. Type Cntrl Loc. Cen.-Based Objectives Methods Limitations and observations
LA LB SC RE HL ET FR
[102] 2019 IoT switch No v X v X X X Submodularity  Cost and load balance metrics are not
Optimization considered, search space is large
[103] 2019 WAN switch No v X X X « X X Dijkstra-Based  Focuses solely on delay; overlooks con-
Heuristic, troller resilience, scalability, and dy-
K-Means namic traffic changes
Clustering,
Kuhn-Munkres
Algorithm
[104] 2020 IoT switch No X X X X X v v 1QP, Heuristic Excessive computation time limits
scalability in large networks
[105] 2020 WAN switch No vV X X X X X GWO Controller failure, load balancing, and
cost are not addressed
[106] 2020 WAN switch No v v X V X X X Meta-heuristic, Balancing controller loads is not con-
RALO sidered
[107] 2021 WAN switch No v X X v X X X ILP Scalability is limited by large search
space and high execution time
[108] 2021 WAN switch Yes X X VvV X X X MIP Assumes static topology and prede-

fined attacks; limited scalability
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Table 2.2 : continued

Ref. Year Net. Type Cntrl Loc. Cen.-Based Objectives Methods Limitations and observations
LA LB SC RE HL ET FR
[109] 2021 IoT switch No v Vv v X X X X DEWO Adding more controllers results in in-
creased latency
[110] 2021 IoT switch No v v X X X X X ESFO,POCO Limits controller count, uses one net-
work, and considers only latency
[111] 2022 IoT switch No v X X v ANP, MCDM Neglecting the number of controllers
[112] 2022 WAN switch No X v / X v ANDP-based Limited to six predefined controllers
MCDM and static feature sets; lacks dynamic
adaptability
[113] 2022 WAN switch Yes v v X X X V X |heuristic Does not account for dynamic traffic
variations during CP
[114] 2022 WAN switch No < X v vV X v X MIP,SA The load balance metric is not consid-
ered, Large search space
[115] 2023 WAN switch No v X X X X X Programmability Analysis omits latency variations, re-
Explorer silience, and load balancing
[116] 2023 IoT switch No v X X X X X X US-ML, PAM Random Distance Measures, considers
only latency, fixed controllers
[117] 2023 WAN switch Yes v X X X X X  Centrality-based Only latency and flow rate is considred

heuristic

ov
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Table 2.2 : continued

Ref. Year Net. Type Cntrl Loc. Cen.-Based Objectives Methods Limitations and observations
LA LB SC RE HL ET FR
[118] 2023 WAN switch Yes v X X X X X X Centrality-based No comparison with existing switch to
heuristic controller allocation methods
[119] 2023 WAN switch No v X X v X X X PSO Single topology analysis without cost
and load balance metrics
[120] 2024 WAN switch No v X v X X X X Density based Cost, load, and reliability metrics are
splitting CP not considered
[121] 2024 WAN switch Yes v X X X X X X Clustering- Scalability issues and limited adapt-
based heuristic  ability to diverse topologies
[122] 2024 SATNet switch Yes v vV X X vV X X AVOA Ignores hierarchical control and real-
time adaptability
[123] 2024 IoT switch Yes v X v v X v X CD Fixed controller count, load balancing

not considered
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2.5

Analysis and discussion

Based on the previously discussed CPP solutions, we can draw the following conclusions.

2.6

Latency minimization is central. Most CPP solutions prioritize reducing the switches to
controllers latency, as well as among controllers themselves. This objective is crucial for

maintaining network responsiveness, especially in delay-sensitive IoT applications.

Hybrid and heuristic approaches show promise. As CPP is an NP-hard problem, heuristic,
meta-heuristic, and hybrid algorithms such as PSO, GA, and clustering techniques have proven
effective in generating near-optimal solutions achievable within acceptable computation times,

particularly in large networks

Static vs. dynamic placement trade-offs. Static controller placement strategies are com-
putationally simpler but fail to adapt to traffic fluctuations, mobility, or failures. In contrast,
dynamic placement approaches are more adaptable but incur higher overhead due to frequent

recomputation and migration costs.

Underutilization of real-world constraints. Many CPP solutions rely on synthetic topologies
or ignore realistic constraints such as heterogeneous switch loads, limited controller capacities,

or network failures, which limits their deployment feasibility in real-world SD-IoT networks.

Lack of unified performance benchmarks. Comparative evaluations are often hindered by
the absence of standardized performance benchmarks and datasets. This inconsistency makes

it difficult to objectively assess and compare the effectiveness of different CPP approaches.

Challenges in the existing literature

Although numerous studies have targeted CPP, many challenges persist in the existing literature.

These issues span various architectural levels and optimization paradigms, reflecting the complexity

of achieving efficient and scalable controller placement in dynamic and heterogeneous SD-IoT environ-

ments. The following points highlight key open issues that still require attention for the development

of robust and performance-aware CPP solutions:

Scalability in ultra-dense environments. Most proposed solutions are not easily scalable to
massive-scale IoT deployments, where the number of switches and traffic demand vary rapidly

across time and space.
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* Neglect of controller resource constraints. Many CPP approaches assume ideal controller
capacities and ignore limitations in processing power, memory, and energy, which can lead to

controller overload or degraded service quality.

* Insufficient focus on security and fault tolerance. Few studies consider controller placement
strategies that are resilient to malicious attacks, link failures, or controller crashes, which are

critical in mission-critical or public IoT infrastructures.

* Limited multi-objective optimization. Current works often optimize for a single metric (e.g.,

latency or cost), while real-world deployments require balancing multiple objectives.

* Inadequate consideration of dynamic network conditions. The majority of existing solutions
assume static network topologies and do not account for node mobility, dynamic link failures,

or time-varying traffic patterns inherent in SD-IoT environments.

* Sparse integration with edge and fog paradigms. Although edge and fog computing are
increasingly integrated with SD-IOT, controller placement solutions rarely incorporate these

paradigms into their design, missing opportunities to optimize locality-aware decisions.

* Lack of real-world deployment and validation. Most CPP proposals remain at the simulation
level. There is a lack of real-world experimentation, testbeds, or deployment validation to assess
the practical viability and robustness of these methods under realistic workloads and failure

conditions.

2.7 Conclusion

In this chapter, we conducted a comprehensive review of the CPP in SDN, focusing on various
strategies, network types, and evaluation criteria addressed in the literature. The comparative analysis
revealed significant diversity in problem formulations and solution techniques, while also exposing
persistent challenges such as scalability, dynamic network adaptation, and load-awareness. We also
classified placement methods and examined their respective strengths and weaknesses in different SDN
environments. These insights underline the need for more adaptable and efficient solutions to meet
the demands of heterogeneous and large-scale networks. The next chapter builds on this foundation
by presenting a detailed system model and formally defining the CPP in the context of our proposed

approach.
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3.1 Introduction

This chapter establishes a formal foundation for tackling the controller placement challenge in SD-IoT
systems by clearly defining the problem and highlighting its NP-hard nature. We break CPP into
three key components controller quantity, placement, and switch assignment and present a system
model that includes heterogeneous traffic, capacity limits, and latency constraints. The chapter also
introduces a variety of evaluation topologies (real, synthetic, and a custom Algerian network) and
defines six performance metrics centered on latency, throughput, reliability, and runtime. These

elements collectively underpin the optimization strategies developed in the following chapters.

3.2 Problem statement

As stated earlier in this thesis, our focus lies on solving the CPP in SD-IoT networks.This problem

involves determining the number and placement of SDN controllers within a given network to achieve
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optimal performance. In this section, we provide a detailed definition of the CPP, divide it into two

major categories, and explain its complexity and relevance to real-world SD-IoT infrastructures.

3.2.1 Nature and complexity of the controller placement problem

The placement issue of SDN controllers is classified as an NP-hard problem. This categorization stems
from its close relationship to the Facility Location Problem [127], a well-known NP-hard optimization
problem in operations research. In the CPP, selecting locations for controllers from among potential
sites can significantly impact performance metrics such as delay, fault tolerance, load balancing,
scalability, and energy efficiency.

Seeking an optimal solution to the CPP is computationally expensive, particularly as the network
size increases. With N switches and K potential controller locations, the solution space grows
exponentially, making brute-force approaches impractical for large-scale networks. To visualize this
complexity, we calculated the number of combinations using Eq. 3.1. The resulting Figure 3.1
shows that with 100 switches and 5 controllers, there are over 10° possible placements, while for 200
switches and 10 controllers, this number exceeds 10'®. This combinatorial explosion clearly illustrates
the intractability of the problem as both the network size and the number of controllers increase.
The problem becomes even more complex when heterogeneous traffic loads, varying link latencies,
and fault tolerance constraints are introduced, further reinforcing the need for efficient heuristics or
meta-heuristic algorithms to obtain near-optimal solutions in a scalable manner. Improper controller

placement, on the other hand, can lead to:
* Increased average and maximum controller to switch latency,
* Higher controller to controller communication delays,
¢ Load imbalance across controllers,
* Reduced overall network responsiveness and resilience.

N N!
¢ (K) SKIN-K)! G-b
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Figure 3.1: Number of combinations.

3.2.2 Controller placement problem: three optimization aspects

The control-plane placement issue is a critical design challenge in SDN-enabled IoT networks, as it
directly influences the network’s overall performance, responsiveness, and resource efficiency. At its
core, this optimization challenge revolves around three interrelated and fundamental questions that
must be addressed to ensure an effective and scalable control plane architecture. These questions
guide both the structural layout of the network and the strategy for assigning switches to controllers.

Specifically, it seeks to answer the following:

1. What is the optimal number of controllers required?
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2. Where controllers can be deployed for best performance?

3. Which controller should each switch be assigned to?

Figure 3.2 illustrates this division and its relationship to single and multiple controller deployment

models. In the following parts, we provide a detailed discussion of each CPP aspects.

1. B-Metric CPP: optimization of controller count

In cases where the number of controllers is not predetermined, the primary objective is to determine
the minimal number of controllers required to satisfy specific performance constraints. This aspect
of the problem is referred to as the -Metric CPP. The optimization can follow a mono-objective
approach targeting a single metric such as latency, reliability, energy efliciency, or deployment cost or
a multi-objective formulation that considers multiple criteria simultaneously, allowing for trade-offs
across different dimensions of network performance. The corresponding mathematical formulation is

given below:

min Metric(s,C) < B3,
seS

mink subject to: { or (3.2)

max Metric(s,C) > 8
seS

In this formulation, k denotes the number of controllers to be deployed, while  represents a
predefined threshold for the selected performance metric, such as the maximum allowable latency or
the minimum required reliability. The set S includes all switches in the network, and Metric(s, C)
denotes the value of the chosen performance metric for a given switch controller pair. The constraint
ensures that the minimum or maximum value of this metric across all switches satisfies the threshold
B, depending on whether the objective is to minimize the metric (as in latency) or maximize it (as in

reliability).

2. k-Controller: optimizing placement with a fixed number of controllers

In this aspect of the CPP, the number of controllers k is fixed in advance, typically due to practical
limitations. Given this constraint, the optimization goal is to determine the best locations for placing

the k controllers within the network to enhance overall performance.
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The optimization may be guided also by a mono-objective criterion such as minimizing average
latency, maximizing reliability, reducing energy usage, or minimizing deployment cost or by a multi-
objective formulation that balances trade-offs among these factors. The aim is to ensure efficient
control plane coverage while respecting the fixed number of controllers. This aspect can be formally

expressed as follows:

min/maxZMetric(s, C) subjectto: |C|=k (3.3)

SeS
In this formulation, C represents the set of selected controller locations, while the constraint
|C| = k ensures that exactly k controllers are deployed in the network. The term Metric(s, C) denotes

the value of the chosen performance metric for each switch s with respect to the set of controllers C.

3. Switch assignment optimization: mapping switches to controllers

The third interdependent aspect of the CPP addresses the optimal assignment of switches to the
deployed controllers. Once the number and placement of controllers are determined either through
the B-Metric or k-Controller formulations each switch must be associated with one controller in a
way that preserves performance and balances system load. This aspect directly affects overall control
plane efficiency, as poor assignments can result in increased latency, overload of certain controllers,
or violation of reliability and QoS requirements. The optimization of this aspect is formally expressed

by the following equation:

min/max Z szc - Metric(s,c) subject to: szc =1, VsesS (3.4)
seS ceC ceC

In this formulation, x;. is a binary variable that equals 1 if switch s is assigned to controller c,
and 0 otherwise. The term Metric(s, c) denotes the cost, delay, or any other selected performance
metric between switch s and controller c¢. The constraint .- x5 = 1 ensures that each switch s € S

is connected to exactly one controller ¢ € C.

3.2.3 Implications for single vs. multiple controller networks

The distinction between single and multiple controller configurations plays a pivotal role in shaping
how the CPP is approached, especially across small, medium, and large-scale networks. In smaller

networks, a single controller may suffice due to limited scale and simpler topology. However, as
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networks grow in size and complexity, particularly in SD-IoT environments, distributing control
functions becomes increasingly essential. This evolution directly ties into the three fundamental
aspects of CPP: determining the appropriate number of controllers, selecting their optimal placement,

and managing the switch to controller assignment strategy.

1. Single controller. The single controller configuration is most suitable for small-scale or low-
demand networks, where centralized management is sufficient to meet latency and reliability
constraints. In this model, all switches are connected to a single controller, making the as-
signment process deterministic and thereby eliminating the need for assignment optimization.
Furthermore, since the number of controllers is fixed at one, the core challenge reduces to iden-
tifying the optimal physical or logical location for that controller. This scenario is formalized as
the /-Controller CPP, where the primary objective is to minimize latency or maximize network
performance through optimal placement. The simplicity of this formulation renders it compu-

tationally less intensive and well-suited for environments with modest scalability demands.

2. Multiple controllers. As the network scales up in size, complexity, or geographic distribution,
a single controller becomes a bottleneck and a single point of failure. Larger and more dynamic
networks require a distributed control architecture to ensure low-latency responses, fault toler-
ance, and efficient load balancing. In this more intricate setup, the CPP must address all three
dimensions: determining how many controllers are needed (linked to performance and fault
tolerance metrics), optimizing their geographic or topological distribution, and strategically
allocating switches to controllers to minimize latency and balance control loads. This increases
the computational and design complexity of the problem but allows for scalability and resilience.
The necessity for multi-controller frameworks becomes especially apparent in mission-critical
applications, where controller redundancy and proximity to switches can dramatically impact

overall system performance and robustness.

Figure 3.2 illustrates the relationship between controller configurations and the three core aspects

of CPP, highlighting the distinct implications of single and multiple controller scenarios.

3.2.4 Packet routing mechanism in SD-IoT

*In SD-IoT environments, efficient traffic handling depends on the dynamic reconfiguration of routing

tables. Unlike traditional networks, which maintain relatively stable routes, SD-IoT enables flow
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Figure 3.2: CPP aspects according to controller count, placement constraints, and switch allocation.

rules to be updated in real time in response to changing traffic patterns, security policies, or network

topology. This adaptive behavior significantly enhances network responsiveness, scalability, and

resilience. At the core of this process lies the interaction between the SDN controller and OpenFlow-

enabled switches, where packet handling depends on whether the network is orchestrated by a single

centralized controller or multiple distributed controllers.

In a single-controller architecture, all switches are directly connected to one central control node.

When a data packet arrives at a switch, the forwarding decision is straightforward if a corresponding
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rule exists in the switch’s flow table the packet is immediately forwarded. However, in the case of
a table miss, where no matching rule exists, the switch sends a Packet-In message to the controller.
The controller, acting as the brain of the network, processes this request, determines the appropriate
forwarding path, and responds with a Packet-Out message containing instructions or new flow rules.
These are then installed on the switch to handle current and future packets. While this centralized
approach simplifies control logic, it can become a bottleneck in larger deployments due to latency and
controller overload.

By contrast, in a multi-controller architecture, typical of large-scale SD-IoT networks, switches are
divided among several controllers based on predefined mappings or geographic domains. The local
controller manages its assigned switches and handles table misses similarly to the single-controller case
receiving Packet-In messages and responding with Packet-Out instructions. However, the complexity
arises when packets need to traverse inter-domain paths, i.e., from one controller’s domain to another.
In such cases, the involved controllers must engage in controller to controller communication to
compute end-to-end paths and ensure consistent policy enforcement. This distributed coordination
enhances fault tolerance, reduces latency through localized control, and supports horizontal scalability,
though at the cost of more complex synchronization and routing logic.

Figure 3.3 provides a comprehensive overview of the packet processing workflow under both
single and multi-controller scenarios, emphasizing their operational distinctions and inter-controller

communication patterns.

3.3 System model and assumptions

In this subsection, we present the system model used to represent the SD-IoT network, along with
the key assumptions adopted for the controller placement analysis. The model defines the network
structure, node roles, traffic behavior, and delay components that influence performance. These
elements serve as the foundation for the problem formulation and simulation setup discussed in

subsequent sections.

3.3.1 Network representation

The SD-IoT network is represented by an undirected graph G = (V,E), where V = S U C. Here,
S = {s1,52,...,s,} denotes the set of switch locations and C = {c1, c», ..., cy} represents the set of

potential controller sites, with & < |V|. The set E corresponds to the links (communication edges)
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Figure 3.3: Packet processing workflow under single (a) and multi-controller (b) architectures.

connecting the nodes in the network. Each switch is uniquely assigned to a single controller and shares

its location.

Let W;, represent the weight of node s; € §, corresponding to its traffic load, and let U,; denote
the processing capacity of controller ¢; € C. The distance matrix sp_dist = [d; ;].x. contains the
shortest path distances between every pair of switches in the network. Furthermore, Dsc denotes

the minimum communication distance (or propagation latency) between a switch s; and a controller

placed at c;.

Two latency metrics are commonly used to evaluate controller placements. The average switch to

controller latency across the network is given by:
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SCAngat(G) = Z & ZDsc X Xi,j (3.5)
cj iz

while the maximum switch to controller latency (i.e., the worst-case latency experienced by any

switch) is defined as:

K
1
SCmaxLat(G) = E Z_; rsl}gg( D X Xi,j (3.6)

In these expressions, x; ; € {0, 1} is a binary variable indicating whether switch s; is assigned
to controller ¢, D, represents the propagation latency between switch s; and controller ¢, and ¢,
denotes the number of switches assigned to controller c;.

This graph-based abstraction enables rigorous mathematical formulation and supports flexible
modeling of network heterogeneity, link delays, and controller load, which are critical for realistic

SD-IoT environments.

3.3.2 Node and link characteristics

In SD-IoT environments, the dynamic nature and density of connected IoT devices generate highly
variable traffic flows across the network. This variability directly affects the workload distribution
among switches. Some switches operate within regions of sparse 10T’ deployment and handle minimal
traffic, while others are situated in dense zones where large volumes of sensor-generated data must
be processed and forwarded. To accurately capture this heterogeneity, our model incorporates non-
uniform switch loads, allowing each switch to reflect its local IoT traffic intensity.

Throughout our contributions, we adopt this heterogeneous switch load model to ensure a more
realistic and performance sensitive evaluation. This approach allows us to better assess the impact of
controller placement decisions on system behavior under uneven traffic conditions.

In addition, each link in the network is assigned a propagation delay that is assumed to be
proportional to its physical length. This assumption reflects the fact that transmission latency grows

with geographical distance, a critical factor in latency-aware controller placement strategies.

3.3.3 Controller features

Controllers in SD-IoT architectures are central entities responsible for managing data plane operations,

computing forwarding decisions, and maintaining global network views. In our system model, each
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controller is assumed to possess a finite processing capacity denoted by U, ;, which limits the number
of switches and flow requests it can handle simultaneously without performance degradation.

To reflect practical deployment scenarios, we consider a load balancing constraint such that no
controller is overloaded beyond its capacity. This ensures fair distribution of switch to controller
assignments and avoids bottlenecks. Furthermore, controllers are capable of communicating with
each other over dedicated or shared links, which becomes essential in multi-controller deployments
for tasks such as topology synchronization and inter-domain routing decisions.

All controllers are also co-located with switch nodes, implying that a controller is physically
deployed at the same location as one of the network’s switches. This co-location model reduces
deployment cost and simplifies the controller switch connectivity assumptions.

To enforce load-aware operation, we ensure that the total load aggregated from the switches
assigned to a given controller does not exceed its processing capacity. This condition is captured by

the following constraint:

N
Zwsi xx;<U; VjeC (3.7)
i=1

Here, Wy, represents the traffic load generated by switch s;, x; ; € 0,1 is a binary variable that
specifies whether switch s; is associated with controller c;, and U,; denotes the processing capacity

of controller c;.

3.3.4 Communication delays

In all proposed approaches, the communication delay considered is the propagation latency, which is
directly proportional to the physical distance between communicating nodes in the SD-IoT network.
This metric provides a practical approximation of delay and is essential for evaluating controller
placement strategies and the efficiency of control signaling.

To compute the distance between nodes, we adopt two different methods depending on the nature
of the topology. For real-world topologies represented through geographic coordinates (longitude and
latitude), we employ the Haversine formula to calculate the great-circle distance between any two

nodes on the Earth’s surface:

A — ﬂ") (3.8)

Dist(s;, si7) = 2R - arcsin \/Sin2 (%) + cos(¢;) - cos(g;r) - sin’ ( 5
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where Dist is the geographic distance, R is the Earth’s radius, ¢;, ¢;» are the latitudes, and A;, A;/

are the longitudes of the two nodes.

For synthetic topologies, where nodes are generated on a 2D plane with (x, y) coordinates, we use

the Euclidean distance to evaluate the physical proximity between any two connected switches:

Dist(s;, si7) = vV (x; — xi1)2 + (yi — yir)? (3.9)

Once the distances are obtained, we convert them into propagation latencies using the formula:

Dist(s;, s7)  (m)
2 x 108 (m/s)

PropagationDelay (s;, s;7) = (3.10)

where the denominator approximates the propagation speed of signals in optical fiber.

In all our models and experiments, we account for two primary types of latency: the latency
between a switch and its assigned controller, and the latency between controllers. For each case,
we evaluate the average and worst-case (maximum) latencies, which are critical for determining the

responsiveness, scalability, and synchronization capability of the SD-10T control plane.

As the number of deployed controllers increases and their placement becomes more distributed
across the network, the average distance between switches and their respective controllers generally
decreases. This leads to a reduction in switch to controller communication latency and traffic vol-
ume. Conversely, with fewer and more centralized controllers, inter-controller communication tends
to dominate due to the increased need for synchronization among distant controllers. Therefore,
optimizing controller placement requires a careful balance between minimizing switch to controller

and inter-controller communication overheads.

This trade-off is illustrated in Figure 3.4, which presents a toy example of an IoT network with six
switches. The configuration on the left employs two controllers located at switches 1 and 2, whereas the
configuration on the right utilizes three controllers placed at switches 1, 2, and 3. In the first scenario,
the number of inter-controller (red) links is smaller, but the switch to controller (green) connections
are longer and more numerous. Conversely, in the second scenario, adding an additional controller
shortens the switch to controller paths while increasing the inter-controller communication overhead.
The most suitable placement configuration ultimately depends on the relative communication cost

between these two types of traffic, particularly in large-scale SD-IoT networks.
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Switch Controller Network link Switch to controller link Controller to controller link

Figure 3.4: Illustrative example: Comparison between two different controller placement strategies. In
the first case (left), controller positioning leads to higher C—S communication, while in the second case
(right), C—C communication becomes more dominant. Green lines denote C—S connections, and red
lines represent C—C connections, with line widths proportional to the corresponding communication
load.

3.3.5 Traffic load model

In the literature, numerous approaches addressing the CPP assume a homogeneous traffic model,
where all switches are treated as generating an equal amount of data traffic. While this simplification
facilitates analytical modeling and reduces computational complexity, it does not reflect the traffic
diversity typically observed in real-world SD-IoT environments. Some recent studies have begun to
explore heterogeneous traffic models, assigning different load levels to switches based on arbitrary or
domain-specific criteria. However, these approaches often fall short of incorporating the traffic load
variability directly into the latency-aware optimization formulations of the CPP.

To address this gap, our contributions adopt a more realistic and adaptive modeling of switch-

generated traffic loads by exploring two complementary strategies:

* Random load assignment. In the first approach, we assign traffic loads to switches randomly,
following a bounded distribution to simulate generic heterogeneous environments without prior

spatial knowledge.

* Population-based load generation. The second, more context-aware method, derives the traffic
load at each switch from the population density of the area it serves. This assumption is grounded
in the IoT paradigm, where each individual is likely to own or interact with multiple IoT devices

(e.g., smartphones, wearables, smart appliances). Consequently, the expected traffic load is
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considered proportional to the number of individuals within a switch’s coverage zone. This
model provides a more realistic representation of urban and densely populated deployments,

particularly in smart city or healthcare monitoring scenarios.

By integrating these heterogeneous load profiles into our optimization framework, we aim to
enhance the precision and scalability of CPP solutions, especially when balancing controller workloads

and minimizing latency in high-density SD-IoT deployments.

3.3.6 Assignment constraints

The CPP in Software-Defined IoT networks must adhere to a set of essential constraints to guarantee
the feasibility, efficiency, and stability of the control plane. These constraints ensure proper mapping
between switches and controllers, enforce capacity limitations, and maintain logical consistency across
the network. In this work, we consider the following assignment constraints:

First, each switch must be assigned to exactly one controller, ensuring that every switch has a

designated control point and that no switch is left unmanaged. This is expressed as:

K

Y xj=1 Vies (3.11)
=

Second, each controller must be deployed at exactly one switch location, preventing multiple

controller instances from being assigned to the same position:

N
D yust1 Viec (3.12)
i=1

Third, the cumulative traffic load assigned to a controller must not exceed its processing capacity,
which safeguards against overloading and performance degradation. This capacity constraint is
formalized in Eq. ( 3.7).

Lastly, from a logical feasibility perspective, the number of controllers K deployed in the network
must not exceed the number of available switch locations |S|. This constraint ensures that controllers

can only be co-located with valid network nodes:

K <|S| (3.13)

Together, these constraints form the foundational rules for a viable controller placement strategy

that is consistent with the physical and logical structure of SD-10T networks. They are integrated into
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all optimization models discussed throughout our work to ensure that solutions are both operationally

sound and practically deployable.

3.4 Network topologies for evaluation

To comprehensively evaluate the proposed solutions for the CPP in SD-IoT environments, our contri-
butions rely on a wide range of network topologies varying in size, type, and structural complexity.
These topologies include both real-world and synthetically generated networks, ensuring that the
analysis is both practically grounded and theoretically robust.

We consider three network scales: small, medium, and large topologies, in order to test the
scalability and performance of our models under varying conditions. Two main categories of topologies

are used:

* Real-world topologies. extracted from the widely-used Internet Topology Zoo (ITZ) dataset,
which provides a curated collection of network topologies sourced from service providers,
universities, government agencies, and multinational corporations. These topologies capture
the realistic structure of operational networks across different geographic scopes, such as intra-
city, inter-city, and even inter-country backbones. The diversity in topology sizes, connectivity,
and geographic layouts makes them ideal for validating the adaptability and resilience of our

proposed algorithms.

* Synthetic topologies. which are programmatically generated using custom Python scripts. Two

node positioning strategies are adopted:

— Uniform distribution. switches are evenly spaced across the region, ensuring balanced

coverage.

— Random distribution. switches are placed without a fixed pattern, producing areas with

higher and lower densities across the network.

For these synthetic networks, the node coordinates are randomly assigned in a 2D space, and
connectivity is established based on distance thresholds to ensure overall network connectivity. This
allows for controlled experimentation across different network densities and link configurations.

In addition to leveraging existing real-world data, one of our key contributions is the design of

a novel national-level topology representing Algeria. Inspired by the ITZ structures, this topology
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models each Algerian state (wilaya) as a node, with links established based on shared borders and
estimated traffic significance. The aim is to create a realistic testbed tailored to national-scale SD-
IoT deployment scenarios. This model enables a contextual performance evaluation of controller
placement strategies in the context of Algerian infrastructure and population distribution.

A complete description and visual representation of all topologies used both synthetic and real is
provided in the following chapters, including node and link counts, spatial dimensions, and specific

use cases for each topology.

3.5 Performance metrics

In order to evaluate the performance of the proposed controller placement strategies in SD-10T net-
works, we use six complementary performance metrics, with a particular emphasis on latency. These
metrics collectively capture responsiveness, traffic handling capacity, resilience, and computational

feasibility vital factors for real-world SD-IoT deployments.

* Switch to controller average latency. The mean delay experienced by switches when com-
municating with their assigned controller. This metric reflects the overall responsiveness of the

network and is critical for time-sensitive 10T applications.

* Switch to controller maximum latency. The highest observed delay among all switch to
controller paths. It serves as a worst-case performance measure, ensuring that even the farthest

or densest switches maintain acceptable latency bounds.

* Controller to controller average latency. The average delay between all pairs of deployed
controllers. This indicates the efficiency of inter-controller communication, which is essential

for network synchronization, global view sharing, and distributed decision-making.

* Switch to controller average flow rate. Calculated as the total traffic flow divided by the
total latency across all switch controller links, this metric quantifies the network’s throughput

efficiency how well the control plane supports data traffic relative to the incurred latency.

* Reliability under controller failure. The proportion of switches that maintain connectivity to
an operational controller after the failure of one controller. This measures the resilience of the

placement strategy against single-controller failures and informs redundancy planning.
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* Execution time. The runtime required by placement algorithms to compute controller de-
ployment and assignment. This metric evaluates computational scalability and determines the

practical suitability of each method for deployment in large-scale networks.

3.6 Conclusion

We have laid out a rigorous modeling framework and formulated the CPP with mathematical precision,
capturing all relevant constraints and performance factors. By integrating realistic network attributes
and diverse topologies, we set a solid stage for empirical assessments. The six selected metrics enable
comprehensive performance evaluation of controller placement schemes. Building on this foundation,
subsequent chapters will introduce our original optimization algorithms designed to deliver scalable,

efficient, and resilient CPP solutions in SDN-enabled IoT environments.
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Contributions



Exact Controller Placement in SD-IoT: From

Free-Space to Realistic Topology Design

4.1 Introduction

The efficient placement of controllers is a fundamental challenge in SD-IoT networks, directly im-
pacting performance, scalability, and resilience. While numerous studies have addressed this problem
under simplified or idealized conditions, there remains a significant gap in integrating both realis-
tic traffic heterogeneity and topology constraints in the controller placement process. This chapter
presents a twofold contribution. First, we propose a free-space placement approach that incorporates
heterogeneous traffic loads to optimize controller location beyond the physical positions of switches.
Second, recognizing the limitations of abstract models, we extend the study to a realistic, topology-
aware placement for SD-IoT using the Algerian national network as a representative case study.
Through this methodology, we demonstrate how combining traffic awareness and topology constraints

leads to more efficient and practical controller deployment strategies.
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4.2 Single Controller Deployment in Free-Space SD-IoT under
Heterogeneous Traffic Conditions

To initially demonstrate the effectiveness of considering heterogeneous switch loads in the controller
deployment process, we begin by determining the optimal placement of a single controller within the
network area. Unlike traditional approaches where the controller is restricted to existing switches,
this preliminary study allows the controller to be positioned freely within the geographical space,
independent of switch locations. This free-space scenario provides an ideal benchmark to assess

performance under optimal conditions.

4.2.1 Problem statement and motivation

The CPP is a critical design consideration in Software-Defined IoT networks, directly impacting
network performance in terms of latency, scalability, control overhead, and fault tolerance. Existing
research on CPP, whether targeting traditional SDN environments [86, 89,98, 103, 111, 112,119, 128],
predominantly adopts a restricted search space approach, where the controller’s position is selected
exclusively from a predefined set of locations corresponding to existing network switches. While this
methodology simplifies the search space and aligns with practical deployment constraints, it imposes
significant limitations on finding the true optimal placement, especially in large-scale or geographically
distributed IoT networks.

Restricting controller placement solely to predefined node locations may lead to suboptimal net-
work performance. This limitation neglects the underlying geographical layout and spatial distance
distribution within the deployment area, potentially resulting in inefficient controller positioning. Fur-
thermore, it prevents the exploitation of alternative infrastructure or free-space locations that could
offer improved latency and enhanced traffic load distribution. In addition, such a restriction fails to
account for dynamic network characteristics, particularly heterogeneous traffic demands originating
from different regions, which can significantly influence overall system efficiency and responsiveness.

Recent works, such as [88], have recognized these limitations and proposed the open search
approach, which allows the controller to be placed anywhere within the geographical area, independent
of switch positions. This approach is increasingly feasible due to advancements in remote sensing
technologies and semantic segmentation of satellite imagery [129], which enable precise identification
and classification of sub-regions within the deployment area for potential controller installations.

Such methods provide the network designer with unprecedented flexibility, opening opportunities to
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optimize controller placement beyond conventional node-constrained models.

Nevertheless, even state-of-the-art open search methods often neglect a crucial aspect of real-world
IoT networks: the heterogeneity of traffic loads across switches. Iol environments are inherently
characterized by varying device densities, application requirements, and data generation patterns.
Some switches serve as gateways for highly active clusters of devices, leading to significantly higher
traffic loads, while others experience relatively light traffic. Ignoring this heterogeneity in controller
placement decisions can result in suboptimal controller to switch latencies for heavily loaded nodes,
imbalanced utilization of the control plane, and an increased number of controllers required to satisfy
latency or fault-tolerance constraints.

To clearly illustrate this gap and motivate our contribution, we present a conceptual example,
depicted in Figure 4.1, of a simple SD-IoT network consisting of four fully connected switches (S1,
S2, S3, and S4) arranged at the corners of a square area with a side length of 200 meters. Table 4.1
summarizes the coordinates and traffic load (expressed as node weights) for each switch. The traffic
loads are intentionally heterogeneous, with switch S2 handling a significantly higher volume of flows
than the others. We analyze three distinct scenarios to evaluate the impact of controller placement

strategies:

1. Restricted search approach (Scenario 1). The controller is restricted to one of the switch
positions, as in conventional methods. The optimal among these locations is chosen based on

minimizing switch to controller latency.

2. Open search without load awareness (Scenario 2). The controller can be freely placed within

the area, following the method proposed in [88], but without considering traffic heterogeneity.

3. Proposed open search with traffic load consideration (Scenario 3). We introduce a novel
approach that combines the flexibility of open search with an explicit consideration of hetero-

geneous switch traffic loads to optimize controller placement decisions.

Table 4.1: Information on the topology for Figure 4.1.

Labels/Placements S1 S2 S3 S4 C(p) Co)
x-coordinate 0 200 0 200 100 150
y-coordinate 200 200 0 0 100 150
Load (switch) 100 500 100 100 / /

The comparison is conducted based on three key performance indicators: latency, the number

of controllers required, and traffic load distribution. The results, summarized in Table 4.2, clearly
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O controller O Switch

Figure 4.1: SDN switch traffic loads and controller placement effects.

demonstrate the impact of different controller placement strategies on overall network performance

and management efficiency.

* Latency reduction. In Scenario 1, restricted to node locations, the worst-case (maximum)
switch to controller latency is 5x200x V2 (ms). Scenario 2 achieves better latency by positioning
the controller at the geometric center, reducing the worst-case latency to 5 x 100 X V2 (ms).
Our approach in Scenario 3, by prioritizing proximity to the heavily loaded switch (S2), further
reduces the worst-case (maximum) latency to 5 x 50 x \2 (ms), effectively halving the delay

compared to Scenario 2.

« Controller count optimization. To satisfy a maximum latency constraint of 5 x 50 X V2 (ms),
the restricted search approach requires deploying at least two controllers at different switch
locations. The open search method without traffic awareness still necessitates more than one
controller. In contrast, our proposed approach achieves the same performance threshold with

only a single controller, demonstrating improved deployment efficiency.

500
5%200xV2 "

while our load-aware placement in Scenario 3 nearly

¢ Traffic load distribution. In Scenario 1, the maximum achievable flow rate is

500
5%100xV2’

doubles it to - :82 7’ highlighting improved controller utilization and enhanced traffic-handling

Scenario 2 increases this to

capability.

These results underscore the limitations of both the restricted search and traffic-agnostic open
search methods. Our proposed approach addresses these gaps by combining the flexibility of free-
space placement with an explicit consideration of heterogeneous traffic loads, leading to tangible

improvements in latency, controller efficiency, and overall network performance. This illustrative
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Table 4.2: Analytical comparison of the three cases shown in Figure 4.1.

Metrics Case (A) Case (B) Case (C)
Maximum Latency (ms) 1414.21 707.10 353.55
Average Latency (ms) 604.73 282.84 110.23
Maximum Load Rate 0.35 0.71 1.42
(Flows/ms)

Average Load Rate 0.45 0.71 0.78
(Flows/ms)

example highlights the necessity of incorporating switch traffic loads into the controller placement

process, a consideration that is formally addressed and evaluated in the subsequent sections.

4.2.2 Proposed approach

The proposed method aims to jointly optimize both the latency between switches and the controller,
as well as the efficient handling of heterogeneous traffic loads within an SD-IoT environment. The ap-
proach follows a two-phase process: first, it performs a location-independent identification of potential
controller placements, where the search space is extended beyond switch locations to encompass the
entire network area; second, it conducts a traffic-aware optimization of controller placement, integrat-
ing switch-specific traffic loads into the placement decision to enhance overall network performance.
For clarity, the proposed method is illustrated and validated using a single-controller scenario within

a given SD-IoT domain.

A) Location-independent identification of potential controller placements

The first phase eliminates the limitations of traditional switch-constrained placement by enabling the
controller to be positioned anywhere within the deployment area. This follows the general principles
of the location-independent controller placement model initially proposed in [88].

The procedure starts by geometrically characterizing the network. In this step, Welzl’s algo-
rithm [130] is employed to determine the Smallest Enclosing Circle (SEC) that encompasses all
network switches. The SEC is defined by its center coordinates (x, y) and radius R, representing the
maximum feasible area for potential controller placements.

To systematically generate candidate locations for the controller within this region, we follow a
structured sampling approach based on radial distributions. We define a distance parameter D g,

determining the spacing between successive concentric circles within the SEC, computed as:
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R
Dstop = ; (41)

Here, n denotes the desired number of subdivisions, controlling the granularity of potential

placements.

Next, for each concentric circle generated within the SEC, candidate controller positions are
uniformly distributed along its circumference. The angular separation between two consecutive

positions on the same circle is given by:

D yi0p X 360°

Angle =
nele 2XTXR

4.2)

This systematic placement strategy produces a comprehensive set of potential controller P¢ loca-
tions, independent of switch positions, while ensuring spatial uniformity. Figure 4.2 visually illustrates

an example of this process.

The entire procedure is formalized in the flowchart depicted in Figure 4.3(A). The method takes
as input a graph G (S, E), where S represents the set of switches and E the set of links, abstracting the

network topology for the domain under consideration.

o
)
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o ®
°
Angle r
o
@ Switch \O\\ el
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O Possible location for *--O
controller

Figure 4.2: Example of a possible controller location generated according to the steps in Figure 4.3
(A).
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B) Traffic-aware optimization of controller placement

Once the set of feasible controller locations is established, the second phase focuses on identifying the
optimal placement by incorporating the heterogeneous traffic loads generated by switches.

The process begins by assigning a specific traffic load to each switch, reflecting its role and activity
within the IoT network. Due to the variability of traffic loads across switches, normalization is required
to ensure comparability. The normalized node weight Wy, for each switch s; is calculated using the

Min-Max Normalization formula below:

Xsi — Xmin

max — Xmin

W, = Ymin + ( ) X (Ymax = Ymin) (4.3)

Where X;; denotes the raw traffic load of switch s;, X, and X, represent the minimum and
maximum traffic loads in the network, and y,,;, and y,,,. define the target normalization range that
ensures all node weights remain within consistent bounds. This transformation standardizes traffic
load values, facilitating their direct integration into the placement optimization process.

The objective is to determine the controller location that minimizes the maximum switch to
controller latency, taking into account the normalized traffic load of each switch. The optimization

problem is formulated as follows:

SCmaxrLat(G,Pc) = min _max (Dy X Wy,) (4.4)

c;€EPcUS s;€8

Where D, denotes the distance (or latency) between switch s; and the candidate controller position
c¢;, and Wy, represents the normalized weight corresponding to the traffic load of switch s;. The set
Pc U S represents the union of all generated possible controller locations and the list of switches. The
outer minimization seeks the controller location that results in the lowest maximum weighted latency
across all switches.

The flowchart in Figure 4.3 (B) summarizes this selection process, ensuring that the final controller
placement achieves a balanced compromise between minimizing latency and effectively handling

heterogeneous switch traffic.

4.2.3 System model

To assess the effectiveness of the proposed approach, extensive simulations are performed using real-

world network topologies obtained from the ITZ [131]. Specifically, five distinct network topologies
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Figure 4.3: Left (A): Switch Location-Independent algorithm for controller placement; Right (B):
Selecting the optimal controller placement considering the heterogeneous switch flows.

are considered: GridNet, Abilene, GoodNet, PsiNet, and OS3E. The structural characteristics of
these topologies, including the number of nodes and edges, are summarized in Table 4.3, while their

graphical representations are depicted in Figure 4.4.

Table 4.3: Characteristics of the network topologies used.

Topology Number of Nodes Number of Edges
GridNet 9 20
Abilene 11 14
GoodNet 17 31
PsiNet 24 25
OS3E 34 42

In alignment with realistic IoT deployment scenarios, we assume a heterogeneous traffic envi-
ronment. The maximum traffic generation capacity of each switch is assigned randomly within a
predefined range of 0.04 to 0.4 million flows per second (MFlows/s), consistent with traffic profiles
used in [86]. The upper bound of 0.4 MFlows/s represents the maximum potential flow generation
per switch within the network.

For the purpose of this study, the entire network is considered a single administrative domain,

requiring the deployment of only one controller to manage the control plane. This setting allows for
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Figure 4.4: Visualization of the five network topologies considered in the simulations.

the evaluation of our proposed method in scenarios where centralized control is maintained. The
proposed Heterogeneous Traffic Flow—based Controller Placement (HTF-CP) method is implemented

and compared against two benchmark approaches:

* Lidy+ approach [88], representing an open-search controller placement technique without

traffic awareness.

* Random placement, where the controller location is selected arbitrarily within the network

area.

All simulations are executed using Python 3.12.0 within a computational environment running
Windows 10 (64-bit) and equipped with an Intel Core 17 processor, 16 GB of RAM operating at 2667

MHz, and a 1.6 series graphics card. The simulation setup is based on several assumptions. The
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distance between switches is known and is considered directly proportional to the communication
latency. Each switch exhibits a heterogeneous maximum flow generation capacity, reflecting realistic
IoT traffic patterns. The network coordinates of all switches are precisely defined and known. For the
potential controller placements, the number of concentric subdivisions in (4.1) is fixed at n = 10. The
performance of the proposed HTF-CP approach is evaluated using key network performance metrics,
namely the maximum and average latency between switches and the controller, as well as the average
traffic load rates managed by the controller.

After applying the method described in [88], the number of potential controller locations generated
for each concentric circle, with n = 10 subdivisions, is presented in Table 4.4. This distribution ensures
both fine-grained spatial coverage near the center and an expanded search space toward the network

boundaries.

Table 4.4: Number of potential controller placements per circle.

Circle index 1 2 3 4 5 6 7 8 9 10  Total
Potential placements 6 12 18 25 31 37 43 50 59 62 340

Comparative analysis with the Lidy+ and random placement approaches provides insights into the
advantages of integrating traffic heterogeneity awareness into the controller placement process. The
results and discussion, presented in subsequent sections, demonstrate the capability of the proposed

method to enhance overall network performance.

4.2.4 Results and discussion

This section presents a detailed performance analysis of the proposed controller placement method
against existing solutions. Through simulations conducted on five realistic topologies, we analyze
key performance indicators including maximum latency, average latency, and network load rate to

demonstrate the effectiveness of our approach.

A) Switch to controller maximum latency

The switch to controller maximum latency (denoted as SCyyqxrq:) reflects the worst-case communi-
cation delay between the deployed controller and the farthest switch in the network. This metric is
computed using the maximum normalized distance between the controller and all switches, as defined

in Eq. (4.4).
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Figure 4.5 presents a comparative analysis of SCys4x1.4: across the five selected network topologies
using our proposed approach, the Lidy+ method, and a Random placement baseline. The results
clearly demonstrate that our method consistently achieves the lowest maximum latency across most
topologies. This improvement is attributed to the traffic-aware placement strategy, which prioritizes

positioning the controller closer to high-load switches.

Moreover, as the network size increases from GridNet to OS3E a natural growth in maximum
latency is observed across all approaches, consistent with larger geographic coverage and higher
node density. However, despite this increase, our approach maintains superior performance, keeping
SChraxra:r lower than both Lidy+ and Random placements. An exception is noted for the PsiNet
topology, where the performance of Lidy+ approximates that of our approach, highlighting topology-

specific behavior that could merit further investigation.
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Figure 4.5: Comparison of maximum switch to controller latency across five topologies.

B. Switch to controller average latency

In addition to SCy4x1as, €valuating the average latency provides insight into the overall communication
efficiency between the controller and all switches. The average switch to controller latency (SCavgrar)
is computed after obtaining the best controller placement B, using Egq. (4.4), as the weighted sum of
latencies from each switch to the controller, normalized by the total number of switches, as expressed

in Eq. (4.5).
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1
SCAngat(G’ B.) = m X E d(s;, B¢) X Wsi 4.5)
i=1

Figure 4.6 displays the results for SCay14: across the five networks under the three placement
strategies. As expected, the Random approach yields the highest average latency across all topologies,
confirming the inefficiency of uncontrolled controller placement. The Lidy+ method achieves better
performance by leveraging location-independent placement, yet it overlooks traffic heterogeneity.

In contrast, our proposed method systematically outperforms both baselines by incorporating
switch traffic loads into the placement decision. This ensures that switches with high traffic demands
experience reduced communication delays, leading to a lower overall average latency. The performance

gap between our approach and Lidy+ becomes more pronounced as network complexity increases.
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Figure 4.6: Comparison of average switch to controller latency across five topologies.

C) Average load rate

Given that traffic loads are heterogeneous across switches, an effective controller placement strategy
should enhance the network’s overall load handling capacity. To assess this, we compute the average
load rate using Eq. (4.6), reflecting the system’s ability to process flows efficiently based on controller

placement.

Total flow

SCAnglowRate(Ga Bc) = SCavel t(G B ) (4.6)
vgLa » D¢
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Figure 4.7 summarizes the comparative results for the average load rate using our proposed method,
Lidy+, and the Random approach across the five networks. It is evident that our method consistently
achieves the highest load rate in all topologies. This improvement stems from the strategic placement
of the controller near switches with higher traffic demands, thereby optimizing resource utilization
and reducing bottlenecks.

The Random approach exhibits the poorest performance due to arbitrary placements that often
neglect high-demand regions of the network. The Lidy+ method shows moderate improvements
by exploring location-independent placement but remains sub-optimal in scenarios where traffic
heterogeneity significantly influences network performance.

In summary, the results confirm that integrating traffic-awareness into controller placement yields
substantial benefits in terms of both latency reduction and traffic load handling, reinforcing the practical

advantages of our approach.

B Proposed Method
I Lidy Method
B Random Method

100 1

Average load rate

GridNet Abilene GoodNet Psinet 053E

Figure 4.7: Comparison of Average Load rate in five topologies.

4.3 Topology-aware controller placement for SD-IoT: case study

of the algerian network

In this section, we extend our study to a real-world inspired SD-IoT scenario by modeling the Algerian

national network topology. This case study aims to demonstrate the applicability and effectiveness of



4.3 Topology-aware controller placement for SD-IoT: case study of the algerian network 75

our controller placement strategy in a geographically distributed, population-aware network environ-

ment.

4.3.1 Problem statement and motivation

In this study, we propose the design of an SDN-based infrastructure that reflects Algeria’s geographical
characteristics, with a primary focus on minimizing latency one of the major performance challenges
in SDN-enabled IoT environments. To date, no SD-IoT topology reflecting Algeria’s geographic and
demographic distribution has been proposed in the literature. In contrast, other regions, such as
the United States, Germany, and China, benefit from publicly accessible network datasets, including
Internet2 OS3E [132], DFN, and ChinaNet [131], which have facilitated extensive research on realistic,
large-scale network performance evaluation.

Inspired by these existing resources, our objective is to design a novel SD-IoT topology for Algeria
that considers both the spatial distribution of states and realistic traffic heterogeneity. Notably, previous
studies assume either uniform node distributions or randomly generated switch traffic, which does not
accurately capture the network dynamics of real-world environments. Moreover, it has been shown
that a single controller is insufficient to cover a geographically large or highly populated region while
maintaining acceptable latency levels, particularly in the presence of heterogeneous traffic demands.

To overcome these limitations, we propose a two-step modeling and optimization framework.
First, we generate two distinct instances of the Algerian SD-IoT topology: one with homogeneous
(unit-weight) nodes, and another weighted instance, where node weights reflect the actual population
of each state. This approach introduces realistic traffic variability into the network model.

Subsequently, to ensure scalability and minimize latency, we apply a clustering-based controller
placement strategy. Specifically, the k-means clustering algorithm is used to partition both the
homogeneous and heterogeneous topologies into clusters. Within each cluster, the controller placement
is optimized using both K-median and K-center algorithms, targeting average latency minimization
and worst-case latency reduction, respectively. The main contributions of this study are summarized

as follows:

* Development of the first SD-I0T network topology specifically modeled for Algeria based on

the country’s administrative division.

* Construction of a population-weighted version of the network to realistically represent hetero-

geneous traffic patterns across different states.
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* Application of k-means clustering to both network instances to improve scalability and manage-

ment.

* Within each cluster, deployment of K-median and K-center algorithms, along with their improved
versions, to optimize controller placement considering both average and worst-case latency

metrics.

* Comprehensive performance evaluation and comparison between the different placement ap-
proaches, demonstrating the benefits of integrating geographical and traffic-aware information

into SDN controller deployment strategies.

This methodology not only contributes a new reference topology for Algeria but also highlights
the significance of combining demographic data with network softwarization techniques to improve

the performance and resilience of SD-IoT infrastructures.

4.3.2 Methodology

In this section, we present the methodology adopted to design a realistic SDN-based network topol-
ogy for Algeria, with particular emphasis on latency-sensitive scenarios and heterogeneous traffic
considerations. Our approach involves translating the geographical map of Algeria into a structured
network graph, where each administrative state (wilaya) is modeled as a network node, and physical
adjacencies between states determine the interconnections (edges). The resulting topology is further
enhanced by introducing population-based weights for each node, capturing realistic traffic generation
potential. This modeling is crucial for simulating practical SD-IoT' deployments, as traffic genera-
tion is inherently linked to population distribution, particularly given that mobile devices represent a
significant portion of 10T end devices.

The methodology consists of two main stages. First, a baseline topology is constructed with
uniformly weighted nodes. Second, the topology is refined by incorporating population-driven het-
erogeneous node weights to better represent realistic traffic conditions. An overview of the entire
process is illustrated in Figure. 4.8, which depicts both the physical map of Algeria and the corre-

sponding generated network graph.

A) Baseline topology with uniform node weights

We begin by constructing a geographical network abstraction of Algeria based on the country’s

administrative divisions. The coordinates of each state’s centroid (longitude and latitude) were
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Figure 4.8: (a) Geographical map of Algeria. (b) Network topology where nodes represent Algerian
states, and edges reflect physical borders between neighboring states.

collected from reliable sources such as Google Maps to ensure accurate spatial placement of nodes

within the topology. Two nodes are connected by an edge if the corresponding states share a land-based

geographical border. The generated graph structure, shown in Figure. 4.8(b), models Algeria as a

77
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contiguous, undirected network suitable for SDN-based simulations.

In this initial representation, all nodes are considered to have equal, unitary weights. While this
simplifies certain network evaluations, such an assumption fails to capture the significant heterogeneity
in population density, urbanization, and traffic demand across different regions, motivating the next

stage of our methodology.

B) Population-driven heterogeneous node weights

To develop a more realistic network model that reflects the diverse traffic generation capacities across
Algeria, we incorporate node weights derived from each state’s population. This enhancement ac-
knowledges that states with higher populations, such as Algiers or Oran, contribute more substantially

to network load than sparsely populated regions like Illizi or Djanet.

The weight Wy, assigned to each node s; (state 1) is computed using a standard min-max normal-

ization technique, defined as follows [133]:

Psi_Pmin

Ws = Ymin+ | 57—
. Ymin (Pmax _Pmin

) X (Ymax = Ymin) 4.7)

Where P;, denotes the population of state s;, based on the latest available statistics published by
Algerian government sources' . The terms Ppip and Ppax represent the minimum and maximum
population values among all 58 Algerian states, respectively, while yni, and ymax define the normal-
ization range for weights, fixed to [1, 10] to reflect realistic traffic demand variability and maintain

computational stability.

This normalization ensures that nodes representing highly populated regions are assigned higher
weights, modeling both increased connectivity requirements and greater data generation potential
in line with SD-IoT principles. Such a heterogeneous weight distribution is critical for accurately
evaluating controller placement strategies, traffic engineering, and latency performance under realistic

operating conditions.

The computed weights for all 58 Algerian states are summarized in Table 4.5. This realistic,
population-weighted topology serves as the foundation for our SDN simulations, providing a more
accurate evaluation environment for controller placement optimization, traffic engineering strategies,

and latency management.

Thttps://interieur.gov.dz/Monographie/
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Table 4.5: Algerian network topology: states and assigned weights.

ID State (Wilaya) Weight 1D State (Wilaya) Weight
1 Adrar 2.04 30 Ouargla 2.24
2 Chlef 4.70 31 Oran 6.80
3 Laghouat 2.86 32 El Bayadh 1.91
4 Oum El Bouaghi 3.12 33 lizi 1.13
5 Batna 4.76 34 Bordj Bou Arreridj  2.98
6 Bejaia 3.68 35 Boumerdes 3.61
7 Biskra 3.11 36 El Tarf 2.29
8 Bechar 1.80 37 Tindouf 1.24
9 Blida 4.68 38 Tissemsilt 1.97
10 Bouira 3.29 39 El Oued 3.00
11 Tamanrasset 1.47 40 Khenchela 2.26
12 Tebessa 3.12 41 Souk Ahras 2.44
13 Tlemcen 4.00 42 Tipaza 291
14 Tiaret 3.89 43 Mila 3.70
15 Tizi Ouzou 4.27 44 Ain Defla 3.48
16 Algiers 10.00 45 Naama 1.76
17 Djelfa 5.12 46 Ain Temouchent 2.16
18 Jijel 3.14 47 Ghardaia 2.13
19 Setif 6.10 48 Relizane 3.61
20 Saida 2.09 49 Timimoun 1.30
21 Skikda 3.98 50 Bordj Badji Mokhtar 1.01
22 Sidi Bel Abbes 2.93 51 Ouled Djellal 1.45
23 Annaba 3.15 52 Beni Abbes 1.11
24 Guelma 2.46 53 In Salah 1.11
25 Constantine 4.52 54 In Guezzam 1.00
26 Medea 3.89 55 Touggourt 1.65
27 Mostaganem 342 56 Djanet 1.02
28 M’Sila 4.65 57 El M’Ghair 1.42
29 Mascara 3.60 58 El Meniaa 1.13

4.3.3 Results and discussion

Following the design of the SDN network topology, we employ the k-means clustering algorithm to

divide the network into domains, each managed by a dedicated controller. We consider five clustering

scenarios with 2, 3, 4, and 5 clusters. For each scenario, we evaluate the maximum and average latency

using both the K-center and K-median approaches.

This section first provides an analysis of the infrastructure deployment cost for the proposed

topology. Subsequently, we conduct a detailed performance evaluation of K-center and K-median

algorithms under two settings: (i) unweighted topology where all nodes are considered homogeneous,

and (i1) weighted topology where node heterogeneity, representing traffic load or population, is
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integrated into the controller placement process. Both worst-case (maximum latency) and average-
case latency metrics are analyzed.
The experimental framework is implemented using Python 3.12.0 to simulate k-means clustering,

K-center, and K-median algorithms, along with their enhanced variants incorporating node weights.

A) Infrastructure cost assessment

The estimated cost for deploying the proposed SDN infrastructure considers factors such as the number
of switches, total link length, number of controllers, and associated labor costs. The designed topology
comprises 58 nodes representing switches, interconnected by 140 links, with a cumulative length of
approximately 24,307 km, spanning a geographical area of 2,381,741 km?. The highest node degree
(defined as the number of neighboring nodes directly connected to a given node) is observed in El
Bayadh and Ouargla (degree 9), while the lowest degree of 2 is recorded for Tindouf, Djanet, and In
Guezzam. Itis important to emphasize that the current assessment focuses on the cost of extending the
existing infrastructure rather than constructing it entirely from scratch, leveraging already deployed

resources to achieve the proposed topology.

B) Performance of K-center and K-median in unweighted node topology

In the first set of experiments, we consider an unweighted topology, where all nodes contribute equally
to the network’s traffic load. Figure 4.9 presents the latency performance for varying numbers of
controllers (Nc) ranging from 2 to 5. Figure 4.9(a) illustrates the average latency obtained using
the K-median algorithm, while Figure 4.9(b) shows the maximum latency resulting from the K-center
approach. As expected, K-median optimizes average latency, whereas K-center focuses on minimizing
the worst-case (maximum) latency.

The optimal controller placements in both cases are determined using Eqs 3.5 and 3.6, respectively.
The results demonstrate a consistent decrease in both average and maximum latencies as the number

of deployed controllers increases.

C) Weighted node topology: K-center and K-median with node heterogeneity

To incorporate node heterogeneity representing traffic volume, population, or switch load improved
versions of the K-median and K-center algorithms are implemented. These variants account for node

weights W, in both average and maximum latency computations, as defined by Eqs 4.8 and 4.9:
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Figure 4.9: Impact of controller count on latency: K-center vs. K-median in an unweighted node
topology.
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Figure 4.10 summarizes the comparative performance in the weighted topology scenario. Fig-
ure 4.10 (a) compares the average latency obtained with both the standard K-median and its improved,
weight-aware version. Results consistently show that incorporating node weights significantly reduces

average latency, with the performance gap narrowing as the number of controllers increases.

Similarly, Figure 4.10 (b) presents the maximum latency achieved by both the original and improved
K-center algorithms. The improved version consistently outperforms the standard K-center across

all controller configurations, highlighting the importance of accounting for node heterogeneity in
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minimizing maximum latency.

In all cases, increasing the number of controllers results in a clear reduction of both average and

maximum latencies.
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Figure 4.10: Impact of controller count on latency: K-center/K-median vs. improved versions in a
weighted node topology.

D) Controller placement and distribution analysis

The impact of node weights on controller distribution is visually depicted in Figures 4.11 and 4.12,

which illustrate the controller placements under different scenarios for both K-median and K-center

approaches, along with their improved, weight-aware counterparts.

Figure 4.11 displays the controller placements after k-means clustering for scenarios with Nc=2

to 5. The left column (subfigures (a), (c), (e), (g)) corresponds to the standard K-median algorithm,

while the right column (subfigures (b), (d), (f), (h)) shows placements derived from the improved

K-median method. Controllers are visually distinguished by larger circles. The improved K-median
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clearly adjusts placements based on node weights, ensuring optimal average latency performance.

(a) Nc=2
(c) Nc=3
(e) Nc=4
(g8) Nc=5

(b) Nc =2
(d) Nc=3
(f)Nc=4a
(h) Nc=5

e

Figure 4.11: Controller placement (Nc= 2 to 5) in Algeria network using K-median and improved

K-median algorithms.

Similarly, Figure 4.12 illustrates controller distributions for maximum latency minimization. Sub-

figures (a), (c), (e), (g) correspond to the original K-center algorithm, while (b), (d), (f), (h) depict

results using the improved K-center. Again, accounting for node heterogeneity yields better-optimized

controller locations, emphasizing the necessity of weight-based placement for worst-case latency

optimization.
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The experimental results demonstrate that both average and maximum latencies decrease with an
increasing number of controllers. Moreover, incorporating node weights into K-center and K-median
algorithms significantly enhances controller placement, leading to improved network performance
in heterogeneous topologies. These findings highlight the importance of considering both node

distribution and heterogeneity for effective controller placement in large-scale SDN deployments.

Figure 4.12: Controller placement (Nc= 2 to 5) in Algeria network using K-center and improved

K-center algorithms.

(@) Nc =2 (b) Nc=2 -
(c) Nc=3 (d) Nc=3
(e) Nc=4 (fyNc=4a ;
(g) Nc=5 (h) Nc =5
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4.4 Conclusion

This chapter presented a comprehensive investigation into exact controller placement in SD-IoT net-
works, spanning both free-space and realistic, topology-aware scenarios. Initially, we introduced a
placement method that integrates traffic heterogeneity within an unconstrained search space to mini-
mize latency and balance network load. Building upon these insights, we developed a geographically
grounded SD-IoT topology for Algeria and evaluated controller placement using clustering and op-
timization techniques. The obtained results underline the importance of considering both network
structure and node-specific traffic demands for effective controller deployment. Ultimately, this chap-
ter bridges the gap between theoretical placement models and real-world network design, providing

actionable strategies for enhancing SD-IoT performance in practical deployments.



Controller Placement using Weighted

Betweenness Centrality

5.1 Introduction

This chapter provides a detailed performance evaluation of the proposed Weighted Betweenness
Centrality-based Controller Placement (WBC-CPP) approach. Through extensive simulations, we
assess the effectiveness of WBC-CPP under varying network conditions and candidate selection sce-
narios. The proposed method is assessed against state-of-the-art benchmarks to verify its performance

in optimizing latency, flow rate, and computational efficiency.

5.2 Betweenness Centrality: concept and relevance for SD-IoT

Betweenness Centrality (BC) is a fundamental network science metric used to quantify the structural

importance of nodes within a graph based on their participation in the shortest communication paths.
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For any connected network, numerous shortest paths may exist between pairs of nodes, and BC
evaluates how frequently a given node acts as an intermediary along these optimal paths. Formally,
the BC;, of a switch s; is expressed in SDN network as follows:

BC,= Y ot (81) (5.1)

g
Sk>s1€(V\si), Sk#s; SkSt

Where o, 4, (s;) represents the number of shortest paths between switches s, and s; that pass
through switch s;, and o, s, denotes the total number of shortest paths between switches s; and s;.

The significance of BC lies in its ability to identify nodes that serve as critical intermediaries
for information dissemination across the network. Nodes with high BC values inherently possess
greater influence over the flow of data, making them essential for enhancing connectivity, improving
robustness, and optimizing communication efficiency. Consequently, BC has been widely adopted
in diverse domains such as transportation networks, social network analysis, biological systems, and
communication infrastructures to reveal vulnerabilities, optimize resource placement, and improve
system resilience.

In the context of SD-IoT networks, BC offers particular advantages for addressing the CPP, which
involves determining the optimal locations for SDN controllers to ensure efficient network man-
agement. SD-IoT environments are characterized by large-scale, heterogeneous, and often dynamic
topologies, where efficient controller placement directly influences key performance metrics, including
latency, fault tolerance, and traffic load distribution.

Leveraging BC for controller placement in SD-IoT provides the following benefits:

* Reduced latency. Placing controllers at or near nodes with high BC minimizes the average and

worst-case propagation delays, as these nodes lie along the most critical communication paths.

* Enhanced network resilience. High-BC nodes play a pivotal role in maintaining network
connectivity. Their strategic utilization for controller placement increases fault tolerance and

ensures efficient rerouting during failures or disruptions.

» Improved traffic management. By focusing on topologically significant nodes, BC-based
placement supports better load balancing and prevents the formation of bottlenecks, which is

vital in dense IoT environments.

* Scalability and adaptability. BC can dynamically reflect changes in network topology, allowing

for adaptive controller reconfiguration to accommodate evolving IoT infrastructures.
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Despite these advantages, classical BC formulations assume uniform traffic distribution across the
network, a simplification that fails to capture the realities of heterogeneous IoT traffic patterns. To
address this limitation, our work introduces a weighted BC approach that incorporates real-world traffic

variability, providing a more effective controller placement strategy for complex SD-10T deployments.

5.3 System assumptions and motivation

The Controller Deployment Problem is a central challenge in SD-IoT, with the objective of positioning
controllers to optimize performance in terms of latency, reliability, and load distribution. Traditional
solutions to CPP have largely relied on graph centrality metrics, particularly closeness centrality
and eccentricity centrality, due to their ability to minimize average and worst-case communication
distances respectively [134, 135].

However, these methods inherently assume homogeneous traffic distributions, where all switches
generate equivalent data loads, an assumption that is fundamentally incompatible with real-world

SD-IoT environments. IoT networks exhibit pronounced heterogeneity in traffic generation due to:

* Application-driven variability. 10T applications such as video surveillance, environmental
monitoring, or industrial automation produce vastly different traffic profiles, ranging from high-

volume continuous streams to sporadic, low-bandwidth transmissions.

* Device density fluctuations. Certain network segments may serve high-density clusters of

devices, significantly increasing local traffic loads, while others remain sparsely populated.

» Temporal and event-driven dynamics. 1ol networks often experience time-dependent traffic
bursts or sudden surges due to event-triggered communications, as seen in smart cities or disaster

response scenarios.

These traffic disparities compromise the effectiveness of uniform centrality-based CPP strategies,
potentially leading to increased latency, congestion hotspots, and unbalanced controller workloads.

Betweenness Metric has emerged as a promising alternative for CPP by prioritizing nodes that
function as critical transit points within the network [136]. However, classical BC does not account
for the heterogeneous nature of IoT traffic, limiting its practical applicability.

To resolve this limitation, we develop a novel formulation that incorporates switch load variability

into the controller placement framework. The approach introduces a weighted betweenness centrality
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metric that extends the classical measure by integrating dynamic switch load information, thereby
aligning controller placement decisions with both network topology and real-world traffic demands.
Furthermore, a traffic-aware controller placement algorithm is developed, combining the proposed
weighted centrality metric with a latency optimization process to enable adaptive controller positioning
under heterogeneous and evolving network conditions. The proposed method is evaluated against three
state-of-the-art approaches: the exact optimal solution, the Hierarchical Clustering with Betweenness
Centrality (HC-BC) method [97], and the Louvain Community Detection with Betweenness Centrality
(Louvain-BC) approach [137]. The performance comparison considers several key metrics, covering
switch to controller and inter-controller latency, flow management efficiency under diverse traffic
conditions, and computation time.

Our proposed WBC-CPP approach bridges the gap between theoretical CPP models and the
operational complexities of SD-IoT networks. By unifying structural topology insights with traffic-
aware considerations, our method enables more robust, scalable, and efficient controller placement,
meeting the demands of modern IoT applications such as smart cities, industrial automation, and

critical infrastructure monitoring.

5.4 Problem formulation

In this work, the SD-IoT network is modeled as an undirected graph G = (V, E), where V represents
the set of nodes and E is the set of links connecting them. The nodes are divided into two distinct
categories: switches S = {sy, s2,..., sy}, which represent IoT gateways or forwarding devices, and
controllers C = {cy, ca,...,ck}, which manage the control plane of the network. Each controller is
colocated with a switch, ensuring that K < |S].

To reflect realistic deployment conditions, the geographical positions of switches and controllers
are taken into account, with the communication latency between them assumed to be proportional to
their physical distance. This distance is computed using the Haversine formula as shown in Eq. (3.8).

The SD-IoT network exhibits heterogeneous traffic patterns, meaning switches handle varying
amounts of data generated by connected IoT devices. Moreover, each controller has finite processing
capabilities, imposing additional constraints on their placement to ensure load balancing.

The primary objective of the CPP is to minimize the following key performance metrics:

* Switch to controller average latency (SCaye1 o). Weighted by the traffic load of each switch, as

defined in Eq. (4.8).
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* Inter-controller average latency (CCayg1.a). considering inter-controller communication de-

lays, defined in Eq. (5.2).

The CPP is subject to the following constraints to ensure feasibility and balanced operation:

K K
1
CCavgLar(G) = KK-D JZ:; 1=121:¢j Dee XU,

K
Dxij=1 Vies
j=1

N
ZYi,lﬁl VieC
i=1

N
D Wyxij<U, VjecC
i=1

K <|S|

The list of key notations is summarized in Table 5.1.

Table 5.1: Summary of notations used in the model.

Symbol Meaning

G = (V,E) Network graph with vertices V and edges E

S, C Sets of switches and controllers

N, K Numbers of switches and controllers
Dist_short Shortest path distance matrix

Dy, D Distances between switch to controller and controller to controller
Wi, Load at switch s;

Ue, Capacity of controller c;

Xijs Vil Binary variables for assignment and placement
Yc; Switches managed by controller c;

a Objective weighting factor

(5.2)

(5.3)

(5.4)

(5.5)

(5.6)

This system model reflects both the geographic and traffic heterogeneity of real-world SD-IoT

networks, providing the foundation for our proposed methodology.
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5.5 Proposed methodology

The placement of controllers within SD-IoT networks presents significant challenges due to dynamic
traffic patterns, heterogeneous node importance, and geographic constraints. Traditional controller
placement techniques often rely on simplified assumptions, treating the network as static and ignoring
the critical role of highly loaded or strategically positioned nodes. As a result, these methods
frequently lead to increased latency, inefficient load distribution, and degraded resilience, particularly
in large-scale IoT deployments.

To overcome these limitations, we propose the Weighted Betweenness Centrality-based Con-
troller Placement Problem (WBC-CPP) methodology. This approach extends the classical BC metric
by incorporating traffic heterogeneity, enabling more intelligent and adaptive controller placement
decisions.

The methodology consists of four main phases:

A) Computing weighted betweenness centrality

Traditional BC identifies nodes that frequently appear on shortest paths, highlighting their topological

importance. To adapt this for heterogeneous SD-IoT networks, we introduce the WBC metric:

o S
WBCy, = Toun ($i) Wi, X Wy, (5.7)
sks1€V\{si} Tsiest
SkFS]

Where o, 4, (s;) denotes the total number of shortest paths connecting nodes sx and s; that
pass through node s;, and o, 5, represents the total number of shortest paths connecting s; and s;.
In addition, W, and W;, correspond to the traffic load weights associated with nodes s and s,
respectively.

This formulation ensures that communication between heavily loaded nodes contributes more
significantly to centrality scores, aligning controller placement with both structural importance and

traffic intensity.

B) Candidate selection and scenario definition

After computing WBC for all nodes, they are ranked in descending order of importance. To manage
computational complexity while exploring optimal placements, we define five candidate groups com-

prising the top 10%, 20%, 30%, 40%, and 50% of high-WBC nodes. This strategy ensures coverage
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of both core and peripheral nodes while maintaining algorithmic scalability.

C) Placement evaluation using cost function

For each candidate group, all possible combinations of K controller placements are evaluated using a

composite cost function:

The parameter @ € [0, 1] governs the trade-off between minimizing switch to controller and

inter-controller latency, offering deployment flexibility based on network priorities.

D) Optimal placement determination

The placement combination yielding the lowest overall cost across all scenarios is selected as the
optimal solution. This ensures minimal network latency, balanced controller workloads, and enhanced
fault tolerance.

Algorithms 1 and 2 outline the main steps of the proposed approach, while Figure. 5.1 illustrates

its global workflow and major functional phases.

Algorithm 1 Frrness(Dist _short, K ,,y)

Require:
Dist_short: Shortest-path matrix,
K 05 Positions of the selected K controllers.
Ensure:
comb_cost: Fitness value of the evaluated combination.

1: for each switch s € S do
Assign s to its nearest controller based on Dist_short, while accounting for the switch load
and the number of switches currently connected to each controller.
end for
Compute the switch to controller average latency: SCayorar < Eq. (4.8)
Compute the controller to controller average latency: CCaygrar < Eq. (5.2)
Evaluate the overall fitness value: Costrimess < Eq. (5.8)
comb_cost <« CosStriness
return comb_cost

AN A

This methodology offers a scalable, traffic-aware, and topology-sensitive approach to controller

placement, making it highly suitable for dynamic, large-scale SD-IoT networks.
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Algorithm 2 WBC-CPP: Controller Placement Based on Weighted Betweenness Centrality

Require:

Dist_short: Shortest-path distance matrix,
K: Number of controllers to deploy,
Wiseore: Vector of node weights representing their relative importance.

Ensure:

—_ = = =
A T

15:
16:
17:
18:
19:
20:
21:
22:
23:

N A o ey

Cntr_pos: Optimal controller positions for five scenarios,
Cost: Corresponding cost values for each scenario.

Initialize all Wycppe[v] < O
for p — 1to5do
Cntr_pos[p] < {}
Cost[p] « o
end for
for each node v € V do
Compute the weighted betweenness centrality of v using Eq. 5.7
Assign the result to Wepre [V]
end for
Sort all nodes in ascending order according to Wy,

: for p — 1to5do

m«— 0.1 X px|V|
Select the top m nodes: TopNodesSgcores < Wscore[1 : m]
Generate all possible combinations of K controllers:
CombList <« combinations(TopNodesgcores, K)
for each candidate set K, in ComBLisT do
CoStFimess < fitness(Dist_short, K ,s) [Algo. 1]
if Costrimmess < Cost|[p] then
COSt[p] « COStFitness
Cntr_pos[p] « Kpos
end if
end for
end for
return Cost, Cntr_pos

5.6 Results and discussion

This section presents a comprehensive evaluation of the proposed WBC-CPP model. The evaluation

is conducted through extensive simulations designed to assess the model’s effectiveness and efficiency

in comparison with established benchmark methods.

The WBC-CPP model is examined under five scenarios, each defined by a different proportion

of nodes retained as potential controller locations. Specifically, nodes are ranked according to their

Weighted Betweenness Centrality (WBC) scores, and the top 10%, 20%, 30%, 40%, and 50% of

nodes are considered for controller placement in each scenario.
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Input Initialization : Dist_short,
K and Wscore.
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Calculate WBC Scores using Eq. (5.7)

v

Rank Select top m nodes
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Figure 5.1: The WBC-CPP algorithm workflow.

For benchmarking purposes, WBC-CPP is compared against three notable approaches: (i) the Exact
method, which performs an exhaustive search to identify the globally optimal controller placement,
(ii) the Hierarchical Clustering with Betweenness Centrality (HC-BC) approach proposed in [97],
and (iii) the Louvain-based Betweenness Centrality method (Louvain-BC) presented in [137]. These
techniques are selected due to their relevance in state-of-the-art research on controller placement,

particularly their scalability for large-scale network environments.

The performance analysis focuses on four key metrics: (i) switch to controller latency (SC la-

tency), (i1) controller to controller latency (CC latency), (iii) network-wide average flow rate, and (iv)
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computational execution time. In the Exact approach, all network nodes are treated as potential con-
troller locations, resulting in an exhaustive combinatorial search. In contrast, WBC-CPP strategically
reduces the candidate set to key nodes with high WBC values, effectively balancing computational
efficiency and placement quality.

The network considered in this evaluation consists of 113 nodes. For the WBC-CPP approach in
the scenario requiring the deployment of a single controller, the reduced candidate sets include the top
57 nodes (50%), 45 nodes (40%), 34 nodes (30%), 23 nodes (20%), and 11 nodes (10%) based on their
WBC scores. Since only one controller is to be deployed, these values directly represent the number
of possible placements. Table 5.2 presents the corresponding number of placement combinations for

other scenarios involving multiple controllers.

Table 5.2: Number of possible controller placement combinations for each scenario as a function of
k (controllers) and N (candidate nodes)

11
55
165
330
462
462

Optimal WBC-CPP
k N =113 50%xN =57 40% XN =45 30%xN =34 20%xN =23 10%x N =11
1 113 57 45 34 23
2 6328 1596 990 561 253
3 234136 29260 14190 5984 1771
4 6438740 395010 148 995 46376 8855
5 140 364 532 4187106 1221759 278256 33649
6 2526561576 36288252 8 145060 1344904 100947
7 38620298376 264 385836 45379620 5379616 245157

330

Figure 5.2 illustrates the spatial distribution of key nodes retained under each WBC-CPP scenario

within the Deltacom topology.

5.6.1 Simulation setup

The simulations were executed on a workstation equipped with an Intel Core 17-1165G7 processor
(2.80 GHz), 32 GB of DDR3 RAM (1600 MHz), running Microsoft Windows 11 Professional. All
algorithms, including WBC-CPP and benchmark methods, were implemented in Python, utilizing the
NetworkX library for network operations and NumPy for numerical computations.

The chosen network topology is the Deltacom network from the ITZ [131], consisting of 113
nodes and 183 edges, with a mean node degree of 3.24. This topology represents a large-scale,
realistic network structure, reflecting the complexity typical of modern IoT and SD-IoT deployments.

Its heterogeneous architecture and moderate density make it a suitable environment for evaluating the
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Figure 5.2: Distribution of top 10%—50% key nodes in Deltacom topology.

scalability and efficiency of CP strategies.

To emulate realistic traffic conditions, each switch is assigned a load value (in KFlows/s) repre-
senting the volume of flows it handles, randomly distributed within a defined range. The simulation

parameters, determined through preliminary analysis, are summarized in Table 7.3.

A weighting factor « is introduced to balance the emphasis between switch to controller and
inter-controller latency. In this study, « is set to 0.8, prioritizing switch to controller latency, justified
by the predominance of such interactions in SD-IoT environments, where real-time data transmission

between switches and their assigned controllers significantly influences overall performance.

Importantly, in cases where the execution time becomes prohibitively large, the corresponding

results are omitted from the visual figures for clarity. This applies to the Optimal method for k = 5, 6,7
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Table 5.3: Simulation Parameters.

Parameter Value

Topology Deltacom

Total Nodes 113

Total Edges 183

Avg. Node Degree  3.24

Controllers (K) 1-7

Switch Load 1-300 KFlows/s
Controller Capacity 10,000 KFlows/s
Weight (@) 0.8

and to WBC-CPP(50%) for k = 7 in subsequent result figures.

5.6.2 Switch to controller average latency

This subsection presents a comparative analysis of the average latency between switches and their
assigned controllers, which constitutes a critical performance indicator in SD-IoT networks, as it
directly influences data forwarding efficiency and network responsiveness.

The results shown in Figure. 5.3 present the evolution of switch to controller latency across four
strategies: optimal, Louvain-BC, HC-BC, and the proposed WBC-CPP. For the WBC-CPP method,
results are provided for five reduction scenarios, representing the proportion of top-ranked nodes
retained as potential controller locations (50%, 40%, 30%, 20%, and 10%).

As expected, the Optimal approach yields the lowest latency values across all tested configurations,
representing the theoretical performance bound. WBC-CPP with 50% reduction exhibits near-optimal
behavior, achieving comparable latency with a significantly reduced computational cost, which will
be detailed in subsequent sections. Similarly, WBC-CPP at 40% and 30% reductions maintains low
latency, offering a practical trade-off between solution quality and scalability.

However, as the candidate set is reduced to 20% and 10% of nodes, a gradual increase in latency
is observed. This increase remains within acceptable limits and still outperforms both Louvain-
BC and HC-BC approaches for all controller quantities K = 1...7. The degradation at lower
percentages highlights the importance of balancing reduction aggressiveness with the preservation of
high-centrality nodes essential for minimizing control plane latency.

Notably, both Louvain-BC and HC-BC display considerably higher latency across all scenarios,
with HC-BC consistently yielding the poorest performance. This confirms the limitations of conven-

tional clustering-based placement strategies, which neglect node-level traffic heterogeneity and fail to
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exploit topological centrality effectively.
These findings demonstrate that the WBC-CPP framework provides a scalable, adaptive solution
capable of substantially minimizing switch to controller latency, even when applied to large-scale

SD-IoT networks with constrained computational resources.

mOptimal ®WBC-CPP(50%) M WBC-CPP(40%) = WBC-CPP(30%) M WBC-CPP(20%) M WBC-CPP(10%) M Louvain-BC MHC-BC

5

0 ‘l ‘l‘ “ “ | | “l
1 2 3 4 5 6 7

Number of controllers

I

Switch to controller latency (ms)
w

=

Figure 5.3: Average switch to controller latency for K = [1 — 7].

5.6.3 Controller to controller average latency

In distributed SD-IoT architectures, controller to controller (C2C) latency represents a crucial perfor-
mance metric, directly affecting control plane synchronization, state consistency, and fault recovery
efficiency. Figure. 5.4 illustrates the average C2C latency for the four evaluated placement strategies,
highlighting their respective impacts as the number of deployed controllers increases from K = 2 to
K=1.

As anticipated, the exact placement approach achieves the lowest C2C latency across all scenarios,
establishing a theoretical performance baseline. The proposed WBC-CPP method exhibits a control-
lable trade-off between latency and computational overhead, with performance varying according to
the reduction percentage of candidate nodes.

Specifically, WBC-CPP configured with 10% and 20% of top-ranked nodes consistently delivers
near-optimal C2C latency, indicating that reducing the candidate space to highly influential nodes

preserves critical network control paths. Conversely, as the reduction percentage increases to 30%,
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40%, and 50%, a progressive rise in C2C latency is observed, attributable to the wider spatial
distribution of selected controllers.

This behavior can be explained by examining Figure. 5.2, where it becomes evident that WBC-
CPP(10%) concentrates controller placements within densely connected, high-centrality regions, min-
imizing inter-controller distances. In contrast, higher reduction scenarios result in more dispersed
placements, naturally increasing average C2C latency.

The benchmark approaches, Louvain-BC and HC-BC, exhibit the highest latency values across all
K configurations, with HC-BC performing particularly poorly. This is primarily due to their disregard
for traffic heterogeneity and node weight distributions, which are essential for identifying strategic
controller locations that minimize latency.

Overall, these results confirm the effectiveness of WBC-CPP in maintaining low C2C latency,
especially when applied with targeted candidate reduction strategies. The method offers an adapt-
able balance between placement precision and computational scalability, outperforming conventional
clustering-based techniques in dynamic, large-scale IoT environments.

mOptimal ®WBC-CPP(50%) B WBC-CPP(40%) = WBC-CPP(30%) B WBC-CPP(20%) B WBC-CPP(10%) M Louvain-BC MHC-BC

6
5

4

3
1
2 3 4 5 6 7

Number of controllers

Controller to controller latency (ms)

Figure 5.4: Average controller to controller latency for K = [2 — 7].

5.6.4 Average flow rate

The average network flow rate, depicted in Figure. 5.5, serves as a critical performance indicator,

reflecting the network’s ability to handle traffic demands efficiently under different controller placement
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strategies.

As expected, the Optimal approach consistently yields the highest flow rates across all controller
configurations, providing an upper performance bound. This resultis attributed to the exhaustive nature
of the exact placement method, which identifies controller positions that maximize load balancing and
minimize network bottlenecks. However, such optimality comes at the cost of prohibitive execution

times, particularly in large-scale scenarios.

The proposed WBC-CPP method demonstrates a controlled compromise between flow rate and
computational complexity, with its performance closely tied to the percentage of candidate nodes
considered. Specifically, WBC-CPP(50%) achieves flow rates comparable to the Optimal method,
particularly for smaller values of K. This alignment is due to the broader candidate space, which

retains sufficient high-impact nodes to ensure effective load distribution.

As the reduction percentage decreases to 40% and 30%, a moderate decline in flow rate is observed,
though the performance remains competitive. This trade-off reflects the progressive restriction of
candidate nodes, which, while improving computational feasibility, marginally limits the solution

space for optimal controller placement.

A significant performance degradation emerges in WBC-CPP(20%) and WBC-CPP(10%), where
the drastic reduction in candidate nodes restricts placement options, particularly in scenarios with
higher K values. The resulting imbalance in domain sizes and suboptimal controller-switch assign-

ments lead to noticeable reductions in overall flow capacity.

In contrast, the benchmark strategies Louvain-BC and HC-BC consistently exhibit inferior flow
rates across all controller configurations. Their inability to integrate node weights representative of
heterogeneous traffic demands results in poor domain partitioning and inefficient traffic distribution,
ultimately creating network bottlenecks. Notably, HC-BC consistently delivers the lowest flow rates,

reaffirming the limitations of traditional clustering approaches that overlook traffic variability.

These observations underscore the significance of considering node-level traffic heterogeneity
during controller placement. The weighted betweenness centrality-based approach employed in
WBC-CPP effectively addresses this challenge, enabling improved traffic distribution and higher flow
rates while preserving computational scalability. These performance trends are clearly reflected in

Figure. 5.5.
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mOptimal W WBC-CPP(50%) ®WBC-CPP(40%) = WBC-CPP(30%) M WBC-CPP(20%) M WBC-CPP(10%) M Louvain-BC MHC-BC
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Figure 5.5: Average network flow rate on packets/s.

5.6.5 Execution time

The execution time of each algorithm, as shown in Figure. 5.6, provides valuable insight into the
computational efficiency of various controller placement approaches.

The Optimal method demonstrates a steep increase in execution time as the number of controllers
rises, primarily because the number of possible combinations expands exponentially. As K increases
from 1 to 7, the combinatorial explosion becomes evident, resulting in excessively long execution
times (refer to Table 7.4). Although this method theoretically ensures the best placement results, its
computational cost renders it impractical for large-scale networks.

Conversely, the WBC-CPP algorithm maintains a balanced trade-off between efficiency and scala-
bility. The execution time for WBC-CPP(50%) grows moderately with the number of controllers, yet
remains significantly lower than that of the Optimal approach. The lower-percentage variants, WBC-
CPP(40%) and WBC-CPP(30%), further reduce execution time, confirming the method’s ability to
optimize performance while keeping computational demands manageable. This makes WBC-CPP
particularly well-suited for networks with limited processing capacity.

The most time-efficient cases are WBC-CPP(20%) and WBC-CPP(10%), which achieve minimal
execution times for all tested values of K. These configurations are ideal for real-time and large-scale
environments where reducing computational overhead is essential. Nonetheless, these versions present

a minor compromise in optimization quality compared to higher-percentage configurations.
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In contrast, the Louvain-BC and HC-BC methods maintain consistently short execution times
regardless of K. Despite their computational efficiency, these algorithms perform less effectively in
terms of latency and flow optimization, as they do not consider node load or the dynamic behavior
of the network (as discussed in Sections 5.6.2, 5.6.3, and 5.6.4). Consequently, they fall short of the

performance optimization achieved by the WBC-CPP framework.

mOptimal WWBC-CPP(50%) B WBC-CPP(40%) = WBC-CPP(30%) M WBC-CPP(20%) ®WBC-CPP(10%) MLouvain-BC BHC-BC

10000,000
1000,000
100,000

10,000

1,000
0,100
0,001
1 2 3 4

Number of controllers

Execution time (s)

Figure 5.6: Execution time.

5.7 Conclusion

The results of this chapter demonstrate that WBC-CPP significantly outperforms existing methods
by reducing latency and enhancing flow distribution, while preserving computational scalability. By
incorporating node weights, the approach offers better adaptability to heterogeneous traffic patterns,
making it suitable for large-scale, resource-constrained SD-IoT networks. However, it is important
to note that the weighted nodes selected as controllers require enhanced reliability, which will be
addressed in our next proposed method, along with a more in-depth investigation of computational

efficiency.



Integrating GWO with WBC for scalable

Controller Placement in dynamic SD-IoT

6.1 Introduction

In the previous chapter, a WBC-based controller placement strategy was proposed, but it suffered
from high execution time. To overcome this limitation, this chapter integrates Grey Wolf Optimization
(GWO) into the WBC framework, leveraging its efficiency in solving complex problems. In addition,
we introduce three dynamic traffic scenarios to better capture the realistic behavior of IoT networks.
The aim is to enhance controller placement by improving computational performance while addressing

traffic variability in SD-IoT.
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6.2 Grey wolf optimization in SD-IoT: A brief overview

Grey Wolf Optimization, a metaheuristic algorithm inspired by nature, was introduced by [138], and
modeled after the leadership hierarchy and cooperative hunting strategies of grey wolves in nature. The
algorithm simulates the encircling, hunting, and attacking behaviors of wolves to iteratively guide a
population of candidate solutions toward optimal or near-optimal points in the search space. Its design
emphasizes a balance between exploration and exploitation, allowing efficient convergence while
avoiding premature stagnation. Due to its simplicity, flexibility, and strong optimization capability,
GWO has been successfully applied across a wide range of complex optimization problems.

Within the scope of Software-Defined IoT networks, GWO offers a promising approach to solving
the CPP. By efficiently searching the solution space, GWO helps identify optimal controller locations
that improve network latency, scalability, and resilience. Unlike exhaustive search methods, which
become computationally infeasible for large-scale topologies, GWO provides a powerful and resource-

efficient alternative, making it well suited for dynamic and heterogeneous SD-IoT environments.

6.2.1 Fundamentals and mathematical formulation of Grey Wolf Optimization

The GWO emulates the leadership structure and collective hunting strategies of grey wolves. In this
algorithm, each search agent represents a wolf, and the population is organized into four hierarchical
levels according to fitness values: alpha (a), beta (8), delta (6), and omega (w). The alpha wolf
symbolizes the best solution found so far and acts as the decision leader. The beta and delta wolves
serve as advisors, helping guide the optimization process, while the omegas constitute the remainder
of the population and follow the guidance of the top three wolves.

The algorithm seeks to iteratively refine the positions of wolves (candidate solutions) in the search
space by exploiting information from the best-performing agents. Each position is assessed using an
objective function that determines the quality of the corresponding solution. The main advantages of
GWO are its ability to reduce computational cost by avoiding exhaustive evaluations of all possible
configurations and its capacity to maintain an effective balance between exploration, which entails
investigating new areas of the solution space, and exploitation, which concentrates on improving high-
quality solutions. This balance helps prevent premature convergence and improves overall optimization
performance.

The GWO position updating process consists of four principal steps:

1. Hierarchy initialization. The wolves are ranked based on the objective function, with roles
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assigned as follows:

a. best-performing wolf (leader),

— . second-best wolf (assistant to a),

¢. third-best wolf (supporting role),

— w. remaining wolves (followers).

The top three wolves guide the optimization, and the omegas update their positions according

to the influence of these leaders.

2. Encircling and exploration mechanism. The wolves simulate surrounding a prey (the optimal

solution) by adjusting their positions based on the following relations:

D=|C- X, - X| (6.1)

X(t+1) =X,y —A-D (6.2)

Here, X is the position vector of a wolf, while X, denotes the estimated optimal location. The
vector D indicates the distance between a wolf and the prey, influenced by coeflicient vector C.
The coefficient vectors A and C adjust the movement direction and intensity, ensuring a balance

between exploration and exploitation.

A=2-a-r1—a (6.3)
C=2'1r, (6.4)
5w
a=2- 2! 6.5)
max;tr

The control parameter a decreases linearly from 2 to O as iterations progress, shifting the
algorithm’s focus from global exploration to local exploitation. Random vectors r; and r; are

uniformly distributed within [0, 1].

3. Coordinated hunting and position adjustment. Wolves coordinate to hunt the prey by

updating their positions according to the three best solutions, @, 8, and ¢, as follows:
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Da = |Cl - Xa - X|
Dp =|C2-XB - X| (6.6)
Ds = |C3- X6 - X|

X1 =Xa - Al - Da
X2 =X8-A2-Dp (6.7)

X3 =X6-A3-D¢6

The updated position for each wolf is obtained as the average of the three leaders’ influences:

_X1+X2+X3

X(r+1) 3

(6.8)

4. Exploitation and attack phase. As the search progresses and the parameter a declines, the
algorithm transitions from global exploration to local exploitation. When |A| < 1, wolves focus
their movement around the top leaders to refine the current best solutions, simulating the final
attack. Conversely, when |A| > 1, the population disperses to explore new areas of the search

space.

Together, these stages enable GWO to effectively balance exploration of the search space with
exploitation of the best-found solutions. The hierarchical leadership, adaptive parameter adjustment,
and cooperative hunting strategy collectively ensure that the algorithm avoids premature convergence
and maintains a strong capacity to locate near-optimal or optimal solutions across diverse optimization

problems.

6.2.2 Relevance of Grey Wolf Optimization to SD-IoT

Software-Defined IoT environments exhibit highly dynamic and heterogeneous characteristics, driven
by massive device connectivity, diverse traffic patterns, and variable workloads. These conditions de-
mand optimization techniques that are adaptive, scalable, and capable of handling complex interactions
within the network. GWO, inspired by the hierarchical leadership and cooperative hunting strategy of
grey wolves, provides a robust framework that naturally balances exploration and exploitation when

navigating large and dynamic search spaces.



6.3 Motivation 107

In the context of SD-IoT, GWO’s decentralized decision-making and adaptive search dynamics
make it particularly well-suited for addressing challenges such as resource allocation, load balancing,
energy efficiency, and latency reduction. Its iterative update process allows solutions to evolve in
response to environmental changes, ensuring resilience in networks where static strategies are often
ineffective.

However, conventional implementations of GWO may not fully account for the unique traffic
diversity and heterogeneity inherent in IoT ecosystems. This motivates the integration of domain-
specific knowledge into GWO’s formulation, enabling more reliable, scalable, and context-aware

solutions tailored to the demands of SD-IoT.

6.3 Motivation

As demonstrated in the previous chapter, recognizing that each switch carries a different load signif-
icantly improves the accuracy of controller placement decisions when integrated with the standard
betweenness centrality measure. This insight led to the formulation of the WBC-CPP approach, which
identifies controller positions by considering both network topology and the heterogeneous loads of
switches. While this strategy proved effective, it faces a major challenge: the execution time of the
algorithm increases sharply with the number of switches and controllers, reducing its practicality for
large-scale IoT environments.

To overcome this limitation, we sought a more efficient optimization mechanism capable of
maintaining placement quality while scaling to larger networks. GWO emerged as a promising
candidate due to its balance of exploration and exploitation in high-dimensional search spaces. By
integrating GWO into the WBC-CPP framework, we obtained the GWO-WBC-CPP approach, which
reduces computational burden while preserving the quality of placements, especially when restricting
candidate nodes to the top-ranked 50% based on their centrality values.

Beyond computational efficiency, another motivation arises from the characteristics of 10T itself.
Considering switch load alone although an important factor does not fully capture the dynamic behavior
of IoT traffic. In practice, traffic intensity changes over time due to mobility, bursty communication
patterns, and application-specific demands. This temporal variability creates additional challenges for
maintaining balanced controller to switch assignments and stable end to end performance.

To better reflect these dynamics, we extend our evaluation by introducing three traffic model

variants that emulate different temporal flow patterns. These models enable us to demonstrate the
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robustness and adaptability of the proposed GWO-WBC-CPP approach under realistic, time-varying

IoT conditions.

6.4 Problem statement

The following section is dedicated to presenting the problem statement within the SD-10T framework.
We first introduce the system assumptions that define the operational environment and constraints.
Next, we provide the formal formulation of the controller placement problem. Finally, we describe

the traffic modeling approach used to capture the dynamic nature of IoT flows.

6.4.1 System assumptions

The same system assumptions considered previously (see Section 5.3, page 88) are adopted here.
However, beyond the heterogeneity of flows across switches, we additionally emphasize their dynamic
nature, where traffic intensity varies over time. This temporal variability reflects a fundamental
characteristic of IoT environments. In Subsection 6.4.3, we detail three traffic models that capture

these dynamics.

6.4.2 Problem formulation

In this chapter, we adopt the same problem formulation as described previously (see Section 5.4,
page 89). However, the propagation delay is calculated using the Euclidean distance 3.9 instead of
the Haversine formula 3.8, to better suit the characteristics of the synthetically generated network

considered. Additional details about this generated network are provided later in Section 6.6.

6.4.3 Traffic modeling

In IoT environments, traffic behavior is inherently dynamic due to factors such as node mobility, energy
harvesting variations, limited resources, and the diversity of tasks performed by devices. As a result,
the data flows directed toward network switches exhibit significant temporal instability and variation.
Therefore, evaluation setups that rely solely on static or switch-specific heterogeneous traffic patterns
fail to adequately represent the real operating conditions of IoT systems.

To accurately reflect this dynamic nature and thoroughly evaluate the resilience of the proposed

controller placement strategy, three different dynamic traffic models are considered. Each of these
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models aims to reproduce realistic [oT conditions by combining gradual traffic fluctuations with abrupt
traffic surges (referred to as fork events). This design enables a deeper assessment of the adaptability

and robustness of our approach under diverse and evolving network conditions.

A) Synchronized fork-timed dynamic traffic across switches

In this configuration, every switch has its own maximum traffic capacity. Under normal circumstances,
traffic values fluctuate randomly between 40% and 70% of that maximum limit. To emulate large-
scale network events, simultaneous traffic spikes referred to as forks are introduced, where all switches
experience a surge at the same instant. This setup captures real-world IoT scenarios involving global
triggers, such as system-wide firmware updates, emergency broadcasts, or synchronized sensing
actions that lead to simultaneous network congestion.

As an example, consider three switches with maximum capacities of 300k, 50k, and 1k packets
per second. Each switch’s traffic varies randomly within the 40-70% range of its respective capacity,
while synchronized forks are periodically introduced to simulate collective events. During the training
period (200 seconds), ten synchronized forks occur, followed by four synchronized forks during the

testing phase (50 seconds), as shown in Figure. 6.1.
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Figure 6.1: Synchronized fork events per switch under dynamic traffic.
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B) Independently fork-timed dynamic traffic across switches

This second model follows the same principle of dynamic traffic generation and fork introduction;
however, the timing of the forks differs for each switch. This reflects decentralized IoT networks where
nodes act autonomously and experience traffic peaks at different moments. Such cases occur frequently
in practice for instance, when sensors respond to distinct local events, when energy harvesting rates
differ per device, or when user actions trigger device-specific transmissions. Each switch thus

undergoes ten fork events at random times, independent of other nodes, as depicted in Figure. 6.2.
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Figure 6.2: Independent fork events per switch under dynamic traffic.

C) Four-level stepwise dynamic traffic

The third pattern introduces discrete, stepwise variations in network load across four defined levels,
each representing a different traffic range. Within a given level, traffic fluctuates randomly, but unlike
the previous cases, no fork events are generated. This model is inspired by predictable, periodic
variations in IoT environments such as increased activity during daytime and reduced load at night.
It serves to evaluate the ability of the proposed method to adapt to regular, time-dependent traffic
changes commonly observed in industrial and smart city networks. The generated traffic pattern for

this scenario is shown in Figure. 6.3.
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Figure 6.3: Four-level stepwise load under dynamic traffic without fork events.

6.5 Proposed GWO-WBC-CPP strategy

To address the issue of CP in SD-IoT networks, we present an extended strategy called GWO-WBC-
CPP, which integrates the Grey Wolf Optimizer with Weighted Betweenness Centrality. The method
aims to reduce the search space, prioritize structurally important nodes, and achieve an effective

balance between global exploration and local exploitation.

Algorithm 3 receives as input the shortest-path matrix (Dist_short), the number of controllers
K, a weight vector Wy, indicating the maximum load for each switch, a training traffic vector
(train_traffic) gathered over a 200-second interval, the wolf population size (ppl), and the

maximum iteration count (Max_itr).

A) Candidate node selection

First, the WBC score of each node is computed to capture both topological significance and traffic load
influence. Nodes are sorted in ascending order, and the top 50% with the highest scores are retained
as potential controller candidates (lines 1-6 Algorithm 3). This filtering step substantially reduces the

search space and directs the optimization toward nodes with higher structural relevance.
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B) Initialization

The wolf population is initialized, where each individual represents a candidate placement of K
controllers selected from the filtered node set. The average (meany ) and standard deviation (stdy) of

the training traffic are computed to simulate dynamic variations in traffic load (lines 7-8).

C) Dynamic fitness evaluation

For every candidate solution, the fitness function is computed three times using W = meany, W =
meany + stdp, and W = meany — stdy (lines 14-17). The final fitness value is the average of the three
results, ensuring robustness under varying traffic conditions. The best three solutions are designated

as the a, 3, and 6 wolves (lines 18-21).

D) Iterative optimization

At each iteration, the wolves update their location coordinates according to the GWO update rules,
guided by the @, B, and 6 wolves. Once positions are updated, all candidate solutions undergo
re-evaluation using the multi-point fitness function, followed by re-ranking of the population (lines
23-30). This iterative process balances global search (exploring new placements) with local refinement

(exploiting promising areas).

E) Stopping criterion and final solution

The optimization runs until the set maximum number of iterations is achieved (line 22). Finally, the
position of the @ wolf is returned as the optimal CP (Cntr_pos), with its corresponding cost value
(Cost) (32).

The complete pseudo-code of the GWO-WBC-CPP algorithm is presented in Algorithm 3, while a
flowchart illustrating its workflow is shown in Figure. 6.4. Together, they highlight the main stages of
the proposed strategy, from candidate selection to iterative optimization and final placement decision.

In summary, the GWO-WBC-CPP approach provides a robust and efficient mechanism to address
CPP by:

— Narrowing the search space via WBC-based filtering,
— Incorporating dynamic traffic-aware evaluation,

— Leveraging GWO’s exploration—exploitation balance.
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This enables the algorithm to efficiently navigate the large solution space of CPP in SD-IoT

networks, avoiding local optima while maintaining reduced computational complexity.

6.6 Results and discussion

To assess the robustness and scalability of the proposed approach in modeling dynamic IoT network
behaviors, we generated random topologies of different sizes comprising 100, 200, and 300 switches,
representing small-, medium-, and large-scale networks, respectively. Each switch was assigned a
random maximum load value to emulate heterogeneous traffic conditions. The nodes were uniformly
distributed over a specified area, each defined by its coordinates (x,y) and corresponding traffic
load. Euclidean distances between connected switches were computed using Eq. 3.9, followed by a
preprocessing phase designed to eliminate excessively close nodes and enhance the structural balance
of the topology.

For every generated topology, dynamic traffic was simulated using two input datasets: a training
traffic file and a testing traffic file. The training dataset records traffic flows from IoT devices to their
associated switches, and subsequently to the controller, at one-second intervals over a duration of 200
seconds. The traffic evolution follows one of the three predefined dynamic traffic models described
earlier. The testing dataset adopts the same traffic behavior but over a shorter 50-second duration
and includes ten distinct samples to verify the method’s consistency. The training phase is used to
determine optimal CP, and the obtained configuration is then applied to the test data to evaluate its
performance under unseen traffic conditions.

To validate the efficiency of the proposed strategy, GWO-WBC-CPP(50%) which limits the con-
troller placement search to the top 50% of nodes with the highest WBC is compared against several
benchmark methods.This includes GWO-WBC-CPP (100%), which considers all nodes as candidate
controller locations and serves as a near-optimal benchmark, and two baseline clustering-based algo-
rithms, HC-BC and Louvain-BC. Unlike our proposed method, both HC-BC and Louvain-BC neglect
the heterogeneous load distribution among nodes, which often results in less adaptive controller
placements.

Extensive simulation trials were performed under different parameter configurations, and the
finalized settings are summarized in Table 40. Experimental observations indicated that exceeding
100 iterations for GWO-WBC-CPP (100%) and 50 iterations for GWO-WBC-CPP (50%) produced

negligible improvements in solution quality. Furthermore, varying the population size from 5 to
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Algorithm 3 GWO-WBC-CPP

Require: Dist_short : Distance matrix,
K : Number of controllers,
Wieore : Weight nodes vector (Maximum load of each switch),
train_traf fic : Training traffic vector (the dynamic training traffic in 200s),
ppl : Population of wolfs,
Max _itr : Number of iterations

Ensure: Cntr_pos: Optimal CP
Cost : Cost fitness function

1: Wicores < 0

2: forv e Vdo

3: Wicore[v] «— Compute WBC of v using Eq. 5.1

4: end for

5: Sort Wicore in ascending order

6: TopNodesgcores < W_scores[1 : 0.5 x |V]]

7. meany, < average(train_traf fic)

8: stdy < standard _deviation(train_traf fic)

9: ppl « Initialize wolf population of size ppls = |ppl|
10: Max_itr « Initialize maximum iteration
11: Initialize A, C, and a using Eqs. 6.3-6.5
12: Cntr_pos,Cost <« {},
13: Ageo — {}

14: fori < 1to ppls do
15: Aposli] < generate k random solutions from TopNodesgcores
16: Ageoli] « 3 3 fitness(Dist_short, Apos[i]) [Algo. 1]
We{meany ,meany +stdy ,meany—stdy }
17: end for

18: Y « Sort(Agco)

19: Xop, Xos < Y[1]

20: Xﬁp,XBs — Y|[2]

21: X&p’X(Ss — Y|[3]

22: while it < max_itr do
23: for j «— 4to ppls do

24: update the positions of remaining individuals according to X,,, Xg,, and X5, using
Egs. (6.6)—(6.8)

25: update A, C, and a using Egs. 6.3-6.5

26: Ageolj] < % 3 fitness(Dist_short, Ap,s[i]) [Algo. 1]

We{meany,meany +stdy ,meany—stdyr}

27: end for

28: Y « sort(Agcp)

29: Update XQP,XQS,XIBP,XIBS,Xgp,X(;S
30: it —it+1

31: end while

32: Cntr_pos,Cost « Zyp, Zas

33: return Cost, Cntr_pos
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Figure 6.4: The GWO-WBC-CPP algorithm workflow.
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50 showed that a population of 20 agents offered a stable trade-off between convergence speed and
computational cost; thus, it was adopted for the final simulations. The detailed configuration of all

simulation parameters is provided in Table 6.1.

Table 6.1: Simulation settings for GWO-WBC-CPP performance evaluation.

Parameter Specification

Total Switches (V) 100, 200, and 300
Switch Distribution Random, Uniform
Network Area (km?) 0.5M

Controllers (K) 1-7

Switch Load (W) 1-300 KFlows/s
Controller Capacity (Ug,) 10,000 KFlows/s
Training Duration 200 s

Testing Duration 50sx 10

Traffic Pattern Synchronized, Independent Fork, Stepwise
Weight Coeflicient (@) 0.8

ICFR Range [15%, 25%]

Max Iterations (M ax _itr) 50, 100

Population Size (|ppl|) 20

Parameter a Decreasing from 2 to 0

Random Coefficients (1, ) [0, 1]

6.6.1 Performance based on switch to controller average latency

The average switch to controller latency serves as a key indicator of control-plane responsiveness in
SD-IoT networks, as it determines how quickly controllers can process and respond to switch requests.
Figure 6.5 illustrates the results obtained under synchronized traffic conditions. The proposed GWO-
WBC-CPP(50%) approach consistently achieves lower latency values than both HC-BC and Louvain-
BC. As the number of controllers increases from 1 to 7, a noticeable reduction in latency is observed
with our method, demonstrating the effectiveness of its controller distribution strategy. Conversely,
HC-BC and Louvain-BC exhibit limited improvement with additional controllers, primarily due to their
rigid clustering or modular placement mechanisms that tend to produce less optimal configurations.
A similar pattern appears under independent traffic conditions, as shown in Figure 6.6. However,
the performance gap between the approaches becomes even more pronounced. The proposed algorithm
dynamically adapts to fluctuating and distributed traffic loads, maintaining significantly lower average

latency. Louvain-BC, in particular, performs poorly in this context, since its community-based
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partitioning process is not inherently designed to minimize latency, leading to inefficient controller-
to-switch mappings under diverse flow conditions.

Figure 6.7 presents the results for the phased traffic model, where traffic intensity varies stepwise
to emulate realistic and uneven load transitions. Once again, GWO-WBC-CPP(50%) demonstrates
strong robustness, maintaining low latency levels even during high-demand intervals. Although
GWO-WBC-CPP(100%) occasionally achieves marginally better performance, the improvement is
negligible relative to its higher computational complexity. The disparity between our method and the
baseline approaches widens as network dynamics increase, underscoring the superior adaptability and

efficiency of the proposed GWO-WBC-CPP framework across multiple traffic scenarios.
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Figure 6.5: Switch to controller latency under synchronized fork timing.

6.6.2 Performance based on controller to controller average latency

Inter-controller latency represents the time required for controllers to exchange and synchronize
state information. This metric is particularly crucial in distributed SDN architectures, where timely
coordination ensures consistent network behavior. In Figure. 6.8, which corresponds to synchronized
fork traffic, our proposed GWO-WBC-CPP (50%) consistently achieves lower CCayg1.4; compared to
the other methods. This performance stems from its strategic selection of candidate nodes that are not
only well-positioned for switch connectivity but also topologically advantageous for inter-controller
communication. In contrast, HC-BC and Louvain-BC often deploy controllers in distant regions of

the topology, leading to greater synchronization delays.
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Dynamic Traffic with Independent Fork Timings Across Switches
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Figure 6.6: Switch to controller latency under independent fork timing.
Stepwise Dynamic Traffic with Four Levels
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Figure 6.7: Switch to controller latency under four level stepwise load.

Under independent traffic, shown in Figure. 6.9, the differences become even more pronounced.
The irregularity of flow patterns demands a placement strategy that simultaneously minimizes
switch—controller latency and maintains tight inter-controller proximity. Our hybrid approach combin-
ing traffic awareness, centrality measures, and an efficient search-space reduction mechanism achieves
this balance effectively, resulting in significantly reduced CCyygr4:- Conversely, Louvain-BC’s re-
liance on community-based partitions can unintentionally separate controllers across different regions,

increasing communication latency.
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Finally, the phased traffic model illustrated in Figure. 6.10 introduces staggered load variations
that challenge both SCayg14; and CCaygrqa:- Even under these dynamic conditions, GWO-WBC-
CPP (50%) maintains stable and low CCyy,14; values, demonstrating resilience to temporal traffic
fluctuations. Meanwhile, HC-BC and Louvain-BC exhibit sharp latency increases as traffic intensity
shifts, underscoring their limited adaptability. Although the full candidate version (GWO-WBC-CPP
(100%)) occasionally records slightly higher CCy,q14:, this can be attributed to its broader search

space, which does not emphasize controller proximity as strongly.
Dynamic Traffic with Synchronized Fork Timings Across Switches
(a) Network with 100 Switches
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Stepwise Dynamic Traffic with Four Levels
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Figure 6.10: Controller to controller latency under four level stepwise load.

6.6.3 Performance based on average flow rate

Switch to controller flow rate quantifies the total data successfully transmitted between switches and
their assigned controllers. It serves as a key indicator of how effectively a CP strategy manages
network load and supports scalability. As shown in Figure. 6.11 for synchronized traffic, GWO-WBC-
CPP (50%) consistently achieves a higher flow rate than HC-BC and Louvain-BC, particularly as the
number of controllers increases. This improvement results from the optimized spatial distribution of

controllers, which balances flow requests, mitigates bottlenecks, and prevents central overloads.

For independent traffic, illustrated in Figure. 6.12, our approach continues to outperform the
competing methods. The inherently random and distributed nature of this traffic model emphasizes
the need for adaptive and evenly distributed CP. HC-BC, which relies solely on centrality metrics
without accounting for dynamic traffic variations, struggles under uneven load conditions causing
congestion in high-demand regions and underutilization elsewhere. Similarly, Louvain-BC, while
capable of forming communities, fails to explicitly optimize for flow rate and often assigns controllers

to low-demand areas, limiting network throughput.

In the phased traffic scenario, depicted in Figure. 6.13, the advantages of our method become even
more pronounced. At all four traffic intensity levels, GWO-WBC-CPP (50%) consistently achieves
a high and stable flow rate, demonstrating resilience to fluctuating loads. Its adaptive placement
mechanism effectively redistributes control responsibilities in response to changing flow volumes.

Although GWO-WBC-CPP (100%) occasionally yields slightly higher flow rates, the performance
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gain is marginal compared to its doubled computational cost. Overall, the proposed approach strikes
an optimal balance between flow maximization and deployment efficiency, establishing it as a scalable

and practical solution for large or resource-constrained SD-IoT environments.
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Figure 6.11: Switch to controller flow rate under synchronized fork timing.

Dynamic Traffic with Independent Fork Timings Across Switches
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Figure 6.12: Switch to controller flow rate under independent fork timing.

6.6.4 Performance based on execution time

Execution time was analyzed for networks comprising 100, 200, and 300 switches under three traffic

models: synchronized fork timing, independent fork timing, and phased four-step levels. For each
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Figure 6.13: Switch to controller flow rate under four level stepwise load.

configuration, the number of controllers ranged from 1 to 7. The results, summarized in Figure. 6.14,

provide an overall assessment of the scalability and computational efficiency of each method.

Both configurations of GWO-WBC-CPP, namely the 100% and 50% variants, exhibit an expected
increase in execution time as the network size grows. The difference between the two primarily arises
from the size of the candidate controller set and the number of optimization iterations. The 100%
version evaluates all nodes and employs a higher iteration count, offering a more exhaustive search
but at a higher computational cost. In contrast, the 50% configuration significantly reduces the search
space and iteration count, achieving faster convergence while maintaining near-optimal performance.
In several instances, it even surpasses the 100% version in terms of efficiency, validating the benefits

of candidate space reduction highlighted in the preceding analyses.

Conversely, Louvain-BC and HC-BC consistently demonstrate lower execution times due to their
structure-based selection mechanisms. Both algorithms rapidly form groups and assign controllers
according to maximum betweenness centrality, without engaging in iterative optimization. This results
in minimal computational overhead and rapid convergence, largely independent of traffic variability
or the number of controllers. However, this computational simplicity comes at the cost of reduced
adaptability and performance, as these methods overlook traffic heterogeneity and temporal dynamics

factors crucial for realistic SD-IoT environments.
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Figure 6.14: Execution time in networks.

6.7 Discussion

In this work, we proposed and evaluated two complementary approaches to address the controller
deployment problem in SD-IoT networks under heterogeneous and dynamic traffic conditions. The
first approach, WBC-CPP, focuses on heterogeneous switch traffic by integrating load information into
the Weighted Betweenness Centrality (WBC) metric. The second, enhanced version GWO-WBC-CPP
extends this logic through the Grey Wolf Optimizer (GWO), enabling efficient and scalable controller
placement under both heterogeneous and dynamic traffic scenarios. Both methods were benchmarked
against HC-BC, Louvain-BC, and the Optimal placement solution.

The WBC-CPP method exploits centrality-based insights by identifying nodes that act as high-load
communication bridges. Assigning controllers to such nodes improves the partitioning of the control
plane and enhances both data and control traffic dissemination. Experimental results confirm its strong
performance in minimizing SC and CC latencies while achieving higher flow rates within the delay
constraint. However, its major drawback is the elevated execution time caused by the exhaustive search
over half of the network’s nodes as candidate controller positions.

To overcome this limitation, the GWO-WBC-CPP approach integrates the WBC-based selection
logic with the metaheuristic search capability of GWO. This hybridization efficiently guides the
exploration process toward optimal controller placements, significantly reducing computational time
while maintaining high placement quality. The algorithm was rigorously evaluated on scalable

topologies and across three dynamic traffic models, confirming its robustness and adaptability.
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Table 6.2 summarizes the comparative results across all evaluation metrics, while Table 6.3
quantifies the relative performance gains achieved by the two GWO-WBC-CPP variants over HC-
BC and Louvain-BC. Together, these results provide a comprehensive perspective on both absolute
efficiency and percentage-based improvement.

Overall, GWO-WBC-CPP (50%) achieves performance nearly equivalent to the exhaustive GWO-
WBC-CPP (100%) in terms of average SC latency and flow rate, while significantly outperforming
it in CC latency and computational efficiency. This confirms the effectiveness of reducing the
candidate space without sacrificing placement quality. In comparison with HC-BC and Louvain-
BC, our approach consistently outperforms across all evaluated metrics, particularly by lowering
communication delays and improving flow delivery under dynamic and uneven traffic conditions
limitations inherent to the static, topology-focused design of the baseline algorithms.

Despite these promising results, one limitation of the proposed framework lies in its reliance on
predefined traffic parameters such as traffic rates and node weights for dynamic modeling. In real
deployments, accurately estimating or measuring these features can be challenging in highly volatile
or unpredictable IoT environments. Future work could focus on integrating online traffic learning
or adaptive parameter estimation mechanisms to enhance autonomy and applicability in real-world

SD-IoT systems.

Table 6.2: Performance comparison of algorithms, where bold values indicate the best outcomes
across all approaches.

Algorithm Avg. SC Latency SC Flow Rate Avg. CC Latency
(ms) (flow/ms) (ms)

GWO-WBC-CPP (100%) 55.01 2,117,304.90 52.16

GWO-WBC-CPP (50%) 55.94 2,065,097.00 35.36

HC-BC 66.40 1,671,981.15 78.59

Louvain-BC 68.68 1,589,986.53 77.01

Table 6.3: Improvement percentage of GWO-WBC-CPP over HC-BC and Louvain-BC, with bold
values showing the highest gain.

Algorithm GWO-WBC-CPP (100%0) GWO-WBC-CPP (50%0)
Baseline HC-BC Louvain-BC HC-BC Louvain-BC
Avg. SC Latency (ms)  17.15% 19.89% 15.75% 18.54%

SC Flow Rate (flow/ms) 26.63% 33.16% 23.51% 29.88%

Avg. CC Latency (ms)  33.63% 32.27% 55.01% 54.08%
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6.8 Conclusion

In this chapter, we enhanced the WBC-based CP by integrating Grey Wolf Optimization, address-
ing the execution time limitations identified earlier. The hybrid method improved efficiency while
maintaining placement accuracy. A major contribution was the introduction of three dynamic traffic
models, enabling a more realistic evaluation of controller placement under varying IoT flow condi-
tions. These models highlight the importance of considering traffic variability rather than relying
on static assumptions. Despite these advances, challenges remain unresolved, particularly regarding
reliability in the event of controller failures. Addressing this limitation is essential to ensure robustness
and continuity in SD-IoT networks. The next chapter therefore focuses on strategies to enhance fault

tolerance and resilience in controller placement.



PSO-based reliable controller placement under

heterogeneous switch load in SD-IoT

7.1 Introduction

The CP issues in SD-IoT becomes significantly more complex when accounting for heterogeneous
switch loads induced by the uneven distribution of IoT devices and dynamic traffic generation. Existing
solutions often neglect load variations, resulting in degraded network performance and poor scalability.
In this chapter, we propose PSO-HSL, a Particle Swarm Optimization (PSO) framework specifically
designed to handle heterogeneous load environments by integrating load-aware latency and reliability

into the placement decision process.
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7.2 Particle Swarm Optimization in SD-IoT: a brief overview

PSO is a well-established population-based meta-heuristic algorithm, originally introduced by [139],
inspired by the social dynamics of flocking birds and schooling fish. The algorithm represents a group
of particles working together to explore a multidimensional search space, where every particle denotes
a possible solution. Through cooperation and individual learning, the swarm evolves iteratively,
aiming for the best possible solution. The simplicity of PSO’s design, coupled with its ability to
achieve competitive results with relatively low computational overhead, has led to its widespread
application in various complex optimization domains [140-142].

In the context of SD-IoT, PSO is particularly appealing for addressing the CPP, where identifying
optimal controller positions has a direct effect on key network performance metrics, including latency,
scalability, and fault tolerance. Traditional exhaustive search methods become impractical as network
sizes increase, motivating the use of PSO to efficiently navigate large solution spaces with acceptable

computational resources.

7.2.1 Fundamentals of PSO

For an optimization problem defined in a k-dimensional search space, PSO operates by initializing a
collection of p particles, with each particle corresponding to a potential solution defined by its position
vector x; and velocity vector v;, withi € {1,2,..., p}. The swarm evolves iteratively, where each
particle adjusts its trajectory based on its own historical experience and the collective knowledge of

the swarm.

For every iteration ¢, the velocity and position of particle i are updated according to these rules:

vi(t+1) =w(t) - vi(t) + ¢y -1 - (pBest; —x;(t)) + ca - 12 - (gBest — x;(1)) (7.1)

Xl'(l + 1) = Xi(l) + Vl'(l + 1) (72)

Here, w(?) denotes the inertia factor that moderates the contribution of the particle’s previous
velocity. The parameters ¢ and c; are acceleration constants reflecting the particle’s own experience
and the influence of the swarm, respectively. The terms r; and r, are random numbers drawn from a
uniform distribution between 0 and 1. The symbol pBest; indicates the best position that particle i has

achieved individually, while gBest represents the best position identified collectively by all particles
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in the swarm.
The conceptual behavior of particles is depicted in Figure. 7.1, illustrating how individuals explore

the search space by balancing self-exploration and social learning mechanisms [143].

Position after
update Xi(t+1)
Global best condidate > Furrgnt motion
solution gBest(t) inertia
Individual best

/ .
’ / solution pBestit)

Sotial acceleration
ﬁ

Sotial influence
€2r2 [gBest(t) - Xi(t)]

Cognitive acceleration
Personal influence
c1rl [pBest(t) — Xi(t)]

'Vi(t)

Position before
update Xi(t)

Figure 7.1: Visualization of the PSO optimization process, showing particles moving through the
search space and progressively approaching the optimal solution. Components including gBest(t),
pBest(t), and v;(¢) demonstrate the evolution of particle positions and velocities across iterations.

7.2.2 Enhancing PSO with inertia weight adaptation

Standard PSO implementations often face a trade-off between exploration and exploitation, where large
velocity steps facilitate global exploration but risk instability, while small steps promote convergence
but may cause premature stagnation. To address this, the Linearly Decreasing Inertia Weight (LDIW)
approach, proposed by Shi and Eberhart [144, 145], introduces an adaptive mechanism to control
particle movement dynamically.
The inertia weight w(¢) decreases linearly over iterations, defined as:
t

(1) = Wmax = (Wmax = Wmin) X Maxlter (7.3)

Where wmax and wp;, represent the upper and lower bounds of the inertia weight, typically set to 1
and 0.1, respectively, MaxlIter corresponds to the maximum iteration limit, and ¢ refers to the current
iteration step.

This adaptive strategy encourages global search in the early stages by allowing larger velocity
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updates, while gradually favoring local exploitation as the swarm converges, thereby improving both

solution quality and convergence speed.

7.2.3 Applicability to SD-IoT controller placement

PSO’s decentralized, lightweight, and adaptive nature aligns well with the characteristics of SD-1oT
networks. Given the dynamic and heterogeneous structure of IoT environments, where device distri-
butions, traffic patterns, and loads vary considerably, static controller placement is often suboptimal.
PSO provides a robust alternative by continuously exploring candidate controller placements that
minimize critical metrics.

However, conventional PSO methods may overlook traffic heterogeneity, a critical factor in SD-IoT
performance. This limitation motivates our proposed extension, PSO-HSL (Heterogeneous Switch
Load awareness), introduced later in this chapter, which integrates load variations into the optimization
process, resulting in more reliable and scalable controller placement solutions tailored to complex IoT

settings.

7.3 Motivation

Optimizing CP in SD-IoT networks represents a significant challenge due to the inherent heterogeneity
of IoT infrastructures. In SD-IoT environments, switches experience varying load levels driven by
both the count and the operational behavior of IoT devices connected to them. These devices emit
highly dynamic and unpredictable traffic patterns, resulting in substantial disparities in switch load
distribution across the network.

Conventional controller placement strategies often rely on static assumptions or unweighted net-
work models, rendering them ineffective in adapting to such heterogeneity. To demonstrate the critical
impact of switch load awareness, Figure. 7.2 presents an illustrative example of a simplified network
comprising 10 switches and 15 weighted edges representing inter-node distances. The load distribution
among the switches is given by {4, 1,2, 3, 1,3, 1,4, 1, 5}.

In the first scenario (Figure. 7.2 (a)), the network is modeled without considering switch loads,
assuming uniform traffic conditions. In contrast, the second scenario (Figure. 7.2 (b)) incorporates
heterogeneous loads by assigning weights to nodes proportional to their respective switch loads. This
load-aware representation reveals a notable difference in the optimal controller placement outcome.

When loads are disregarded, the optimal controller position corresponds to node 6, resulting in
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an average network latency of 3.21 units. However, incorporating load-awareness by weighting the

average distance as an] ;f:] Dist(i, j) x W}, where Dist(i, j) is the path length linking nodes i and j,
and W; is the load associated with node j, the optimal controller position shifts to node 7, leading to

an average latency improvement to 3.06 units.
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Figure 7.2: Scenarios for network modeling: (a) ignoring switch load vs. (b) accounting for switch
loads.

This comparative analysis underscores the necessity of integrating heterogeneous load information
into controller placement decisions to enhance network performance, particularly in latency-sensitive
SD-IoT applications.

Considering the problem’s complexity, which combines large solution spaces with multiple con-
flicting objectives, exact optimization approaches become impractical. To this end, we employ a
meta-heuristic PSO-based solution for the CPP in SD-IoT networks.

The selection of PSO is motivated by its proven efficiency in exploring complex, multidimensional
search spaces and its ability to converge to near-optimal solutions while maintaining computational
feasibility [146]. Moreover, PSO is well-suited to optimizing multiple objectives simultaneously,
including latency reduction, flow rate improvement, reliability, load balancing, and scalability en-

hancement.

The key contributions of this study are summarized as follows:

— Development of a PSO-based controller placement approach for SD-I0T networks that explicitly

considers heterogeneous switch loads to optimize latency and network efficiency.

— Formulation of an adapted network model incorporating load variability through mathematical

formulations, enabling accurate representation of heterogeneous SD-IoT environments.
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— Extensive simulation-based evaluation of the proposed method, demonstrating its effectiveness

in optimizing key performance metrics, including latency, flow rate, reliability, and scalability.

— Comparative analysis with existing approaches, highlighting the proposed method’s superior

scalability and reduced computational complexity.

7.4 Problem statement

This section presents the formal formulation of the CPP within the SD-IoT context, following the
notation summarized in Table 7.1. We begin by outlining the key assumptions underlying the system

model, followed by the detailed problem formulation.

7.4.1 System assumptions

The CPP in SDN consists of determining the optimal locations for controllers to minimize network
latency and ensure efficient communication between switches and controllers. This problem becomes
more challenging when applied to SD-IoT networks, which include numerous spatially distributed
switches responsible for managing large numbers of IoT devices. The complexity arises from factors
such as dynamic traffic patterns, heterogeneous device distribution, and the need for efficient resource
utilization.

The network is represented as a graph, where nodes correspond to switches and edges denote
communication links between them. Each switch has a fixed geographical position, and controllers
are restricted to be placed only at predefined switch locations within the deployment region. Even with
these simplifying assumptions, the CPP remains computationally challenging, as exact optimization
methods become infeasible due to the large search space. The main system assumptions are outlined

below:

* Network structure. The SD-IoT network is modeled as a connected graph comprising switches
as nodes and communication links as edges, ensuring all switches are part of the network

structure.

* Controller placement. Controllers can be deployed only at predefined switch locations. The
number of deployed controllers K is selected within a specified range to maintain a balance

between network scalability, performance, and resource efficiency.
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* Latency and communication. The latency is modeled as a function of the Euclidean dis-

tance separating nodes. Every switch within a controller’s domain interacts directly with that

controller.

Clustered environment. The network can be partitioned into clusters or domains, each governed
by a distinct controller. Clustering is determined based on switch proximity, connectivity, or

load distribution to optimize network performance.

Heterogeneous load. Switches experience heterogeneous traffic loads, driven by the uneven
distribution of IoT devices. Consequently, some switches handle significantly higher data

volumes than others.

Optimization objectives. The primary objective is minimizing the overall latency between
switches and controllers while ensuring balanced resource utilization. Additional constraints
may include the processing limitations of controllers and the maximum number of switches per

controller.

Resource constraints. Switches possess restricted flow generation capacity, and controllers are
limited in both processing and communication capabilities, necessitating careful placement to

prevent resource bottlenecks.

Table 7.1: Notation Summary for the System Model.

Notation Definition

S,C,E Sets of switches, controllers, and links
N, K Number of switches and controllers (K < |S])
Wy, Traffic load at switch s;

U Capacity of controller c¢;

Dy, Shortest path between s; and c;

Pe; Switches managed by controller c;

Xijl Assignment variable between s; and c; at level [
Vijl Placement variable for c; at s;

a Objective weighting factor

BC,, Weighted betweenness of controller c;

0,5, (cj) Paths between s; and 5 via c;
Tsi5p Total shortest paths between s; and s;/
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7.4.2 Problem formulation

The CPP in SD-IoT consists of determining optimal controller placement to minimize switch to
controller latency while ensuring load balancing, high reliability, scalability, and effective flow man-
agement in the presence of heterogeneous switch loads.

We represent the SD-IoT network using an undirected graph G = (V,E), where V = SU C
includes the set of switches S = {s1,s2,...,sy} and the set of potential controller locations C =
{c1,¢2,...,ck}, with K < |V|. Controllers are colocated with switches, and each switch s; has an
associated load W, reflecting its generated traffic. Controller c¢; has a processing capacity U, ;.

The matrix sp_dist stores the shortest-path distances among all switches, and D, denotes the
communication latency between switch s; and controller c¢;. Classical latency formulations based
solely on distances fail to account for traffic heterogeneity. Thus, we define enhanced latency models

incorporating switch loads:

K N
1 1
SCavgrat(G) = 2 ) = D Dye x Wy, X1 (7.4)
j=1 Pc; i=1
K
1
SCMaxLatl(G) = E Z Tg;?Dsc X st X Xij,1 (7.5)
=1

These equations yield a more realistic latency assessment by integrating the traffic load contribu-
tions of individual switches into the evaluation process.

Beyond latency minimization, we address network reliability by analyzing the system’s resilience
to single-controller failures. Reliability is quantified using flow-weighted betweenness centrality,

where controllers with higher BC,; values are more critical due to handling significant network flows:

N N
05,5, (Cj
BC, =) Tous () Wy, X Wy, (7.6)
We define the reliability metric as the ratio of average latency before and after a controller failure:

SCAngat0

Rel(G) = (1.7)

S CAngat1
After a failure, the impacted switches are connected to the closest available controllers, considering
both load balancing and traffic-aware latency to maintain network efficiency.
The overall objective function combines latency and reliability optimization, weighted by param-

eter a:
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f(G) =axS8SCavrai(G) + (1 —a) X Rel(G) (7.8)

Additionally, we consider load balancing through flow rate optimization, defined as:

15 1 4w
sC =— ) — o x; 7.9
AvgFlowLoad K ; ¢Cj lzzl D,. Xi,j (7.9)

This metric reflects the effective distribution of traffic loads across controllers, promoting fair

resource utilization and preventing network congestion.

7.5 Proposed PSO-HSL strategy

In this study, we propose an advanced optimization approach referred to as PSO-HSL, which stands
for PSO with Heterogeneous Switch Load awareness. The goal of PSO-HSL is to efficiently solve the
CPP in SD-IoT networks while explicitly incorporating the impact of heterogeneous and fluctuating
switch loads, a critical factor influencing network performance.

Conventional controller placement methods often overlook load variability across switches, re-
sulting in suboptimal controller distributions, increased latencies, and inefficient network resource
utilization. PSO-HSL addresses these shortcomings by integrating switch load-awareness directly
into the optimization process, ensuring placement decisions account for both topological distances
and the uneven traffic patterns characteristic of IoT environments.

PSO-HSL builds upon the PSO algorithm, a well-established, load-based meta-heuristic inspired
by the social behavior of swarms in nature. PSO is recognized for its ability to efficiently explore
complex solution spaces, low computational overhead, and strong convergence characteristics, making
it suitable for the multi-objective, large-scale nature of SD-IoT controller placement.

The PSO-HSL algorithm, detailed in Algorithm 4, operates as follows. It requires as inputs:

The network switches S,

— The all-pairs shortest path matrix sp_dist,

The count of controllers to be positioned, K,

The maximum number of iterations Mx _itr, serving as the stopping condition,

— The vector of switch loads W reflecting the heterogeneous traffic demands.
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The algorithm begins by initializing a swarm of particles, where each particle encodes a candidate
controller placement, represented by a vector selecting K controllers randomly from §S. For each
particle, the algorithm assigns switches to their nearest controller based on sp_dist, while also
considering their corresponding load W, during assignment.

The fitness value of each particle is calculated using the cost function described in Algorithm 5 and
Eq. (7.8), which integrates key performance indicators such as latency minimization, load balancing,
reliability, and flow rate optimization. The resulting cost P, quantifies the quality of the placement,
with Pj,., storing the associated locations.

Each particle maintains:

— Its personal best cost PL.,s; and location PL;,cq,

— The global best cost PG, and global best location PG ,, shared among all particles.

Each particle’s position and velocity are iteratively updated as follows:

Pi,:'l = w(t) X Py +c1 X1 X (P%Li - PICL,-) +cy X7y X (PBG,, - PtCLi) (7.10)

PR =P, + Py (7.11)

Where Py, and P 1, denote the velocity and position of particle i during iteration ¢, Py, is the
personal best location of particle i, Pga, is the global best location, ¢ and ¢, are cognitive and social
acceleration constants, | and r, are random variables uniformly sampled from [0, 1], and w(z) is the
inertia weight, linearly decreasing for exploration and exploitation trade-off.

The algorithm iteratively refines particle positions over Mx_itr iterations, continually updating
personal and global best solutions based on fitness evaluations. Upon completion, PSO-HSL outputs
the global best fitness value bestFit_val and the corresponding controller location Cntr_pos.

The complete workflow of PSO-HSL, from initialization to convergence, is visually illustrated in
Figure. 7.3, providing a comprehensive overview of the algorithmic process.

By embedding heterogeneous load-awareness into the PSO framework, PSO-HSL ensures im-
proved controller placement decisions, reduced network latency, enhanced scalability, and superior
performance compared to conventional placement strategies, particularly in heterogeneous, large-scale

SD-IoT networks.
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Algorithm 4 PSO-HSL Algorithm.
Require: sp_dist, Mx_itr, k, S

Ensure: Cntr_pos, bestFit val
1: k < number of controllers
ppl < population and its size ppls
Initialize cq, c2, w, ppl;
PL yg < o0
fori «— 1to pplsdo
Pcy, « randomly select k controllers from §
Py, — 0
Pcosts Proca < fitness(sp_dist, P
if P.,s; < PL.ys then
PLcost <= Peost
PLioca < Pioca
end if
: end for
: PGeost <= PLcost
: PGioca < PLjoca
: Plbvl «

cr.)

N A A

e e e e e e

17: for t « 1to Mx_itr do

18: for I — 1to pplsdo

19: Py, « update Py, using Eq. 7.10
20: Py, < update PtCLi using Eq. 7.11
21: Peosts Proca < fitness(sp _dist, PtCL[)
22: if P.,s; < PL.ys then

23; PLeost < Peost

24: PLioca < Pioca

25: if PL.,s; < PG5 then

26: PG oot — PLpst

27: PGioca < PLioca

28: end if

29: end if

30: end for

31: w « update w using Eq. 7.10
32: end for

33: bestFit_val «— PG,

34: Cntr_pos <« PGjyeq

35: return bestFit val, Cntr_pos
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Algorithm 5 Fitness Calculation for Controller Placement

Require: sp_dist, K
Ensure: mbr_cst
1: sp_dist «— shortest path distance matrix
K < number of controllers
ppl <« population > |ppl| = population size

mbri "

member in ppl
mbr_cost <« member cost (fitness)
mbr_laca «<— member location
fori =1 to |ppl| do

mbr_cst[i] « 0

for j = 1to k do

Allocate each switch to the nearest controller using sp_dist, while considering the switch

N A A

_.
e

load and the number of switches already assigned to each controller.
11: end for
12: Compute mbr_cost[i] using Eq. 7.8 after that we get the mbr_laca
13: end for

14: return mbr_cst, mbr_laca

7.6 Results and discussion

The proposed approach was implemented in Python, and all network topologies were generated using
Jupyter Notebook. Three network sizes 50, 100, and 150 switches were evaluated to represent small,
medium, and large-scale environments. To assess scalability and the impact of network density, two

simulation scenarios were defined, summarized in Table 7.2.

1. The network area scales proportionally with the number of switches (Scenario 1).

2. The network area is fixed, and only the number of switches changes (Scenario 2).

This configuration enables an in-depth analysis of how variations in node density influence the
performance of CP algorithms, particularly regarding latency, scalability, and load distribution. As
the network becomes denser, the challenges related to resource allocation and traffic management
intensify, making them key factors in optimizing SD-IoT environments.

Both scenarios are evaluated using average switch to controller latency, flow rate, and maximum
latency, with reliability and execution time also assessed for a comprehensive performance analysis.

Switches are uniformly randomly deployed within the area, each characterized by its coordinates

(x,y) and corresponding traffic load. The Euclidean distance linking connected switches, s; and s;/,
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Figure 7.3: The PSO-HSL algorithm workflow.

is calculated using Eq. (3.9). Prior to the simulation, topologies are preprocessed to enhance realism
by filtering closely located switches.
To benchmark the effectiveness of the proposed approach, we evaluate it against four reference

methods:

* Opt-HSL. An exact optimization technique that determines the optimal controller placement by

exhaustively exploring all configurations while considering heterogeneous switch loads.

* Opt-WHSL. A variant of Opt-HSL that ignores switch load heterogeneity.
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Table 7.2: Network specifications for each scenario.

Scenario Network Maximum Switches Distribu- Network Sur-
Type Switches tion face (km?)
Small 50 05M
Scenario 1 Medium 100 Uniform, Random 1.0M
Large 150 I.5M
Small 50
Scenario 2 Medium 100 Uniform, Random 0.5M
Large 150

* Louvain-BC. The method proposed in [123], which integrates Louvain community detection

with betweenness for CP.

* K-means-BC. Controllers assigned to top-betweenness nodes in k-means clusters.

Simulation parameters from multiple runs are summarized in Table 7.3. To identify suitable

parameter values, the algorithm was executed with iterations ranging from 10 to 300. The results

showed that beyond 100 iterations, the improvement in solution quality became negligible. Similarly,

varying the population size from 5 to 50 with 100 iterations indicated that stable performance was

observed for a population size of 20.

Table 7.3: Simulation parameters.

Parameters Value
Maximum iterations (Mx_itr) 100

Total switchess (N) 50, 100 and 150
Total controllers (K) 1-7

Individual switch load (Wy,)

1-500 KFlows/s

Controller processing capacity (U, )

10000 KFlows/s

Swarm size |ppl| 20

a 0.7
Wmax, Wmin 1,0.1
cl,c2 2
rl,r2 [0,1]

In the following, we present the simulation results. The total number of possible solutions for

different combinations of controllers (K) and network sizes () is summarized in Table 7.4.
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Table 7.4: Combination values C(N, K) .
N K=1 K=2 K=3 K =4 K=5 K=6 K=17
50 50 1225 19600 230 300 2118760 15 890 700 99 884 400
100 100 4950 161700 3921225 75287520 1192052400 16 007 560 800
150 150 11175 551300 20260275 591600030 14297000725 294109 729 200

7.6.1 Average latency analysis

Figure. 7.4 illustrates that PSO-HSL demonstrates strong performance regarding the average switch to

controller latency in small-scale networks, achieving results comparable to the exact Opt-HSL method.

Moreover, PSO-HSL significantly outperforms Opt-WHSL, which neglects switch load heterogeneity.

In contrast, both k-means-BC and Louvain-BC exhibit higher latency values overall, indicating lower

efficiency. Nevertheless, all methods generally show latency reduction as the number of controllers

increases, except for k-means-BC in medium-sized networks with five controllers and Louvain-BC

in small networks with four controllers, where their insensitivity to switch load leads to suboptimal

placements.
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Figure 7.4: Average switch to controller latency for Scenario 1 (see Table 7.2).
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7.6.2 Average flow rate analysis

As shown in Figure. 7.5, all methods generally maintain stable flow rates with increasing network
load, except for Louvain-BC and k-means-BC in 50- and 100-nodes. PSO-HSL consistently matches
the performance of the exact Opt-HSL approach across all scenarios, demonstrating its effectiveness.
Furthermore, PSO-HSL yields increased flow rates than Optr-WHSL, highlighting the benefits of
accounting for switch load in the CP strategy. In contrast, Louvain-BC and k-means-BC yield lower
average rates due to their neglect of switch load and resulting cluster imbalance, highlighting the

importance of load-aware methods for network performance.
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Figure 7.5: Average switch to controller flow rate for Scenario 1 (see Table 7.2).

7.6.3 Maximum latency analysis

Figure. 7.6 illustrates the effectiveness of the proposed method in minimizing maximum latency.
All approaches Demonstrate lower latency as controller count increases. For the case of a single
controller, Opt-HSL and PSO-HSL yield identical latency values due to the limited search space of
only 50 possible placements. Similarly, Louvain-BC and k-means-BC exhibit the same latency in
this scenario, as the network forms a single cluster resulting in identical controller placement. As
the number of controllers grows, PSO-HSL consistently aligns with Op#-HSL, maintaining optimal

performance across all cases.
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Figure 7.6: Maximum switch to controller latency for Scenario 1 (see Table 7.2).

7.6.4 Enhancing Scalability and Efficiency in Dense Fixed-Network Environ-

ments: Analysis of Scenario 2

Under Scenario 2, where node density increases within a fixed network area, the algorithms are
evaluated for their capability to optimize controller placement under high traffic and potential load
imbalances. This setup allows assessment of how network congestion and load distribution evolve as

additional devices are introduced within the same geographical limits.

Figures. 7.7, 7.8, and 7.9 show the simulation results for average latency, average flow rate, and
maximum latency, respectively, across three networks of fixed area. Regarding average latency, PSO-
HSL aligns closely with Opt-HSL in all cases, showing its efficiency. Both methods, which consider
heterogeneous switch loads, achieve significantly lower latency compared to the other approaches.
For average flow rate, PSO-HSL, Opt-HSL, and Opt-WHSL exhibit steady increases, outperforming
the remaining methods and reflecting superior load management. In terms of maximum latency, all
approaches produce similar results with minor variations, as only the highest latency per cluster is
considered. Within this context, Opt-HSL and PSO-HSL maintain their advantage by accounting for

switch load, resulting in better performance than other methods.
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Figure 7.7: Average switch to controller latency for Scenario 2 (see Table 7.2).
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Figure 7.8: Average switch to controller flow rate for Scenario 2 (see Table 7.2).

7.6.5 Reliability analysis

To assess the proposed approaches under controller failures, with the failed controller chosen by
betweenness centrality (Eq. 7.6) we analyzed the network performance when a single controller fails.

Figure. 7.10 presents the reliability as the number of controllers ranges from 2 to 7. Findings indicate
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Figure 7.9: Maximum switch to controller latency for Scenario 2 (see Table 7.2).

reliability remains near-optimal with our method, whereas Louvain-BC and K-means-BC consistently

exhibit lower reliability across all network configurations. Variations in the percentage improvement

are influenced by the structural characteristics of specific topologies and the spatial distribution of

switches and controllers, which affect algorithm performance under different network setups.

Reliability (%6)

100

90+

80+

704

60+

50

100 100
—+— Opt-HSL —+— Opt-HSL —+— Opt-HSL
Opt-WHSL Opt-WHSL % Opt-WHSL
—+— PSO-HSL 904 —=— PSO-HSL —— PSO-HSL
—— K-means-BC —— K-means-BC —— K-means-BC
—— Louvain-BC —— Louvain-BC 80! ™ Louvain-BC
804
70
701
60
604
50 50

251 352 453 534 655 156
No. of Controllers

(a) <Network with 50 Switches>

251 352 453 534 635 16
No. of Controllers

(b) <Network with 100 Switches>

251 352 453 554 655 136

No. of Controllers
(c) <Network with 150 Switche>

Figure 7.10: Network reliability under controller failure scenarios.
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7.6.6 Execution time analysis

Figure. 7.11 presents the execution time of the five approaches across different scenarios. PSO-HSL,
Louvain-BC, and K-means-BC maintain relatively stable runtimes, whereas the optimal solutions
(Opt-HSL and Opt-WHSL) exhibit a notable rise in execution time with more controllers, regardless
of whether switch load is considered. Specifically, the optimal methods perform well for fewer than
three controllers, but their execution time grows exponentially with additional controllers due to the
combinatorial explosion, as indicated in Table 7.4. In contrast, PSO-HSL consistently achieves lower
execution times across all network sizes and controller counts, owing to its fixed number of iterations
and population size, with only a slight increase as the number of controllers grows.

Among the heuristic approaches, Louvain-BC achieves the quickest execution in most network
setups, followed by K-means-BC, except when only a single controller is deployed. These results
highlight PSO-HSL’s efficiency in larger networks, maintaining much lower execution times than

computationally expensive optimal solutions.
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Figure 7.11: Execution time of different approaches across network scenarios.

The results confirm that the proposed PSO-HSL method outperforms the other approaches for

several reasons. First, it explicitly accounting for diverse switch traffic in CP optimization, unlike
conventional methods, which assume uniform traffic distribution. By considering switch-specific
loads, PSO-HSL adapts to real network conditions, enabling lower latency, balanced traffic, and better

controller utilization.
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Moreover, leveraging the PSO meta-heuristic allows the problem to be treated as a multi-objective
optimization task, simultaneously addressing switch to controller latency, network reliability, and
traffic flow rate objectives that are inherently conflicting and not effectively balanced by single-
objective heuristics like K-means-BC or Louvain-BC. The swarm-based nature of PSO enables efficient
exploration of the solution space while avoiding local optima and directly accounting for heterogeneous
switch loads (see Eq. 7.4 and Eq. 7.7). Additionally, the use of flow-WBC to identify critical controllers
ensures a realistic simulation of failure scenarios, as these controllers are likely to handle the highest

traffic loads or connect key subdomains.

7.7 Conclusion

This chapter introduced PSO-HSL, a meta-heuristic approach that efficiently optimizes controller
placement in SD-IoT while considering heterogeneous switch loads. By incorporating traffic-aware
latency and reliability into the objective function, PSO-HSL achieves enhanced performance in terms

of latency reduction, load balancing, and network resilience, as confirmed by extensive simulations.



General conclusion

In this thesis, we have investigated the CPP in SD-IoT networks and proposed systematic solutions
to improve network performance. We first analyzed existing approaches for CPP, highlighting their
limitations in addressing the unique characteristics of IoT environments, such as heterogeneous traffic,
dynamic flow patterns, and scalability constraints. Based on this analysis, we developed four main
contributions, summarized in Table 7.5.

The first contribution (Section 4.2 in Chapter 4) presents an optimization approach that integrates
traffic weights (flow rates) into the controller placement process. Initially, controllers were positioned
in free space; subsequently, in the second contribution (Section 4.3 in Chapter 4), the model was refined
to limit deployment to switch locations while supporting multiple controllers. This enhancement
improves latency and load distribution, although it does not fully overcome the time complexity issue
in large-scale networks.

The third contribution (Chapters 5 and 6) addresses this limitation by leveraging WBC to pres-
elect candidate switches for controller deployment, thereby reducing computational complexity and
accelerating the placement process. To further enhance adaptability, a meta-heuristic optimization
technique GWO is integrated with the WBC-based model, incorporating dynamic traffic models that
capture temporal variations in Iol' flows. Three distinct flow models are evaluated to validate the
method’s robustness under heterogeneous traffic patterns.

Finally, the fourth contribution (Chapter 7) extends the previous work by introducing reliability as
an additional optimization objective, explicitly considering controller failure scenarios. This extension

ensures network resilience and sustained performance under varying traffic loads and fault conditions.

Table 7.5: Comparison of the main contributions and their characteristics.

Criteria [147] [148] [149] [150]

Method Exact Clustering Heuristic  WBC & Metaheuristic
approach ~ K-means Metaheuristic GWO PSO

Number of Controllers  Single Multiple Multiple Multiple

Topology Type Real Real Generated Generated

Topology Scale 9-34 58 100, 200 & 300 50, 100 & 150

Heterogenious traffic Random Population-based Random Random

Dynamic traffic X X v X

Latency 4 v v 4

Flow Rate v X v v

Reliability X X X v

Time X X v v
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Future Perspectives

While this dissertation presents significant contributions to the CPP in SD-IoT networks, several
avenues remain for future research.

A key limitation of current approaches is the static nature of controller placement. Once de-
ployed, controllers remain fixed, which reduces adaptability in response to dynamic changes in traffic
load or IoT device activity. Future work could explore real-time, adaptive placement strategies us-
ing lightweight machine learning models or reinforcement learning to predict traffic patterns and
dynamically reassign switches, ensuring continuous optimization of latency, flow rate, and reliability.

Scalability also remains a challenge. Larger networks with many controllers and switches may
render complete controller to switch connectivity impractical. Future research should investigate
efficient strategies for linking controllers to switches while maintaining performance, potentially
through hierarchical or hybrid deployment architectures that combine terrestrial, aerial, and satellite
nodes.

The assignment of node weights is another area for improvement. Current methods rely on
simplified or approximate criteria, such as population-based proxies. Future studies could leverage
real-world IoT datasets or predictive models to assign more accurate weights, reflecting actual traffic
generation and device activity, thus improving placement precision.

Dynamic traffic variability presents additional challenges. Future work could integrate traffic
forecasting, adaptive switch to controller assignments, or mobile controllers to respond to fluctuating
network conditions, enhancing resilience, efficiency, and reliability.

Finally, emerging concerns in energy efficiency, fault tolerance, and secure operation suggest fur-
ther directions. Research could focus on secure and privacy-preserving controller placement strategies,
predictive mobility models for IoT devices, adaptive inter-controller coordination to reduce synchro-
nization delays, and optimized energy consumption for constrained devices. These enhancements will

support robust, scalable, and context-aware CP in heterogeneous, dynamic SD-IoT environments.
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